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Tttlt  12 — Banks  and  Banking 

CHAPTER  VI— FARM  CREDIT 
ADMINISTRATION 

PART  603— PRIVACY  ACT  REGULATIONS 
Implementation 

The  Farm  Credit  Administration  pub¬ 
lishes  herewith  its  regulations  to  imple¬ 
ment  the  provisions  of  the  Privacy  Act 
of  1974  (5  U.S.C.  552a) .  These  regtUations 
establish  the  procedures  to  be  followed  by 
individuals  who  request  information 
about  records  pertaining  to  themselves 
and  access  to  or  amendments  of  records 
which  are  contained  in  a  system  of  rec¬ 
ords  maintained  by  the  Farm  Credit  Ad¬ 
ministration.  The  regulations  also  set 
forth  the  procedures  to  be  followed  by  the 
Farm  Credit  Administration  in  proc¬ 
essing  requests. 

Chapter  VI  of  Title  12  of  the  Code 
of  Federal  Regulations  is  amended  by 
adding  Part  603 — ^Privacy  Act  Regula¬ 
tions,  §§  603.300-603.360,  as  follows: 

Sec. 

603.300  Purpose  and  scope. 

603.306  Definitions. 

603.310  Procedures  for  requests  pertaining 
to  Individual  records  In  a  record 
system. 

603.315  Times,  places,  and  requirements  for 
Identification  of  Individuals  mak¬ 
ing  requests. 

603.320  Disclosure  of  requested  Information 
to  Individuals. 

603.325  l^eclal  procedures  for  medical 
records. 

603.330  Request  for  amendment  to  record. 
603.335  Agency  review  of  request  for  amend¬ 
ment  of  record. 

603.340  Appeal  of  an  Initial  adverse  deter¬ 
mination  of  a  request  to  amend  a 
record. 

603.345  Fees  for  providing  copies  of  records. 
603.350  Criminal  penalties. 

603.355  General  exemptions. 

603.360  Specific  exemptions. 

Axjthobitt:  6  U.S.C.  662a  (f),  (J),  (k). 

§  603.300  Purpose  and  scope. 

(a)  This  part  is  published  by  the  Farm 
Credit  Administration  pursuant  to  the 
Privacy  Act  of  1974  (Pub.  L.  93-579,  5 
n.S.C.  552a)  which  requires  each  Federal 
agency  to  promulgate  rules  to  establish 
procedures  for  notification  and  disclosure 
to  an  individual  of  agency  records  per¬ 
taining  to  him,  and  for  review  of  such 
records. 

(b)  The  records  covered  by  this  part 
include; 

(1)  Personnel  and  employment  records 
maintained  by  the  Farm  Credit  Admin¬ 
istration  which  are  not  covered  by 
S9  293.101-293.111  of  the  regulations  of 
the  Civil  Service  Commission  (5  CFR 
293.101-293.111) ,  and 

(2)  Other  records  contained  in  record 
systems  maintained  by  the  Farm  Credit 
Administration. 

§  603.305  Definitions. 

In  this  part; 

(1)  “Individual”  means  a  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence; 

(2)  “Maintain”  includes  maintain, 
collect,  use,  or  disseminate; 

(3)  “Record”  means  any  item,  collec¬ 
tion,  or  grouping  of  information  about  an 
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individual  that  is  maintained  by  an 
agency  including,  but  not  limited  to,  his 
education,  financial  transactions,  me<llcal 
history,  and  criminal  or  emplosonent  his¬ 
tory,  and  that  contains  his  name,  or  the 
identifsring  number,  symbol,  or  other 
identifying  particular  assigned  to  the  in¬ 
dividual,  such  as  a  finger  or  voice  print 
or  photograph; 

(4)  “System  of  records”  means  a  group 
of  any  records  under  the  control  of  any 
agency  from  which  information  is  re¬ 
trieved  by  the  name  of  an  individual  or 
by  some  identifying  number,  symbol,  or 
other  identifying  particular  assigned  to 
the  individual; 

(5)  “Statistical  record”  means  a  rec¬ 
ord  in  a  system  of  records  maintained  for 
statistical  research  or  reporting  purposes 
only  and  not  used  in  whole  or  in  part  in 
making  any  determination  about  sm 
identifiable  individual,  except  as  pro¬ 
vided  by  13  U.S.C.  8. 

(6)  “Routine  \ise”  means,  with  respect 
to  the  disclosure  of  a  record,  the  use  of 
such  record  for  a  purpose  that  is  compat¬ 
ible  with  the  purpose  for  which  it  was 
collected; 

(7)  “Agency”  includes  the  Farm 
Credit  Administration. 

§  603.310  Procedures  for  requests  per¬ 
taining  to  individual  records  in  a 
record  system. 

(a)  Any  present  or  former  employee 
of  the  Farm  Credit  Administration  seek¬ 
ing  access  to  his  official  civil  service  rec¬ 
ords  maintained  by  the  Farm  Credit  Ad¬ 
ministration  shall  submit  his  request  in 
such  manner  as  is  prescribed  by  the  Civil 
Service  Commission. 

(b)  Any  individual  seeking  to  obtain 
from  the  Farm  Credit  Administration; 

(1)  Notification  whether  the  agency 
maintains  a  record  pertaining  to  him  in 
a  system  of  records; 

(2)  Notification  whether  the  agency 
has  disclosed  a  record  for  which  an  ac¬ 
counting  of  disclosure  is  required  to  be 
maintained  and  made  available  to  him; 

(3)  A  copy  of  a  record  pertaining  to 
him  or  the  accounting  of  its  disclosure; 
or 

(4)  The  review  of  a  record  pertaining 
to  him  or  the  accounting  of  its  disclosure; 

shall  submit  a  written  request  to  the  Di¬ 
rector,  Administrative  Division,  Office  of 
Administration  (hereafter  referred  to  as 
“Director”),  Farm  Credit  Administra¬ 
tion,  490  L’Enfant  Plaza  East,  SW., 
Washington,  D.C.  20578.  The  request 
shall  state  the  full  name  and  address  of 
the  individiial  and  identify  the  system  or 
systems  of  records  believed  to  contain  the 
information  or  record  sought. 

§  603.315  Times,  places,  and  require¬ 
ments  for  identification  of  individ¬ 
uals  making  requests. 

(a)  The  individual  making  written  re¬ 
quests  to  the  Director  for  information  or 
records  ordinarily  will  not  be  required  to 
verify  his  idratity.  The  signature  up<m 
such  requests  shall  be  deemed  to  be  a  cer¬ 
tification  by  the  requester  that  he  is  the 
individual  to  whom  the  record  pertains, 
or  theiMurent  of  a  minor,  or  the  duly  ap¬ 
pointed  legal  guardian  at  the  individual 


to  whom  the  record  pertains.  The  Direc¬ 
ts,  however,  may  require  such  additional 
verification  of  identity  as  he  may  specify 
in  any  instance  in  which  he  deems  it  ad¬ 
visable. 

§  603.320  Disclosure  of  requested  infor¬ 
mation  to  individuals. 

(a)  The  Director  shall,  within  a  rea¬ 
sonable  period  of  time  after  the  date  of 
receipt  of  a  request  for  information  or 
records: 

(1)  Determine  whether  or  not  such 
request  shsdl  be  granted, 

(2)  Notify  the  requester  of  the  deter¬ 
mination  and,  if  the  request  is  denied,  of 
the  reasons  therefor,  and 

(3)  Notify  the  requester  that  fees  for 
reproducing  copies  of  records  may  be 
charged  as  provided  in  §  603.345. 

(b)  If  access  to  a  record  is  denied  be¬ 
cause  the  information  therein  hsis  been 
compiled  by  the  Farm  Credit  Adminis¬ 
tration  in  reasonable  anticipation  of  a 
civil  or  criminal  action  proceeding  the 
Director  shall  notify  the  requester  of  his 
right  to  judicial  appeal  under  5  U.S.C. 
552a(g). 

(c)  (1)  If  access  to  a  record  is  granted 
the  requester  shall  noUfy  the  Director 
whether  the  requested  record  is  to  be 
copied  and  mailed  to  him  or  whether  the 
record  is  to  be  made  available  to  him  in 
person. 

(2)  A  requester  who  is  an  indivdual 
may  be  accompanied  by  an  individual 
selected  by  him  when  the  record  is  dis¬ 
closed,  in  which  case  he  may  be  required 
to  furnish  a  written  statement  author¬ 
izing  the  discussion  of  the  record  in  the 
presence  of  the  accompanying  person. 

‘(d)  If  the  record  is  to  be  made  avail¬ 
able  for  personal  inspection,  the  re¬ 
quester  shall  arrange  with  the  Director  a 
mutually  agreeable  time  in  the  offices  of 
the  Farm  Credit  Administration  for  in¬ 
spection  of  the  record. 

§  603.325  Special  procedures  for  medi¬ 
cal  records. 

Medical  records  in  the  custody  of  the 
Farm  Credit  Administration  which  are 
not  subject  to  Civil  Service  Commission 
regulations  shall  be  disclosed  either  to 
the  indivldiial  to  whom  they  pertain  or 
his  authorized  or  legal  representative  or 
to  a  licensed  physician  named  by  tiie  in¬ 
dividual. 

§  603.330  Request  for  amendment  to 
reeord. 

(a)  If.  after  disclosure  of  the  re¬ 
quested  information,  an  individual  be¬ 
lieves  that  the  record  is  not  accurate, 
relevant,  timely,  or  complete,  he  may 
request  in  writing  that  the  record  be 
amended.  Such  a  request  shall  be  sub¬ 
mitted  to  the  Director  and  shall  con¬ 
tain  identification  of  the  system  of  rec¬ 
ords  and  the  record  or  information 
therein,  a  brief  description  of  the  ma¬ 
terial  requested  to  be  changed,  the  re¬ 
quested  change  or  changes,  and  the  rea¬ 
son  for  such  change  or  changes. 

(b)  The  Director  shall  acknowledge . 
receipt  of  the  request  within  10  days  (oc¬ 
cluding  Saturdays.  Scmdays,  and  legal 
holidajrs)  wd,  if  a  determination  has  not 
been  made,  advise  the  individual  when  he 
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may  expect  to  be.a4vised  of  action  4^en 
on  the  request.  The  acknowledgment 
may  contain  a  request  for  additional  in¬ 
formation  needed  to  make  a  determina¬ 
tion. 

§  603.335  Agency  review  of  request  for 
amendment  of  record. 

Upon  receipt  of  a  request  for  amend¬ 
ment  of  a  record,  the  Director  shall: 

(a)  Correct  any  portion  of  a  record 
which  the  individual  making  the  request 
believes  is  not  accurate,  relevant,  timely, 
or  complete  and  thereafter  inform  the 
individual  in  writing  of  such  correction, 
or 

(b)  Inform  the  individual  in  writing 
of  refusal  to  amend  the  record  and  of  tlie 
reasons  therefor ,''and  advise  him  that  he 
may  appeal  such  determination  as  pro¬ 
vided  in  S  603.340. 

§  603.340  Appeal  of  an  initial  adverse 
determination  of  a  request  to  amend 
a  record. 

(a)  Not  more  than  10  days  (excluding 
Satiirdays,  Sundays,  and  legal  holidays) 
after  receipt  by  an  individual  of  an  ad¬ 
verse  determination  on  his  request  to 
amend  a  record  or  otherwise,  the  indi¬ 
vidual  may  appeal  to  the  Deputy  Gov¬ 
ernor,  Office  of  Administration. 

(b)  The  appeal  shall  be  by  letter, 
mailed  or  delivered  to  the  Deputy  Gov¬ 
ernor,  Office  of  Administration,  Farm 
Credit  Administration,  490  L’Elnfant 
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The  letter  shall  identify  the  rwoi^  in¬ 
volved  in  the  same  manner  they  were 
identified  to  the  Director,  shall  specify 
the  dates  of  the  request  and  adverse  de¬ 
termination,  and  shall  indicate  the  ex¬ 
pressed  basis  for  that  determination. 
Also,  the  letter  shall  state  briefly  and  suc¬ 
cinctly  the  reasons  why  the  adverse  de¬ 
termination  should  be  reversed. 

(c)  The  review  shall  be  completed  and 
a  final  determination  made  by  the  Dep¬ 
uty  Governor  not  later  than  30  days  (ex¬ 
cluding  Saturdays,  Simdays,  and  legal 
holidays)  from  receipt  of  the  request  for 
such  review,  unless  the  Deputy  Governor 
extends  such  30-day  period  for  good 
cause.  If  the  30-day  period  is  extended 
the  individual  shall  be  notified  of  the 
reasons  therefor. 

(d)  If  the  Deputy  Governor  refuses  to 
amend  the  record  in  accordance  with  the 
request,  the  individual  shall  be  notified 
of  his  right  to  file  a  concise  statonent 
setting  forth  his  disagreement  with  the 
final  determination  and  his  right  under 
5  U.S.C.  552a(g)  (1)  (A)  tea  judicial  re¬ 
view  of  the  final  determination. 

(e)  If  an  amendment  of  a  record  as 
requested  upon  review  is  refused,  there 
shall  be  included  in  the  disputed  portion 
of  the  record  a  copy  of  the  concise  state¬ 
ment  filed  by  the  individual  together 
with  a  concise  statement  of  the  reasons 
for  not  amending  the  record  as  requested. 
Such  statements  will  be  included  when 
disclosure  of  the  disputed  record  is  made 
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to  persons  and- agencies  as  authorized 
imder  5  U.S.C.  552a.  • 

§  603.345  Fees  for  providing  copies  of 
records. 

Fees  for  providing  copies  of  records 
shall  be  charged  in  accordance  with 
§  602.265  of  this  chapter. 

§  603.350  Criminal  penalties. 

Section  552a  (1)  (3)  of  the  Privacy 
Act  (5  U.S.C.  552a  (i)  (3)  makes  it  a  mis¬ 
demeanor,  subject  to  a  maximum  fine  of 
$5,000,  to  knowingly  and  willfully  re¬ 
quest  or  obtain  any  record  concerning 
any  individual  from  an  agency  imder 
false  pretenses.  Sections  552a  (i)  (1)  and 
(2)  of  the  Act  (5  U.S.C.  552a  (i)  (1), 
(2))  provide  penalties  for  violation  by 
agency  employees  of  the  Act  or  regula¬ 
tions  established  thereunder. 

§  603.355  Specific  exemptions. 

Pursuant  to  5  U.S.C.  552a  (k)  (2) ,  in¬ 
vestigatory  material  compiled  for  law 
enforcement  purposes  in  the  following 
systems  of  records  is  exempt  from  sub¬ 
sections  <c)  (3),  (d),  (e)  (1),  (e)  (4) 
(G).  (H),  and  (1),  and  (f)  of  5  U.S.C. 
552a  and  from  the  provisions  of  this  part: 
Federal  Land  Bank  Loans — FCA. 
Production  Credit  Association  Loans — 
FCA. 

W.  M.  Harding, 
Governor, 

Farm  Credit  Administration. 
|PR  Doc.75-230e6  Piled  8-29-75;8:45  am] 
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PROPOSED  RULES 


DEPARTMENT  OF  STATE 
Office  of  the  Secretary 
[22  CFRPartSa] 

[Docket  No.  SD-1161 

PRIVACY  ACT 

Proposed  Policies  and  Procedures 

Notice  is  hereby  given  that  the  De¬ 
partment  of  State  proposes  to  add  a  new 
Part  6a  to  Chapter  I,  Title  22  of  the  Code 
of  Federal  Regulations  to  establish  rules 
and  procedures  to  implement  the  Pri¬ 
vacy  Act  of  1974  (Pub.  L.  93-579,  88  Stat. 
1897) ;  5  U.S.C.  552a. 

The  proposed  regulations  will  estab¬ 
lish  rules  for  determining  whether  or  not 
an  individual  is  the  subject  of  a  record 
maintained  by  the  Department;  the  type 
of  identifying  information  required  for 
that  particular  record  system ;  the  access 
by  persons  to  information  maintained 
about  themselves  and  an  opportunity  to 
amend  this  information;  limitation  on 
disclosure  of  personal  information  for 
purposes  other  than  that' for  which  fur¬ 
nished;  and  limitation  on  sources  of  per¬ 
sonal  information. 

Interested  persons  may  submit  such 
written  data,  views,  or  arguments  con¬ 
cerning  these  proposed  rules  as  they  may 
desire.  Comments  should  be  submitted 
to  the  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239, 
Department  of  State,  Washington,  D.C. 
20520.  All  communications  received  on  or 
before  October  2,  1975,  will  be  consid¬ 
ered  before  action  is  taken  on  the  pro¬ 
posed  regulation. 

The  proposed  new  Part  6a  will  read  as 
set  forth  below. 

PART  6a~PRIVACY  ACT  POLICIES  AND 
PROCEDURES 

Sec. 

6a.  1  Definitions. 

6a.2  Requests  for  records. 

6a.3  Information  necessary  to  locate  and 
identify  a  record. 

6a.4  Access  to  records. 

6a.5  Disclosure  of  information. 

6a.6  Exemptions. 

6a.7  Denial  of  access. 

6a.8  Requests  for  amending  records. 

6a.9  Appeals. 

6a.l0  Fees. 

Authoritt:  Sec.  4  of  the  Act  of  May  26, 
1949,  as  amended  (63  Stat.  Ill;  22  U.S.C. 
2658) ;  Pub.  L.  93-579,  88  Stat.  1897) :  5  U.S.C. 
552a. 

§.6a.l  Definitions. 

As  used  in  this  Part,  the  following  def¬ 
initions  shall  apply; 

(a)  The  term  “Department”  means 
the  Department  of  State,  its  offices,  bu¬ 
reaus,  divisions,  field  offices,  and  its 
overseas  posts. 

(b)  The  term  “individual”  means  a 
citizen  of  the  United  States  or  an  alien 
lawfully  admitted  for  permanent  resi¬ 
dence. 

(c)  The  term  “maintain”  includes 
maintain,  collect,  use,  or  disseminate. 

(d)  The  term  “record”  means  any 
itan,  collection,  or  grouping  of  informa¬ 
tion  about  an  individual  that  is  main¬ 
tained  by  the  Department,  including, 
but  not  limited  to,  education,  financial 
transactions,  medical  history;  and  crimi¬ 


nal  or  employment  history  that  contains 
the  individual’s  name,  or  the  identifying 
number,  symbol,  or  other  identifying  par¬ 
ticular  assigned  to  the  individual,  such  as 
a  finger  or  voice  print  or  photograph. 

(e)  The  term  “system  of  records” 
means  a  group  of  any  records  under  the 
control  of  the  Department  from  which 
information  is  retrieved  by  the  name  of 
the  individual  or  by  some  identifying 
munber,  symbol,  or  other  identifying 
particular  assigned  to  an  individual. 

(f)  The  term  “statistical  record” 
means  a  record  in  a  system  of  records 
maintained  for  statistical  research  or 
reporting  purposes  only  and  not  used  in 
whole  or  in  part  in  making  any  determi¬ 
nation  about  an  identifiable  individual, 
except  as  provided  in  13  U.S.C.  8. 

(g)  The  term  “routine  use”  means, 
with  respect  to  the  disclosure  of  a  record, 
the  use  of  such  record  for  a  purpose 
which  is  compatible  with  the  purpose  for 
which  it  was  collected. 

(h)  The  term  “amend”  means  to  make 
any  correction  to  any  portion  of  the  rec¬ 
ord  which  the  individual  believes  is  not 
accurate,  relevant,  timely,  or  complete. 

(i)  TTie  term  “personnel  record” 
means  any  personal  information  main¬ 
tained  in  a  system  of  records  as  defined 
in  paragraph  (e)  of  this  section  that  is 
needed  for  personnel  management  pro¬ 
grams  or  processes  such  as  staffing,  em¬ 
ployee  development,  retirement,  and 
grievances  and  appeals.  Rules  and  pro¬ 
cedures  promulgate  by  the  Civil  Serv¬ 
ice  Commission  under  the  Privacy  Act 
for  personnel  records  for  which  it  has  re¬ 
sponsibility  will  be  followed  by  the  De¬ 
partment  with  regard  to  such  records. 

§  6a.2  Requests  for  records. 

(a)  The  Department  will  consider  re¬ 
quests  received  from  individuals  for  rec¬ 
ords  pertaining  to  themselves  as  requests 
made  under  the  Privacy  Act  of  1974  (5 
U.S.C.  552a) ,  whether  or  not  the  individ¬ 
ual  specifically  cites  the  Privacy  Act  of 
1974  when  making  the  request.  However, 
in  requests  by  mail,  a  notation  on  the 
envelope  and  in  the  letter  that  it  is  a 
“Privacy  Act  request”  will  aid  the  De¬ 
partment  in  processing  the  requests. 

(b)  Requests  under  the  Privacy  Act 
should  be  directed  to  the  Director,  For¬ 
eign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State, 
Washington,  D.C.  20520,  who  will  coor¬ 
dinate  the  search  of  all  systems  of  rec¬ 
ords  specified  in  the  request.  In  addition, 
requests  may  be  directed  to  the  Depart¬ 
ment’s  overseas  posts  when  the  individ¬ 
ual  believes  the  post  has  such  a  record. 
Routine,  imclassifled,  administrative  rec¬ 
ords  available  at  the  ix>st  may  be  re¬ 
leased  to  the  individual  if  the  post  deter¬ 
mines  that  such  release  is  au^orized  by 
the  Privacy  Act.  Any  unfilled  request 
shall  be  submitted  by  the  post  to  the  Di¬ 
rector,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Depart¬ 
ment  of  State,  Washington,  D.C.  20520, 
and  the  individual  so.  notified.  Guidance 
for  requesting  records  is  contained  in 
S  6a.3  of  this  part  and  published  in  the 
Department’s  annual  public  notice  ap¬ 
pearing  in  the  Fboeral  Registik. 


(c)  In  those  instances  where  an  in¬ 
dividual  requests  records  pertaining  to, 
himself  or  herself  as  well  as  records  per¬ 
taining  to  another  individual,  group,  or 
some  other  category  of  the  Department’s 
records,  only  that  portion  of  the  request 
which  pertains  to  records  concerning  the 
individual  requester  will  be  treated  as  a 
Privacy  Act  request.  The  remaining  por¬ 
tions  of  such  requests  will  be  processed 
through  the  Department’s  Freedom  of 
Information  or  other  public  access  pro¬ 
cedures. 

(d)  The  Department  will  continue  to 
make  available  information,  documents, 
and  forms  which  have  previously  been 
provided  to  individuals  as  part  of  its 
normal  services, 

§  6a. 3  Information  necessary  to  locate 

and  identify  a  record. 

All  requests  for  access  to  a  record  or 
records  must  reasonably  describe  the  sys¬ 
tem  of  records  and  the  individual’s  rec¬ 
ord  within  the  system  in  sufficient  detail 
to  permit  identification  of  the  requested 
record(s).  System  names,  descriptions, 
and  the  identifying  information  required 
for  each  system  are  published  in  the 
Department’s  annual  public  notice  of  sys¬ 
tems  of  records  appearing  in  the  Federal 
Register.  As  a  minimum,  requests  should 
include  the  individual’s  full  name 
(maiden  name,  if  appropriate),  present 
mailing  address  (including  zip  code) ,  and 
date  and  place  of  birth,  and  other  in¬ 
formation  helpful  in  identifying  the  rec¬ 
ord.  This  information  will  facilitate  the 
timely  search  of  record  systems  and  as¬ 
sist  the  Department  in  locating  those 
records  which  actually  pertain  to  the 
individual  requester.  In  certain  instances, 
it  may  be  necessary  for  the  Department 
to  request  additional  information  from 
the  requester,  either  to  ensure  a  full 
search  or  to  ensure  that  a  record  re¬ 
trieved  does  in  fact  pertain  to  the  in¬ 
dividual. 

§  6a.4  Access  to  records. 

(a)  Acknowledgement  of  requests.  All 
requests  from  an  individual  for  infor¬ 
mation  on  whether  or  not  the  Depart¬ 
ment’s  system  or  systems  of  records  con¬ 
tain  information  about  the  individual 
will  be  acknowledged  within  10  days  (ex¬ 
cluding  Saturdays,  Sundays,  and  legal 
public  holidays)  after  actual  receipt  of 
the  request  by  the  Director,  Foreign  Af¬ 
fairs  E)ocument  and  Reference  Center. 

(b)  Time  limits.  Whenever  possible, 
the  Department  will  furnish  the  re¬ 
quested  records  within  10  days  (exclud¬ 
ing  Satimiays,  Sundays,  and  legal  pub¬ 
lic  holidays)  of  receipt  of  the  request, 
except  in  those  instances  where  it  is 
necessary  to: 

( 1 )  Search  for  and  collect  the  re¬ 
quested  records  from  overseas  posts  or 
other  establishments  that  are  separate 
from  the  office  processing  the  request; 

(2)  Search  for,  collect,  and  appropri¬ 
ately  examine  a  voluminous  amount  of 
separate  and  distinct  records  whidi  are 
demanded  in  a  single  request;  ^ 

(3)  consult,  which  shall  be  conducted 
with  all  practicable  .speed,  with  another 
agency  having  a  substantial  interest  in 
the  determination  of  the  request  or 
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among  two  or  more  components  of  the 
Department  of  State  having  substantial 
subject  matter  interest  therein;  or 
(4)  Request  additional  identifying  in¬ 
formation  as  set  forth  in  §  6a.3  of  this 
part. 

(c)  Verification  of  personal  identity. 
The  Department  will  require  reasonable 
identification  of  individuals  to  assure 
that  records  are  disclosed  only  to  the 
prop>er  person  (s) . 

(1)  Access  in  person.  When  access  to  a 
record  is  granted  in  person,  the  Depart¬ 
ment  will  require  a  verification  of  iden¬ 
tity  by  the  individual;  employee  identi¬ 
fication  card,  driver’s  license,  medicare 
card,  annuitant  identification,  or  pass¬ 
port  are  examples  of  acceptable  identifi¬ 
cation. 

(2)  Access  by  mail.  For  individuals 
who  seek  access  by  mail  the  Dei>artment 
will  require  verification  of  identity; 
comparison  of  signatiures  of  the  requester 
and  those  in  the  record,  if  any,  will  be 
used  to  determine  identity. 

(3)  Statement  Verifying  identity.  If  an 
individual  can  provide  no  suitable  docu¬ 
ments  for  identification  or  a  signature  is 
not  of  record  the  Department  will  re¬ 
quire  a  signed  statement  from  the  indi- 
Tddual  asserting  his  or  her  identity  and 
stipulating  that  the  individual  under¬ 
stands  that  knowingly  or  willfully  seek¬ 
ing  or  obtaining  access  to  records  about 
another  individual  under  false  pretenses 
is  punishable  by  a  fine  of  up  to  $5,000. 

(d)  Sensitive  records.  In  certain  cases 
where  the  Department  determines  that 
the  requested  record  is  of  sufficient  sensi¬ 
tivity,  it  may  require  the  individual  to 
f  umi^  a  signed  notarized  statement  ver¬ 
ifying  the  requester’s  identity.  The  De¬ 
partment  will  inform  the  individual  at 
the  time  the  record  is  retrieved  whether 
or  not  such  a  statement  is  necessary. 

(e)  Accompanying  individual.  If,  when 
exercising  physical  access  to  a  record, 
the  requester  is  accompanied  by  any 
other  person,  the  Department  will  re¬ 
quire  the  requester  to  sign  a  statement 
authorizing  disclosure  of  the  contents  of 
the  record  in  the  presence  of  the  accom¬ 
panying  individual. 

(f)  Authorized  representatives  or  des¬ 
ignees.  When  an  individual  wishes  to  au¬ 
thorize  another  person  or  persons  access 
to  his  or  her  records  other  than  as  pro¬ 
vided  in  paragraph  (e)  of  this  section, 
the  individual  shall  submit  a  signed,  no¬ 
tarized  statement  authorizing  and  con¬ 
senting  to  access  by  a  designated  person 
or  persons. 

(g)  Guardians.  The  parent(s)  of  any 
minor,  or  the  legal  guardian  of  an  indi¬ 
vidual  who  has  been  declared  to  be  in¬ 
competent  due  to  physical  or  mental  in¬ 
capacity  or  age  by  a  covirt  of  competent 
jurisdiction,  may  act  for  and  on  behalf 
of  said  individual  upon  presentation  of 
appropriate  documentation  of  such  re¬ 
lationship. 

(h)  Medical  records.  If,  in  the  judg¬ 
ment  of  the  Deputy  Assistant  Secretary 
of  State  for  Medical  Services  or  his  des¬ 
ignee,  the  release  of  medical  information 
directly  to  the  requester  could  have  an 
adverse  effect  on  the  requester,  the 
aforementioned  officer  will  attempt  to 


arrange  an  acceptable  alternative  in 
granting  access  to  such  record (s).  This 
will  normally  involve  the  release  of  such 
information  to  a  doctor  named  by  the 
requester, 

(i)  Original  records.  Originals,  or  rec¬ 
ord  copies  thereof,  will  not  be  released 
from  the  custody  of  the  records  system 
manager.  Copies  will  be  furnished  in  ac¬ 
cordance  with  §  6a.l0  or  Parts  21  and  22 
of  this  chapter. 

(j)  Records  relating  to  civil  actions  or 
proceedings.  The  requirements  of  this 
section  do  not  entitle  an  individual  the 
right  of  access  to  any  information  com¬ 
piled  in  reasonable  anticipation  of  a  civil 
action  or  proceeding. 

§  6a.5  Disclosure  of  information. 

(a)  The  Department  will  not  disclose 
any  information  about  an  individual  to 
any  person,  or  to  another  agency  with¬ 
out  a  written  request  by  or  the  prior 
written  consent  of  the  individual  about 
whom  the  information  is  maintained. 
However,  as  provided  in  5  U.S.C.  552a (b) , 
written  consent  is  not  required  if  the 
disclosure  is: 

(1)  To  those  officers  and  employees  of 
the  Department  who  have  a  need  for  the 
information  in  the  official  performance 
of  their  duties; 

(2)  Required  under  the  provisions  of 
the  Freedom  of  Information  Act; 

(3)  For  a  routine  use  as  published  in 
the  Department’s  annual  public  notice 
in  the  Federal  Register; 

(4)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  pur¬ 
suant  to  the  provisions  of  title  13; 

(5)  To  a  recipient  who  has  provided 
the  Department  with  advance  adequate 
written  assurance  that  the  record  will  be 
used  solely  as  a  statistical  research  or  re¬ 
porting  record  and  the  record  is  to  be 
transferred  in  a  form  that  is  not  individ¬ 
ually  identifiable; 

(6)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has  suf¬ 
ficient  historical  or  other  value  to  war¬ 
rant  its  continued  preservation  by  the 
United  States  Government,  or  for  evalu¬ 
ation  by  Ihe  Administrator  of  General 
Services  or  his  designee  to  determine 
whether  the  record  has  such  value; 

( 7 )  To  another  agency  or  to  an  instru¬ 
mentality  of  any  governmental  jurisdic¬ 
tion  within  or  under  the  control  of  the 
United  States  for  a  civil  or  criminal  law 
enforcement  activity  if  the  activity  is 
authorized  by  law,  and  if  the  head  of  the 
agency  or  instrumentality  has  made  a 
written  request  to  the  Department  speci¬ 
fying  the  particular  portion  desired  and 
the  law  enforcement  activity  for  which 
the  record  is  sought; 

(8)  To  a  person  pursuant  to  a  showing 
of  compelling  circumstances  affecting  the 
health  or  safety  of  an  individual  if  upon 
such  disclosure  notification  is  transmit¬ 
ted  to  the  last  known  address  of  such 
individual; 

(9)  To  either  House  of  Congress,  or, 
to  the  extent  of  matter  within  its  juris¬ 
diction,  any  committee  or  subcommittee 
thereof,  any  joint  committee  of  Con¬ 
gress  or  subcommittee  of  any  such  joint 
committee; 


(10)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives,  in 
the  course  of  the  performance  of  the 
duties  of  the  General  Accounting  Office; 
or 

(11)  Pursuant  to  the  order  of  a  court 
of  competent  jurisdiction. 

§  6a. 6  Exemptions. 

Portions  of  systems  of  records  main¬ 
tained  by  the  Department  are  authorized 
to  be  exempted  from  a  limited  number 
of  provisions  of  the  Privacy  Act.  In  utiliz¬ 
ing  these  exemptions,  however,  the  De¬ 
partment  contemplates  exempting  only 
those  portions  of  systems  necessary  for 
the  proper  fimctioning  of  the  Depart¬ 
ment  and  which  are  consistent  with  the 
Privacy  Act  and  these  regulations.  The 
following  exemptions  are  authorized  un¬ 
der  5  U.S.C.  552a  (j)  and  (k) : 

(a)  Records  specifically  authorized 
under  criteria  established  by  an  Execu¬ 
tive  order  to  be  kept  secret  in  the  inter¬ 
est  of  national  defense  or  foreign  policy 
and  are,  in  fact,  properly  classified  pur¬ 
suant  to  such  Executive  order; 

(b)  Investigatory  material  compiled 
for  law  enforcement  purposes,  other  than 
material  within  the  scope  of  5  U.S.C. 
552a(j)(2);  provided,  however.  That  if 
any  individual  is  denied  any  right,  privi¬ 
lege,  or  benefit  for  which  he  or  she  would 
otherwise  be  eligible  as  a  result  of  the 
maintenance  of  such  material,  such  ma¬ 
terial  shall  be  provided  to  such  individ¬ 
ual,  except  to  the  extent  that  the  dis¬ 
closure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  infor¬ 
mation  to  the  Government  under  an  ex¬ 
press  promise  that  the  identity  of  the 
source  would  be  held  in  confidence,  or, 
prior  to  the  effective  date  of  the  regula¬ 
tions,  vmder  an  implied  promise  that  the 
identity  of  the  source  would  be  held  in 
confidence; 

(c)  Records  maintained  in  connec¬ 
tion  with  providing  protective  services 
to  the  President  of  the  United  States  or 
other  individuals,  pursuant  to  18  U.S.C. 
3056; 

(d)  Records  required  by  statute  to  be 
maintained  and  used  solely  as  statistical 
records; 

(e)  Investigatory  material  compiled 
solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications  for 
Federal  civilian  employment,  military 
service,  Federal  contracts,  nominations 
or  referrals  to  international  organiza¬ 
tions,  or  access  to  classified  information, 
but  only  to  the  extent  that  the  dis¬ 
closure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished 
information  to  the  Government  under  an 
express  promise  that  the  identity  of  the 
source  would  be  held  in  confidence,  or, 
prior  to  the  effective  date  of  these  regu¬ 
lations,  under  an  implied  promise  that 
the  identity  of  the  source  would  be  held 
in  confidence; 

(f)  Testing  or  examination  material 
used  solely  to  determine  individual  qual¬ 
ifications  for  appointment  or  promotion 
in  the  Federal  service  which  would  com¬ 
promise  the  objectivity  or  fairness  of  the 
testing  or  examination  process  if  dis¬ 
closed;  or 
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(g)  Evaluation  material  used  to  deter¬ 
mine  potential  of  an  individual  for  pro¬ 
motion  in  the  armed  services,  but  only 
to  the  extent  that  the  disclosure  of  such 
material  would  reveal  the  identity  of  a 
source  who  furnished  information  to  the 
Government  under  an  express  promise 
that  the  identity  of  the  source  would  be 
held  in  confidence,  or,  prior  to  the  effec¬ 
tive  date  of  these  regulations,  under  an 
implied  promise  that  the  identity  of  the 
source  would  be  held  in  confidence:  or 

(h)  Records  originated  by  another 
agency  when  that  agency  has  determined 
that  the  record  is  exempt  under  5  U.S.C. 
552a(j) .  Also,  pursuant  to  Section  (j)  (2) 
of  the  Act,  records  compiled  by  the  Pass¬ 
port  and  Visa  Fraud  Branch  of  the  Office 
of  Security  may  be  exempted  from  the 
requirements  of  any  part  of  the  Act  ex¬ 
cept  subsections  (b),  (c)  (1)  and  (2), 

(e)  (4)  (A)  through  (P) ,  (e)  (6) ,  (7) ,  (9) , 
(10),  and  (11),  and  (i)  to  the  extent 
necessary  to  assure  the  effective  comple¬ 
tion  of  the  investigative  and  judicial 
processes. 

i(i)  Portions  of  the  following  systems 
of  records  are  exempted  under  5  U.S.C. 
552a(j)  to  the  extent  authorized  and  de¬ 
termined  by  the  agency  originating  the 
records.  The  names  of  the  systems  cor¬ 
respond  to  those  published  in  the  Fed¬ 
eral  Register  on  this  same  date  by  the 
Department. 

System  Name ;  STATE/DEPT. 

Consular  Service  and  Assistance  Records. 
STATE-5. 

Coordinator  for  Combatting  Terrorism  Rec¬ 
ords.  STATE-6. 

Educational  and  Cultural  Exchange  Program 
Records.  STATE-8. 

External  Research  Records.  STATE-10. 
Extradition  Records.  STATE-11. 

Intelligence  and  Research  Records.  STATE- 
16. 

International  Organizations  Records.  STATE- 
17. 

Law  of  the  Sea  Records.  STATE-19. 

Overseas  Records.  STATE-25. 

Passport  Records.  STATE-26. 

Personality  Cross  Reference  Index  to  the  Sec¬ 
retariat  Automated  Data  Index.  STATE-28. 
Personality  Index  to  the  Central  Foreign  Pol¬ 
icy  Records.  STATE-29. 

Security  Records.  STATE-36. 

Visa  Records.  STATE-39. 

Munitions  Control  Records.  STATE-42. 

(j)  Portions  of  the  following  systems  of 
records  are  exempted  from  5  U.S.C.  552a 
(c)(3),  (d),  (e)(1),  (e)(4),  (G),  (H), 
and  (I),  and  (f).  The  names  of  the  sys¬ 
tems  correspond  to  those  published  in 
the  Federal  Register  on  this  same  date 
by  the  Department. 

(1)  Exempt  under  5  U.S.C.  552a(k)(l). 
The  reason  for  invoking  the  exemption 
is  to  protect  the  material  required  to  be 
kept  secret  in  the  interest  of  national 
defense  and  foreign  policy. 

Board  of  Appellate  Review  Records.  STATE-2. 
Consular  Service  and  Assistance  Records. 
STATE-5. 

Coordinator  for  Combatting  Terrorism  Rec¬ 
ords.  STATE-6. 

Educational  and*  Cultural  Exchange  Program 
Records.  STATE-8. 

External  Research  Records.  STATE-10. 
Extradition  Records.  STATE-11. 

Intelligence  and  Research  Records.  STATE- 
15. 

International  Organizations  Records.  STATE- 


17. 

Law  of  the  Sea  Records.  STATE-19. 

Overseas  Records.  STATE-25. 

Passport  Records.  STATE-26. 

Personality  Cross  Reference  Index  to  the  Sec¬ 
retariat  Automated  Data  Index.  STATE- 
28. 

Personality  Index  to  the  Central  Foreign 
Policy  Records.  STATE-29. 

Security  Records.  STATE-36. 

Visa  Records.  STATE-39. 

Berlin  Document  Center.  STATE-41 /Muni - 
nitlons  Control  Records.  STATE-42. 

(2)  Exempt  under  5  U.S.C.  552a (k) 
(2).  The  reasons  for  invoking  the  ex¬ 
emption  are  to  prevent  individuals  the 
subjects  of  investigation  from  frustrat¬ 
ing  the  investigatory  process,  to  insure 
the  integrity  of  law  enforcement  activi¬ 
ties,  to  prevent  disclosure  of  investigative 
techniques;  to  maintain  the  confidence 
of  foreign  governments  in  the  integrity 
of  the  procedures  imder  which  privileged 
or  confidential  information  may  be  pro¬ 
vided;  and  to  protect  the  confidentiality 
of  sources  of  information. 

Board  of  Appellate  Review  Records.  STATE-2. 
Consular  Service  and  Assistance  Records. 
STATE-5. 

Coordinator  for  Combatting  Terrorism 
Records.  STATE-6. 

Extradition  Records.  STATE-11. 

Intelligence  and  Research  Records.  STATE- 
15. 

Overseas  Records.  STATE-25. 

Passport  Records.  STATE-26. 

Personality  Cross  Reference  Index  to  the 
Secretariat  Automated  Data  Index.  STATE- 
28. 

Personality  Index  to  the  Central  Foreign 
Policy  Records.  STATE-29. 

Security  Records.  STATE-36. 

Visa  Records.  STATE-39. 

Munitions  Control  Records.  STATE-42. 

(3)  Exempt  under  5  U.S.C.  552a(k)  (3). 
The  reasons  for  invoking  this  exemption 
are  to  preclude  impairment  of  the  De¬ 
partment’s  effective  performance  in 
carrying  out  its  lawful  protective  respon¬ 
sibilities  under  18  U.S.C.  3056. 

Consular  Service  and  Assistance  Records. 
STATE-5. 

Extradition  Records.  STATE-11. 

Intelligence  and  Research  Records.  STATE- 
15. 

Overseas  Records.  STATE-25. 

Passport  Records.  STATE-26. 

Personality  Cross  Reference  Index  to  the 
Secretariat  Automated  Data  Index.  STATE- 
28. 

Personality  Index  to  the  Central  Foreign 
Policy  Records.  STATE-29. 

Security  Records.  STATE-36. 

Visa  Records.  STATE-39. 

(4)  Exempt  under  5  U.S.C.  552a  (k) 

(4)  .  The  reason  for  invoking  this  exemp¬ 
tion  is  to  avoid  needless  consideration  of 
records  which  are  used  solely  for  statis¬ 
tical  purposes  and  from  which  no  individ¬ 
ual  determinations  are  made. 

Foreign  Service  Institute  Records.  STATE- 
14. 

Personnel  Payroll  Records,  STATE-30. 
Personnel  Records.  STATE-31. 

(5)  Exempt  under  5  U.S.C.  552a  (k) 

(5) .  The  reasons  for  invoking  this  ex¬ 
emption  are  to  insure  the  proper  func¬ 
tioning  of  the  investigatory  process,  to 
insure  effective  determination  of  suit¬ 
ability,  eligibility  and  qualification  for 
employment  and  to  protect  the  confi¬ 
dentiality  of  sources  of  information. 


Board  of  the  Foreign  Service  Records. 
STATE-3. 

Equal  Employment  Opportunity  Records. 
STATE-9. 

Foreign  Service  Grievance  Board  Records. 
STATE-13. 

Legal  Adviser  Personnel  Records.  STATE-20. 
Overseas  Records.  STATE-25. 

Personality  Cross  Reference  Index  to  the 
Secretariat  Automated  Data  \  Index. 
STATE-28. 

Personnel  Records.  STATE-31. 

Security  Records.  STATE-36. 

(6)  Exempt  under  5  U.S.C.  552a(k)  (6) . 
The  reasons  for  invoking  this  exemption 
is  to  prevent  the  compromise  of  testing 
or  evaluation  material  used  solely  to  de¬ 
termine  individual  qualification  for  em¬ 
ployment  or  promotion;  and  to  avoid 
giving  unfair  advantage  to  individuals 
by  virtue  of  their  having  access  to  such 
material. 

Foreign  Service  Institute  Records.  STATE-14. 
Personnel  Records.  STATE-31. 

(7)  Exempt  under  5  U.S.C.  552a(k) 

(7) .  The  reason  for  invoking  this  exemp¬ 
tion  is  to  prevent  access  to  such  material 
maintained  from  time  to  time  by  the 
Department  in  connection  with  various 
military  personnel  exchange  programs. 

Overseas  Records.  STATE-26. 

Personality  Cross  Reference  Index  to  the 
Secretariat  Automated  Data  Index. 
STATE-28. 

Personality  Index  to  the  Central  Foreign 
Policy  Records.  STATE-29. 

Personnel  Records.  STATE-31. 

§  6a.7  Denial  of  access. 

The  decision  to  deny  an  individual 
access  to  his  or  her  record  shall  be  made 
by  the  Department  official  of  a  rank  not 
below  the  Deputy  Assistant  Secretary  or 
equivalent  level  who  is  responsible  for  the 
system  of  records  involved.  When  an  au¬ 
thorized  official  denies  access  to  a  record 
or  portion  thereof,  the  official  will  advise 
the  individual  in  writing  of  the  denial 
and  the  specific  reasons  therefor.  The 
denial  letter  will  also  advise  the  indi¬ 
vidual  of  his  right  to  seek  judicial  re¬ 
view  of  the  Department’s  decision. 

§  6a. 8  Requests  for  amending  records. 

(a)  An  individual  has  the  right  to  re¬ 
quest  that  the  Department  amend  a  rec¬ 
ord  E>ertaining  to  him  or  her  which  the 
individual  believes  is  not  accurate,  rele¬ 
vant,  timely,  or  complete. 

(b)  At  the  time  the  Department 
grants  access  to  a  record  it  will  also 
furnish  guidelines  for  requesting  amend¬ 
ments  to  the  record.  These  guidelines 
will  also  be  available  in  the  public  read¬ 
ing  room  in  the  Department  of  State, 
Washington,  D.C.  between  10  a.m.  and 
p.m.  Monday  through  Friday,  except  f  jr 
legal  public  holidays,  or  may  be  obt?^ied 
by  writing  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  De¬ 
partment  of  State,  Room  1239,  Washing¬ 
ton,  D.C.  20520. 

(c)  Requests  for  amending  records 
must  be  in  writing  and  mailed  or  deliv¬ 
ered  to  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  De¬ 
partment  of  State,  Room  1239,  Washing¬ 
ton,  D.C.  20520,  who  will  coordinate  the 
review  of  the  request  to  amend  a  record 
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with  the  appropriate  office(s) .  The  De¬ 
partment  will  recruire  verification  of  per¬ 
sonal  identity  as  provided  in  §  6a.4(c)  (3) 
of  these  regulations  before  it  will  initiate 
action  to  amend  a  record  to  ensure  that 
the  requester  is  not  deliberately  or  in¬ 
advertently  seeking  to  change  records 
about  other  persons.  Such  requests 
should  contain,  as  a  minimum,  identi¬ 
fying  information  needed  to  locate  the 
record,  a  brief  description  of  the  item  or 
items  of  information  to  be  amended,  and 
the  nature  of  the  requested  amendment. 
The  requester  should  submit  as  much 
documentation,  arguments  or  other  data 
as  seems  warranted  to  support  his  re¬ 
quest  for  amendment. 

(d)  All  requests  for  amendments  to 
records  will  be  acknowledged  within  10 
days  (excluding  Saturdays,  Sundays,  and 
legal  public  holidays) .  Whenever  possible 
all  requests  for  amendments  to  records 
will  be  reviewed  within  10  days  (exclud¬ 
ing  Saturdays,  Sundays,  and  legal  pub¬ 
lic  holidays)  of  receipt  of  the  request  by 
the  Director,  Foreign  Affaii’s  Document 
and  Reference  Center,  and  the  requester 
will  be  advised  of  the  results  of  the  re¬ 
view.  In  those  cases  where  the  review 
cannot  be  completed  within  10  days,  the 
requester  will  be  so  advised  and  informed 
when  the  review  will  be  completed.  Ex¬ 
cept  in  unusual  circumstances,  this  re¬ 
view  will  be  completed  no  later  than  30 
days  (excluding  Saturdays,  Sundays,  and 
legal  public  holidays)  after  receipt  of  the 
request  to  amend  a  record. 

(e)  In  reviewing  a  record  in  response 
to  a  request  to  amend,  the  Department 
shall  determine  whether  the  record  is 
relevant  and  necessary  to  accomplish  a 
purpose  of  the  agency  and  shall  incor¬ 
porate  the  criteria  of  accuracy,  relevance, 
timeliness,  and  completeness  of  the  rec¬ 
ord  in  that  review. 

(f )  If  the  office  responsible  for  the  rec¬ 
ord  agrees  with  an  individual’s  request 
to  amend  a  record,  it  shall: 

(1)  Advise  the  individual  in  writing; 

(2)  Amend  the  record  accordingly:  and 

(3)  If  an  accounting  of  disclosure  has 
been  made,  advise  all  previous  recipients 
of  the  record  of  the  amendment  and  its 
substance. 

(g)  If  the  office  responsible  for  the 
record,  after  an  initial  review  of  a  re¬ 
quest  to  amend  a  record,  disagrees  with 
all  or  any  portion  of  the  requested 
amendment,  an  officer  at  the  IDeputy  As¬ 
sistant  Secretary  level  or  equivalent, 
shall: 

(1)  Advise  the  individual  of  its  refusal 
and  the  reasons  for  it;  and 

(2)  Inform  the  individual  that  he  or 
she  may  request  a  further  review  in 
accordance  with  §  6a.9  of  these  regu¬ 
lations. 


§  6a.9  Appeals. 

(a)  Review  of  an  initial  refusal  to 
amend  a  record  imder  §  6a.8(g)  may  be 
requested  by  the  individual  who  submit¬ 
ted  the  request.  The  review  (hereinafter 
referred  to  as  the  appeal)  must  be  re¬ 
quested  in  writing  within  60  days  of  the 
date  the  individual  is  informed  of  the 
Department’s  refusal  to  amend  a  record 
in  whole  or  in  part.  'The  appeal  must  be 
in  writing  and  should  be  sent  by  certified 
mail  to  the  Chairman,  Privacy  Policy  and 
Appeals  Board,  Department  of  State, 
Room  1239, 2201 C  Street,  NW.,  Washing¬ 
ton,  D.C. 20520. 

(b)  The  time  for  decision  on  the  ap¬ 
peal  begins  on  the  date  the  appeal  is 
received  by  the  Chairman,  Privacy  Policy 
and  Appeals  Board.  The  appeal  should 
include  any  documentation,  information 
or  statements  advanced  for  the  amend¬ 
ment  of  the  record. 

(c)  The  Chairman  of  the  Privacy 
Policy  and  Appeals  Board  (Assistant  Sec¬ 
retary  of  State  for  Administration)  and 
two  other  members  of  the  Board  desig¬ 
nated  by  him  shall  constitute  a  panel 
to  consider  and  decide  the  appeal;  there 
shall  be  a  written  record  of  toe  reasons 
for  the  final  determination.  The  final  de¬ 
termination  will  be  made  within  30  days 
(excluding  Saturdays,  Sundays,  and  legal 
public  holidays) ,  unless  for  good  cause 
shown,  toe  Chairman  of  toe  Privacy 
Policy  and  Appeals  Board  extends  such 
determination  beyond  toe  30-day  period. 

(d)  When  the  final  determination  is 
that  the  record  should  be  amended  in 
accordance  with  the  individual’s  request, 
the  Chairman  of  toe  Privacy  Policy  and 
Appeals  Board  shall  direct  the  office  re¬ 
sponsible  for  toe  record  to  comply.  The 
office  responsible  for  toe  record  shall: 

(1)  Amend  the  record  as  directed; 

(2)  If  an  accounting  of  toe  disclosure 
has  been  made,  advise  all  previous  re¬ 
cipients  of  toe  record  of  toe  amendment 
and  its  substance; 

( 3 )  So  advise  toe  individual  in  writing. 

(e)  When  the  final  decision  is  that  the 
request  of  toe  individual  to  amend  the 
record  is  refused,  toe  Chairman  of  the 
Board  shall  advise  the  individual : 

(1)  Of  the  refusal  and  the  reasons  for 
it; 

(2)  Of  his  or  her  right  to  file  a  con¬ 
cise  statement  of  the  reasons  for  dis¬ 
agreeing  with  toe  decision  of  toe  De¬ 
partment: 

(3)  Of  toe  procedures  for  filing  the 
statement  of  disagreement: 

(4)  That  the  statement  which  is  filed 
will  be  made  available  to  anyone  to  whom 
the  record  is  subsequently  disclosed  to¬ 
gether  with,  at  the  discretion  of  the  De¬ 
partment,  a  brief  statement  by  toe  De¬ 
partment  summarizing  its  reasons  for 
refusing  to  amend  toe  record; 


(5)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
any  statement  of  dispute  to  the  extent 
that  an  accounting  of  disclosures  was 
maintained;  and 

(6)  Of  his  or  her  right  to  seek  judicial 
review  of  the  Department’s  refusal  to 
amend  the  record. 

(f)  When  toe  final  determination  is 
to  refuse  to  amend  a  record  and  the  in¬ 
dividual  has  filed  a  statement  under 
paragraph  (e)  of  this  section,  the  De¬ 
partment  will  clearly  annotate  the  rec¬ 
ord  so  that  the  fact  that  the  record  is 
disputed  is  apparent  to  anyone  who  may 
subsequently  have  access  to,  use,  or  dis¬ 
close  it.  When  information  that  is  the 
subject  of  a  statement  of  dispute  filed 
by  an  individual  is  subsequently  dis¬ 
closed,  the  Department  will  note  that 
the  information  is  disputed  and  pro¬ 
vide  a  copy  of  the  individual’s  state¬ 
ment.  The  Department  may  also  include 
a  brief  summary  of  the  reasons  for  not 
making  a  correction  when  disclosing  dis¬ 
puted  information.  Such  statements  will 
normally  be  limited  to  toe  reasons  given 
to  the  individual  for  not  amending  the 
record.  Copies  of  the  Department’s  state¬ 
ment  shall  be  treated  as  part  of  the  in¬ 
dividual’s  record  for  granting  access; 
however,  it  will  not  be  subject  to  amend¬ 
ment  by  the  individual  under  these  reg¬ 
ulations. 

§  6a. 10  Fees. 

(a)  The  Department  will  charge  no  fee 
for  the  first  copy  of  an  individual’s  per¬ 
sonnel  record. 

(b)  The  Department  will  charge  a  fee 
of  $.10  per  page  for  copies  of  documents 
which  are  identified  by  an  individual  and 
reproduced  at  the  individual’s  request  for 
retention,  except  that  there  will  be  no 
charge  for  requests  involving  costs  of 
$1.00  or  less. 

(c)  Remittances  shall  be  in  the  form 
either  of  a  personal  check  or  bank  draft 
drawn  on  a  bank  in  the  United  States, 
a  postal  money  order,  or  cash.  Remit¬ 
tances  shall  be  made  payable  to  the 
order  of  the  Treasurer  of  the  United 
States  and  delivered  to  or  mailed  to  the 
Director,  Foreign  Affairs  Document  and 
Reference  Center,  Department  of  State, 
Room  1239,  2201  C  Street  NW.,  Wash¬ 
ington,  D.C.  20520.  The  Department  will 
assume  no  responsibility  for  cash  sent 
by  mail. 

(d)  A  receipt  for  fees  paid  will  be  given 
only  upon  request. 

For  the  Secretary  of  State: 

Lawrence  S.  Eagleburger, 
Deputy  Under  Secretary 
for  Management. 

[FR  Doc.  75-23034  Filed  8-29-75:8:45  am] 
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NOTICES 


DEPARTMENT  OF  STATE 

(Public  Notice  462] 

PRIVACY  ACT  OF  1974 
Notice  of  Systems  of  Records 

Notice  is  hereby  given  that  the  Depart¬ 
ment  of  State,  in  accordance  with  5 
U.S.C.  552a(e)  (4)  and  (11),  Sec.  3  of 
the  Privacy  Act  of  1974  (Pub.  L.  93-579) , 
proposes  to  adopt  the  notice  of  systems 
of  records  set  forth  below. 

Interested  persons  are  invited  to  sub¬ 
mit  written  comments  on  the  notices  in 
general  and  written  data,  views,  or  argu¬ 
ments  concerning  the  routine  use  por¬ 
tions  of  the  notices,  to  the  Director, 
Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State, 
Washington,  D.C.  20520,  on  or  before 
September  19, 1975. 

Any  systems  of  records  which  may  have 
been  inadvertently  omitted  will  be  pub¬ 
lished  at  a  later  date. 

Dated  August  25, 1975. 

[SEAL] 

Lawrence  S.  Eagleburger, 
Deputy  Under  Secretary, 
for  Management. 
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The  following  routine  uses  apply  to,  and  are  incorporated  by 
reference  into,  each  system  of  records  set  forth  below: 

Law  Enforcement 

In  the  event  that  a  system  of  records  maintained  by  this  agency 
to  carry  out  its  functions  indicates  a  violation  or  potential  vicdation 
of  law,  whether  civil,  criminal  or  regulatory  in  nature,  and  whether 
arising  by  general  statute  or  particular  program  statute,  or  by  regu¬ 
lation,  rule  or  order  issued  pursuant  thereto,  the  relevant  records  in 
the  system  of  records  may  be  referred,  as  a  routine  use,  to  the  ap¬ 
propriate  agency,  whether  federal,  state,  local  or  foreign,  charged 
with  the  responsibility  of  investigating  or  prosecuting  such  violation 
or  charged  with  enforcing  or  implementing  the  statute,  or  rule, 
regulation  or  order  issued  pursuant  thereto. 

Disclosure  When  Requesting  Information 

A  record  from  this  system  of  records  may  be  disclosed  as  a 
‘routine  use’  to  a  feder^,  state  or  local  agency  maintaining  civU, 
criminal  or  other  relevant  enforcement  information  or  other  per¬ 
tinent  information,  such  as  current  licenses,  if  necessary  to  obtain 
information  relevant  to  an  agency  decision  concerning  the  hiring  or 
retention  of  an  employee,  the  issuance  of  a  security  clearance,  the 
letting  of  a  contract,  or  the  issuance  of  a  license,  grant  or  other 
benefit. 

Disclosure  of  Requested  Information 

A  record  from  this  system  of  records  may  be  disclosed  to  a 
federal  agency,  in  response  to  its  request,  in  connection  with  the 
hiring  or  retention  of  an  employee,  the  issuance  of  a  security 
clearance,  the  reporting  of  an  investigation  of-an  employee,  the 
letting  of  a  contract,  or  the  issuance  of  a  license,  grant,  or  other 
benefit  by  the  requesting  agency,  to  the  extent  that  the  information 
is  relevant  and  necessary  to  the  requesting  agency’s  decision  on  the 
matter. 

State-01 

System  lume:  Biographic  Register  Records. 

System  location:  Department  of  State  Annex  06,  1700  N.  Lynn 
Street,  Arlington,  Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Personnel  of  the 
following  ranges  of  the  Department  of  State  and  other  Federal 
Agencies  in  the  field  of  foreign  affairs:  Ambassadors;  Ministers; 
CUefs  of  Mission;  Foreign  Service  Staff  Officers,  Classes  1 
througli  4;  Civil  Service  Employees,  GS-12  and  above;  Foreign  Ser¬ 
vice  Information  Officers;  Foreign  Service  Reserve  Officers; 
Foreign  Service  Reserve  Officers  Unlimited;  Foreign  Service  Of¬ 
ficers. 

Categories  of  records  in  the  system:  Biographic  information;  per¬ 
sonnel  action  changes. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  tMs 

system  is  used  as  a  source  data  for  publication  of  the - 

- .  Information  is  made  available  on  need- 

to-know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  official  duties.  Source  data  for 

the - - is  not  used  outside  the 

Department  of  State.  The - 

itself  is  distributed  to  other  government  agencies  whose  employees 

are  included  in  it.  The - is  a  public  document  and 

is  offered  for  sale  by  the  Superintendent  of  Documents.  Also  see 
‘Routine  Uses‘  paragraphs  of  Prefatory  Statement 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintianed 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  for  two  years. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 

the - - might  have  records 

pertaining  to  them  should  write  to  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  Room  1239,  Department  of  State 
2201  C  Street  NW,  Washington,  DC  20520.  The  individual  must 

specify  that  he  wishes  the  records  of  the - 

- to  be  checked.  At  a  minimum,  the  individual 

must  include:  name;  date  and  place  of  birth  current  mailing  address 
and  zip  code;  signature; 

a  brief  description  of  the  circumstances,  including  the 

approximate  dates,  which  give  the  individual  cause  to  believe 

that  the - Records 

might  have  information  pertaining  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Personnel  Office  of  the 
Department  of  State;  U.S.  Government  officials. 

State-02 

System  name:  Board  of  Appellate  Review  Records 

System  location:  Department  of  State  Annex  06,  1700  N.  Lynn 
Street,  Arlington,  Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Individuals  whose 
appeal  in  cases  involving  loss  of  nationality  or  the  revocation  of  a 
passport  was  decided  by  the  Board  of  Appellate  Review. 

Categories  of  records  in  the  system:  Copies  of  decisions  rendered 
by  the  Board  of  Appellate  Review. 

Authority  for  maintenance  of  the  system:  22  CFR  7. 1 -7.3,  22  CFR 
50.60-50.72:  22  CFR  51;90-51.105. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con- 
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NOTICES 


DEPARTMENT  OF  STATE 

(Public  Notice  462] 

PRIVACY  ACT  OF  1974 
Notice  of  Systems  of  Records 

Notice  is  hereby  given  that  the  Depart¬ 
ment  of  State,  in  accordance  with  5 
U.S.C.  552a(e)  (4)  and  (11),  Sec.  3  of 
the  Privacy  Act  of  1974  (Pub.  L.  93-579) , 
proposes  to  adopt  the  notice  of  systems 
of  records  set  forth  below. 

Interested  persons  are  invited  to  sub¬ 
mit  written  comments  on  the  notices  in 
general  and  written  data,  views,  or  argu¬ 
ments  concerning  the  routine  use  por¬ 
tions  of  the  notices,  to  the  Director, 
Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State, 
Washington,  D.C.  20520,  on  or  before 
September  19, 1975. 

Any  systems  of  records  which  may  have 
been  inadvertently  omitted  will  be  pub¬ 
lished  at  a  later  date. 

Dated  August  25, 1975. 

[seal] 

Lawrence  S.  Eagleburger, 
Deputy  Under  Secretary, 
for  Management. 
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The  following  routine  uses  apply  to,  and  are  incorporated  by 
reference  into,  each  system  of  records  set  forth  below: 

Law  Enforcement 

In  the  event  that  a  system  of  records  maintained  by  this  agency 
to  carry  out  its  functions  indicates  a  violation  or  potential  violation 
of  law,  whether  civil,  criminal  or  regulatory  in  nature,  and  whether 
arising  by  general  statute  or  particular  program  statute,  or  by  regu¬ 
lation,  rule  or  order  issued  pursuant  thereto,  the  relevant  records  in 
the  system  of  records  may  be  referred,  as  a  routine  use,  to  the  ap¬ 
propriate  agency,  whether  federal,  state,  local  or  foreign,  charged 
with  the  responsibility  of  investi^ting  or  prosecuting  such  violation 
or  charged  with  enforcing  or  implementing  the  statute,  or  rule, 
regulation  or  order  issued  pursuant  thereto. 

Disclosure  When  Requesting  Information 

A  record  from  this  system  of  records  may  be  disclosed  as  a 
‘routine  use'  to  a  feder^,  state  or  local  agency  maintaining  civU, 
criminal  or  other  relevant  enforcement  information  or  other  per¬ 
tinent  information,  such  as  current  licenses,  if  necessary  to  obtain 
information  relevant  to  an  agency  decision  concerning  the  hiring  or 
retention  of  an  employee,  the  issuance  of  a  security  clearance,  the 
letting  of  a  contract,  or  the  issuance  of  a  license,  grant  or  other 
benefit. 

Disclosure  of  Requested  Information 

A  record  from  this  system  of  records  may  be  disclosed  to  a 
federal  agency,  in  response  to  its  request,  in  connection  with  the 
hiring  or  retention  of  an  employee,  the  issuance  of  a  security 
clearance,  the  reporting  of  an  investigation  of. an  employee,  the 
letting  of  a  contract,  or  the  issuance  of  a  license,  grant,  or  other 
benefit  by  the  requesting  agency,  to  the  extent  that  the  information 
is  relevant  and  necessary  to  the  requesting  agency’s  decision  on  the 
matter. 

State-01 

System  name:  Biographic  Register  Records. 

System  locatkm:  Department  of  State  Annex  06,  1700  N.  Lynn 
Street,  Arlington,  Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Personnel  of  the 
following  ranges  of  the  Department  of  State  and  other  Federal 
Agencies  in  the  field  of  foreign  affairs:  Ambassadors;  Ministers; 
Chiefs  of  Mission;  Foreign  Service  Staff  Officers,  Classes  1 
througli  4;  CivU  Service  Employees,  GS-12  and  above;  Foreign  Ser¬ 
vice  Information  Officers;  Foreign  Service  Reserve  Officers; 
Foreign  Service  Reserve  Officers  Unlimited;  Foreign  Service  Of¬ 
ficers. 

Categories  of  records  in  the  system:  Biographic  information;  per¬ 
sonnel  action  changes. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  this 

system  is  used  as  a  source  data  for  publication  of  the - 

- .  Information  is  made  available  on  need- 

to-know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  official  duties.  Source  data  for 

the - is  not  used  outside  the 

Department  of  State.  The - 

itself  is  distributed  to  other  government  agencies  whose  employees 

are  included  in  it.  The - is  a  public  document  and 

is  offered  for  sale  by  the  Superintendent  of  Documents.  Also  see 
‘Routine  Uses‘  paragraphs  of  Prefatory  Statement 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 
Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintianed 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  for  two  years. 
They  are  retired  or  destroyed  in  accordance  with  published 
sch^ules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 

the - - might  have  records 

pertaining  to  them  should  write  to  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  Room  1239,  Department  of  State 
2201  C  Street  NW,  Washington,  DC  20520.  The  individual  must 

specify  that  he  wishes  the  records  of  the - 

- to  be  checked.  At  a  minimum,  the  individual 

must  include:  name;  date  and  place  of  birth  current  mailing  address 
and  zip  code;  signature; 

a  brief  description  of  the  circumstances,  including  the 

approximate  dates,  which  give  the  individual  cause  to  believe 

that  the - Records 

might  have  information  pertaining  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  arid  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Personnel  Office  of  the 
Department  of  State;  U.S.  Government  officials. 

State-02 

System  name:  Board  of  Appellate  Review  Records 

System  location:  Department  of  State  Annex  06,  1700  N.  Lynn 
Street,  Arlington,  Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Individuals  whose 
appeal  in  cases  involving  loss  of  nationality  or  the  revocation  of  a 
passport  was  decided  by  the  Board  of  Appellate  Review. 

Categories  of  records  in  the  system:  Copies  of  decisions  rendered 
by  the  Board  of  Appellate  Review. 

Authority  for  maintenance  of  the  system:  22  CFR  7.1-7.3,  22  CFR 
50.60-50.72:  22  CFR  51  ;90-51.105. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con- 
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tained  in  the  system  of  records  is  generally  used  by  the  Board  for 
its  value  as  a  body  of  precedents  and  as  an  analysis  of  relevant  law 
and  regulations.  Information  is  made  available  to  personnel  of  the 
Department  of  State  as  may  be  required  in  the  performance  of  their 
official  duties.  The  principal  user  of  this  information  outside  the 
Department  of  State  is  the  Department  of  Justice.  The  information 
may  also  be  released  to  other  government  agencies  who  have  statu¬ 
tory  or  other  lawful  authority  to  maintain  such  information.  The  in¬ 
formation  may  be  released  to  members  of  Congress  acting  or  writ¬ 
ing  on  behalf  of  the  individual.  Copies  of  a  Board’s  decision  in  an 
individual  case  may  be  made  available  to  a  member  of  the  bar  or 
the  public  under  the  Freedom  of  Information  Act.  unless  refusal  is 
authorized  by  the  Privacy  Act.  Also  see  ‘Routine  Uses’  paragraphs 
of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICF.: 

Storage:  Hard  copy 
Ketrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  through  background  security  investigation.  Access  to  the 
Department  of  State  building  and  its  annexes  is  limited  to  those  in¬ 
dividuals  possessing  a  valid  identification  card  or  individuals  under 
proper  escort.  All  records  containing  personal  information  are 
maintained  in  secured  file  cabinets  or  in  a  restricted  area,  access  to 
which  is  limited  to  authorized  personnel. 

Retention  and  disposal:  These  records  are  retained  as  long  as  the 
Board  of  Appellate  Review  exists.  Thereafter,  they  will  be  retired 
or  destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
RtHim  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
IX.'  20520. 

System  manager(s)  and  address:  Chairman,  Board  of  Appellate 
Review,  Room  215,  Department  of  State  Annex  06,  1700  N.  Lynn 
Street,  Arlington,  Virginia  22209. 

Notification  procedure:  Individuals  who  have  cause  to  belie W:  that 
the  Board  of  Appellate  Review  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239  Department  of  State.  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Board  of  Appellate  Review  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
the  approximate  date  upon  which  the  Board  of  Appellate  Review 
decided  his  or  her  case  involving  loss  of  nationality  or  the  revoca¬ 
tion  of  a  passport. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  the  Passport  Office; 
Foreign  Service  posts;  Department  of  Justice;  Department  of 
Defense. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  use  552a  (c)  (3).  (d),  (e)  (1),  (e)  (4),  (G),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 


State-03 

System  name:  Board  of  the  Foreign  Service  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Foreign  Service 
personnel  whose  separation  for  cause,  under  Section  637  of  the 
Foreign  Service  Act  of  1946,  as  amended,  was  called  for  by  the 
Director  General  of  the  Foreign  Service. 

Categories  of  records  in  the  system:  Letters  of  the  Department  of 
State  determining  that  separation  for  cause  is  warranted;  responses 
by  the  individuals;  transcripts  of  the  hearings  on  the  individuals; 
recommendations  of  the  hearing  officers,  recommendations  to  the 
Secretary  by  the  Bo.ard 

Authority  for  mainleiiance  of  the  system:  22  U  S.C.  1007;  Execu¬ 
tive  Order  1 1 264. 


Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  made 
available  on  a  need-to-know  basis  to  personnel  of  the  Department 
of  State  as  may  be  required  in  the  performance  of  their  official  du¬ 
ties.  Information  is  released  to  the  defense  counsel  for  the  in¬ 
dividuals  charged  and  the  hearing  officers  in  the  cases.  Also  see 
‘Routine  Uses’  paragraphs  of  the  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 
Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  a  proper 
escort.  All  records  containing  personnel  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Records  in  this  system  are  retained  for 
approximatley  3  years,  at  which  time  they  will  be  retired  in  ac¬ 
cordance  with  schedules  of  the  Department  of  State.  More  specific 
information  may  be  obtained  by  writing  to  the  Director,  Foreign 
Affairs  Document  and  Reference  Center,  Room  1239,  Department 
of  State.  2201  C  Street  NW.  Washington.  DC  20520. 

System  managers)  and  address:  Executive  Secretary,  Board  of 
the  Foreign  Service,  Room  3835,  Department  of  State,  2201  C 
Street  NW  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Board  of  the  Foreign  Service  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Board  of  the  Foreign  Service  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
the  approximate  date  on  which  the  Director  General  of  the  Foreign 
Services  determined  that  separation  for  cause  was  warranted. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Department  of  State  of¬ 
ficers  who  have  made  the  charges;  hearing  officers;  other  em¬ 
ployees  or  individuals  having  knowledge  of  the  fact  giving  rise  to 
the  charges. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (e)  (1),  (e)  (4),  (G),  (H),  and  (I),  and  (f). 
See  Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 

State-04 

System  name:  Confidential  Statement  of  Employment  and  Financial 
Interests  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  U.  S.  Government 
employees. 

Categories  of  records  in  the  system:  Employment  and  financial  in¬ 
terests;  creditors;  interests  in  real  property;  actions  on  behalf  of 
foreign  principals 

Authority  for  maintenance  of  the  system:  Executive  Order  1 1 222. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  made 
available  on  a  need-to-know  basis  to  personnel  of  the  Department 
of  State  as  may  be  required  in  the  performance  of  their  ofheial  du¬ 
ties.  The  principal  user  of  this  information  outside  the  Department 
of  State  is  the  Department  of  Justice.  Information  may  also  be 
released  to  other  government  agencies  who  have  statutory  or  other 
lawful  authority  to  maintain  such  information.  Also  see  ‘Routine 
Uses'  paragraphs  of  the  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  .system:  ICF. 

Storage:  Hard  copy. 
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Retrkvability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  dispusaf:  Retention  of  these  records  varies,  de¬ 
pending  upon  the  specific  kind  of  record  involved.  They  are  retired 
or  destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239.  Department  of  State,  2201  C  Street  NW,  Washington,  - 
DC  20520. 

System  manager(s)  and  address:  Executive  Officer,  Office  of  the 
Legal  Adviser,  Room  6421,  Department  of  State,  2201  C  Street. 
NW,  Washington.  DC  20520. 

Notification  pntccdure:  Individuals  who  have  reason,  to  believe 
that  the  Office  of  the  Legal  Adviser  might  have  records  pertainig  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State  2201  C  Street 
NW,  Washington,  DC  20520.  TTie  individual  must  specify  that  that 
he  wants  the  records  of  the  office  of  the  Legal  Adviser  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  present  mailing  address  and  zip  code;  signature; 
a  brief  description  of  the  circumstances,  including  the  approximate 
dates,  which  give  the  individual  cause  to  believe  that  the  Office  of 
the  Legal  Adviser  might  have  records  pertaining  to  him  or  her. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (Sec  above.) 

Record  source  categories: 

The  individual.  4 


State05 

System  name:  Consular  Service  and  Assistance  Records 
System  location:  Department  of  State,  2201  C  Street  NW'. 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  tbe  system:  Individuals 
assisted  by  the  Office  of  Special  Consular  Services  or  by  Consular 
officers  overseas:  who  are  the  subject  of  requests  concerning  wel¬ 
fare  and  whereabouts;  who  have  received  financial  assistance;  who 
have  been  repatriated;  who  have  received  emergency  medical 
assistance;  who  have  been  detained  or  arrested  overseas;  who  have 
required  notarial  and  documentation  services;  about  whom  judicial 
assistance  has  been  requested;  who  have  died  overseas  and  whose 
estate  has  had  to  be  settled;  who  have  claimed  interests  in  property 
abroad;  living  overseas  who  receive  federal  benefits;  American 
seaman. 

Categories  of  records  in  the  system:  Arrests;  vessel  services  (by 
name  of  vessel);  crew  member  services;  welfare  and  whereabouts 
(including  repatriation);  Federal  agency  cases  (filed  by  post);  pro¬ 
perty  claims;  deaths  and  estates;  reports  of  death;  judicial 
assistance,  notarials  and  legal  documents. 

Authority  for  maintenance  of  the  system:  Services  for  other 
Federal  Agencies,  U.S.  Courts  and  Congress  22  U.S.C.846); 
assistance  to  arrested  citizens;  22  U.S.C.  1732);  assistance  in  pro¬ 
perty  matters;  22  U.S.C.  1731);  notification  of  next-of-kin  (22 
U.S.C.  1176);  estates  of  deceased  citizens;  22  U.S.C.  1175  and 
1177);  noting  Marine  Protests  (22  U.S.C.  1173);  receive  complaints 
re  seaworthiness  etc.,  and  take  action  thereon;  (46  U.S.C.  656  thru 
663);  discharge  crewman  from  U.S.  vessels  and  require  payment  of 
their  wages  (46  U.S.C.  682;  22  U.S.C.  1174);  retain  ship's  papers 
pending  payment  of  crew  and  other  debts  (22  U.S.C.  1185);  give  ap¬ 
proval  to  shipping  of  seamen  (46  U.S.C.  570);  assist  distressed  or 
destitute  seamen  (46  U.S.C.  593  and  46  U.S.C.678,  679);  trustee  for 
wages  when  ship  is  sold  (46  U.S.C.  684);  Wages  on  justifiable  com¬ 
plaint  of  seamen,  consular  responsibiltiy  46  U.S.C.  685);  investiga¬ 
tion  on  seaman’s  complaint  (46  U.S.C.  685);  investigation  of  insub¬ 
ordination  (46  U.S.C.  703):  responsibility  of  deceased  seamen  and 
their  effects  (46  U.S.C.  621,  622,  and  624):  notarial  acts,  oaths,  af¬ 
firmations  and  affidavits  (22  IJ.vS.C.  1195  and  1203):  :auihenticaiior. 
of  documents  (28  U.S.C.  1741);  judicial  assistance  to  U.S.  and 


foreign  courts  (22  U.S.C.  1781-1783);  Expositions  (22  U.S.C.  1195 
and  1203). 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  in  the 
Consular  Service  and  Assitance  Records  is  used  in  the  protection 
and  assistance  of  individuals  abroad.  Information  is  made  available 
in  a  need-to-know  basis  to  personnel  of  the  Department  of  Stale  as 
may  be  required  in  the  performance  of  their  official  duties.  The 
principal  users  of  this  information  outside  the  IX-partmcnt  of  State 
are:  Social  Security  Administration;  Veterans  Administration;  De¬ 
partment  of  Health,  Education,  and  Welfare;  U.S  Public  Health 
Service;  Civil  Service  Commision,  Railroad  Retirement  Board; 
Treasury  Department;  Department  of  Labor;  Department  of  Justice 
Drug  Enforcement  Administration;  Civil  Aeronautics  Board;  .Selec¬ 
tive  Service;  Department  of  Defense;  Federal  Aviation  Administra¬ 
tion;  U.S.  Maritme  Administration;  Department  of  Commerce; 
Foreign  Claims  Settlement  Commission;  Immigration  and  Natu¬ 
ralization  Service;  Internal  Revenue  Service;  Secret  Service;  Air¬ 
lines  when  the  information  is  required  for  the  purpose  of  notifying 
next  of  kin  of  the  death  or  serious  injury  of  the  individual  to  whom 
it  pertains,  or  in  connection  with  a  medical  evaluation  of  the  in¬ 
dividual  to  whom, it  pertains;  funeral  homes  in  connection  with  the 
death  abroad  of  citizens  of  the  U.S.;  members  of  Congress  when 
the  information  is  requested  on  behalf  of  the  individual  to  whom  it 
pertains,  or  on  behalf  of  some  other  individual  to  whom  it  pertains, 
or  on  behalf  of  some  other  individual  to  whom  access  is  authorized 
under  these  rules;  shipping  companies  when  the  information  is 
maintained  pursuant  to  the  Department’s  responsibility  under  Title 
46  of  the  U.S.  Code;  immediate  families  when  the  infoirnalion  is 
required  by  the  individual’s  immediate  family;  attorneys  when  the 
individual  to  whom  the  information  pertains  is  the  client  of  the  at¬ 
torney  making  the  request,  or  when  the  attorney  is  acting  on  behalf 
of  some  other  individual  to  whom  access  is  authorized  under  these 
rules;  Red  Cross;  State  Law  Enforcement  Agencies,  including  State 
Prosecutors;  Foreign  Embassies  and  Consulates  when  the  request 
for  information  is  made  pursuant  to  customary  international  prac¬ 
tice;  private  citizens  whenever  the  individual  to  whom  the  informa¬ 
tion  pertains  has  authorized  the  IXpartment  in  writing  to  release 
such  information.  This  information  may  also  be  released  to  other 
government  agencies  who  have  statutory  or  other  lawful  authority 
to  maintain  such  information. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Also  sec  ‘Routine  Uses’ 
paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  acces.sing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 
Storage:  Hard  copy;  magnetic  computer  media. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employes. 

Retention  and  disposal:  Retention  of  these  records  varies  from  I 
to  20  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  IXcument 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  D.C.  20520.  —10 

Director,  Special  Consular  Services,  Room  1803,  Department  of 
State,  2201  C  Street  NW,  Washington,  D.C.  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  Special  Consular  Services  might  have  records 
pertaining  to  them  should  write  to  the  Director.  Foreign  Affairs 
Document  and  Reference  Center.  Room  1239,  Department  of  Stale, 
2201  C  Street  NW  Washington.  D.C.  20520.  The  individual  must 
specify  that  he  wishes  the  records  of  the  Office  of  .Special  Consular 
Services  to  be  checked.  At  a  minimum,  the  individual  must  include; 
name;  date  and  place  of  birth:  current  mailing  address  and  zip 
code;  signature;  a  brief  description  of  the  circumstances,  including 
the  location  (city  and  countrvi.  and  (he  approximate  d,ite>,  wh.ih 
gave  the  individual  cause  to  believe  tliai  ihe  Otl'icc  of  Speci.n  '  '.i 
siilar  .Services  have  rectnus  pcctaining  to  him. 
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Record  access  procedures:  Individiuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  consular  officers;  family 
members;  federal  state,  and  local  agencies  who  have  an  inters!  in 
the  case. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d)  (e)  (1),  (e)  (4),  (G),  (H),  and  (I)  and  (f). 
See  Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 
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System  name:  Coordinator  for  the  Combatting  of  Terrorism  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  American  citizens 
involved  in  terrorist  incidents. 

Categories  of  records  in  the  system:  Case  files. 

Authority  for  maintenance  of  the  system:  Presidential  Memoran¬ 
dum  of  September  25,  1972  establishing  a  Cabinet  Committee  to 
Combat  Terrorism  and  under  it  a  Working  Group;  <22  U.S.C.  842; 

22  U.S.C.  811a).  response  to  the  international  terrorism  problem;  (2) 
use  as  guidelines  in  cases  of  future  terrorist  incidents;  and  O) 
answer  correspondence.  Information  is  made  avaiable  on  a  need-to- 
know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  official  duties.  The  Office  of 
the  Coordinator  of  Combatting  Terrorism  has  contracted  with  the 
Rand  Corporation  a  study  of  hostage  situations  involving  American 
and  other  officials.  In  the  course  of  the  study,  records  were  made 
available  to  Rand.  The  records  may  also  be  used  by  other  outside 
research  contractors  having  the  necessary  clearance  lor  studies  re¬ 
lated  to  aspects  of  international  terrorism.  The  information  may 
also  be  released  to  other  government  agencies  who  have  statutory 
or  other  lawful  authority  to  maintain  such  information.  Also  see  ‘ 
Routine  Uses'  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 

Storage:  Hard  copy.  ^ 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained, 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  is  indefinite. 
They  are  retired  or  desroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Special  Assistant  to  the  Secretary 
and  Coordinator  for  Combatting  Terrorism  Room  5243A,  Depart¬ 
ment  of  State,  2201  C  Street  NW,  Washington  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  the  Coordinator  for  Combatting  Terrorism  might 
have  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington  DC  20250.  The 
individual  must  specify  that  he  wishes  the  records  of  the  Office  of 
the  Coordinator  for  Combatting  Terrorism  to  be  checked.  At  a 
minimum,  the  individual  must  include:  name;  date  and  place  of 
birth;  current  mailing  address;  signature;  a  brief  description  of  the 
circumstances,  including  the  approximate  dates,  which  give  the  in¬ 
dividual  cause  to  believe  that  the  Office  of  the  Coordinator  for  the 
Combatting  of  Terrorism  might  have  records  pertaining  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  ammend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  D>ocument  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 


Record  source  categories:  Departmental  personnel  and  medical 
records;’  family,  friends,  colleagues  of  the  individual;  intelligence 
agencies. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (e)  (1),  (e)  (4),  (G),  and  (I)  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 


State-07 

System  name:  Cryptographic  Clearance  Records 
System  location:  Office  of  Coomunications,  Room  6442,  Depart¬ 
ment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees  of  the 
Department  of  State,  Agency  for  International  Development  U.S. 
Information  Agency,  and  the  U.S.  Arms  Control  and  Disarmament 
Agency  who  are  elgible  for  cryptographic  clearances  as  well  as 
those  who  have  actually  received  crytographic  clearance. 

Categories  of  records  in  the  system:  Coijespondence  with  the  Of¬ 
fice  of  Security;  position  held  by  employee;  date  clearance  granted. 
Authority  for  maintenance  of -the  system:  Executive  Order  11652. 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  to  protect  the  Office  of  Communica¬ 
tion’s  crytographic  duties  and  to  protect  sensitive  infromation  form 
unauthorized  disclosure.  Information  relating  to  an  employees’ 
eligibility  for  crytographic  clearance  is  used  only  by  the  Office  of 
Conununications  and  is  not  released  outside  the  Department.  Infor¬ 
mation  concerning  ap  individual’s  crytographic  clearance  is  made 
available  on  a  need-to-know  basis  to  personnel  of  the  Department 
of  State  as  may  be  required  in  the  performance  of  their  ofricial  du¬ 
ties.  In  addition,  it  is  released  to  personnel  of  the  Agency  for  Inter¬ 
national  Development,  the  U.S.  Information  Agency,  and  the  U.S. 
Arms  Control  and  Disarmament  Agency  on  a  need  to  know  basis 
only.  Any  other  release  of  information  to  other  goverment  agencies 
who  have  a  statutory  or  other  lawful  authority  to  maintain  such  in¬ 
formation  is  made  through  the  Office  of  Security.  Also  see 
‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ICE 
Storage:  Hard  copy;  magnetic  computer  media. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  permanently. 
They  are  retired  in  accordance  with  published  schedules  of  the  De¬ 
partment  of  State.  More  specific  information  may  be  obtained  by 
writing  the  Director,  Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State,2201  C  Street  NW 
Washington,  DC  20520. 

System  numagerfs)  and  address:  Chief,  Communications  Security 
Division,  Office  of  Communications,  Room  6442,  Department  of 
State,  2201  C  Street  NW  Washinton  DC  20250. 

Notification  prc-::edure:  Individuals  who  have  cause  to  believe  that 
the  Communications  Security  Division  might  have  records  pertain¬ 
ing  to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20250.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Communications  Security  Divi¬ 
sion  to  be  checked.  At  a  minimum,  the  individual  must  include: 
name;  date  and  place  of  birth;  current  mailing  address  and  zip 
code;  signature;  the  approximate  dates  of  employment  with  the  De¬ 
partment  of  State  and  the  nature  of  such  employment. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures: 

(See  above.) 

Record  source  categories:  The  individual;  Office  of  Security  of 
the  Department  of  State. 
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System  name:  Educational  and  Cultural  Exchange  Program  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520;  Department  of  State  Annex  06,  1700  N. 
Lynn  Street,  Arlington,  Virginia  22209;  Department  of  State  Annex 
02.  515  22nd  Street  NW,  Washington,  DC  20037;  Scientific  Time 
Sharing  Corporation,  7316  Wisconsin  Avenue,  Bethesda,  Maryland. 

Categories  of  individuals  covered  by  the  system:  Applicants, 
recipients,  and  prospective  recipients  of  Educational  and  Cultural 
exchange  grants;  Members  of  the  Board  of  Foreign  Scholarships; 
American  Executive  Secretaries  of  Fulbright  Foundations  and 
Commissions;  Members  of  the  U.S.  Advisory  Commission  on  Inter¬ 
national  Educational  and  Culture  Affairs;  Members  of  the  Govern¬ 
ment  Advisory  Committee  on  International  Book  and  Library  Pro¬ 
gram;  Members  of  the  former  National  Review  Board  of  the  East- 
West  Center’s;  faculty  member  of  U.S.  Educational  Institutions 
participating  in  student  counselling  workshops  conducted  in  various 
countries. 

Categories  of  records  in  the  system:  Biographic  information;  pro¬ 
ject  descriptions;  forms  relating  to  the  individual’s  security 
clearance;  evaluations  on  the  performance  of  former  grantees; 
evaluations  of  performing  artists  who  may  be  potential  grantees; 
copies  of  press  releases;  News  clippings;  information  related  to  the 
grant;  related  corrcspndence;  Records  dealing  with  the  waivering  of 
the  foreign  residence  requirements  contain  applications  for  waivers 
and  extensions.  Academic  Transcripts;  Letters  of  reference. 

Authority  for  maintenance  of  the  system:  Mutual  Educational  and 
Cultural  Exchange  Act  of  1%1  (22  U.S.C.  2451-58);  (22  U.S.C. 
2054-57);  (22  U.S.C.  1431); 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  primary  function  of 
the  Educational  and  Cultural  Exchange  Program  Records  is  the  aid¬ 
ing  in  the  selection  of  individual  for  educational  and  cultural 
exchange  grants  and  for  the  administration  of  such  grants.  Informa¬ 
tion  from  these  records  is  also  used  to  develop  statistics  for  use  in 
the  operation  of  the  exchange  program.  Information  is  made  availa¬ 
ble  on  a  need-to-know  basis  to  personnel  of  the  Department  of 
State  as  may  be  required  in  the  performance  of  their  ofheial  duties. 
The  principal  users  of  this  information  outside  the  Department  of 
State  are;  Civil  Service  Commission;  United  States  Information 
Agency;  Central  Intelligence  Agency;  Immigration  and  Natrualiza- 
tion  Service;  Department  of  Justice;  Smithsonian  Institution;  Con¬ 
gress;  the  news  media;  relatives  of  the  grantee  trying  to  reach  the 
individual  for  bona  fide  personal  reasons;  the  grantel.  In  connection 
with  the  selection  process,  information  may  be  released  to:  bina¬ 
tional  commission;  the  Board  of  Foreign  Scholarships;  foreign  host 
institutions;  contract  agencies;  Excerpts  from  the  files  may  be  used 
by  non-governmental  panels  of  exp)erts  in  rating  candidates.  This  in¬ 
formation  may  also  be  released  to  other  government  agencies  who 
have  statutory  or  other  lawful  authority  to  maintain  such  informa¬ 
tion.  Also  see  ‘Routine  Uses*  Paragraphs  of  Prefatory  Statement 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  magnetic  computer  media. 

Retrievahility:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  Stale  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from 
three  years  to  an  indefinite  period  of  time,  depending  upon  the 
specific  kind  of  record  involved.  They  are  retired  or  destroyed  in 
accordance  with  published  schedules  of  the  Department  of  State. 
More  specific  information  may  be  obtained  by  writing  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Executive  Director,  Bureau  of 
Educational  and  Cultural  Affairs,  Room  4811  A,  Department  of 
State,  2201  C  Street  NW,  Washington,  DC  20250. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Bureau  of  Educational  and  Cultural  Affairs  might  have  records 


pertaining  to  them  should  write  to  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  Room  1239,  Department  of  State, 
2201  C  Street  NW,  Washington,  DC  20520.  The  individual  must 
specify  that  he  wishes  the  records  of  the  Bureau  of  Educational 
and  Cultural  Affairs  to  be  checked.  At  a  minimum,  the  individual 
must  include:  name;  date  and  current  mailing  address;  his  signa¬ 
ture;  If  the  individual  is  or  was  a  grantee  or  an  applicant  for  a 
grant,  they  must  specify  the  type  of  grant  and  the  dates  of  the 
grant  they  received. 

Record  access  procedures:  Individuals  who  wish  to  gain  success  to 
or  amend  records  pertaining  to  them  should  write  to  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  public  references;  other 
offices  within  the  Department;  other  government  agencies;  other 
public  and  professional  institutions  possessing  relevant  information; 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (e)  (1),  (e)  (4),  (h),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER 
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System  name:  Equal  Employment  Opportunity  Records 
System  location:  Department  of  State,  Room  4427,  2201  C  Street 
NW,  Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees  who 
have  filed  formal  or  informal  complaints  alleging  discrimination; 
Minority  and  women  applicants  for  employment. 

Categories  of  records  in  the  system:  Investigative  reports;  employ¬ 
ment  applications;  biographic  information;  employment  histories. 

Authority  for  m^tenance  of  the  system:  42  U.S.C.  200()C;  Execu¬ 
tive  Order  1 1478. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  on  formal 
and  informal  complaints  is  made  available  only  to  personnel  of  the 
Office  of  Equal  Employment  Opportunity  and  Departmental  Coun¬ 
sel  to  that  office  Information  on  minority  and  women  applicants  for 
employment  is  made  avaiable  on  a  need-to-know'  basis  to  personnel 
of  the  Department  of  State  as  may  be  be  required  in  the  per¬ 
formance  of  their  official  duties.  Information  on  informal  com¬ 
plaints  and  minority  and  women  applicants  for  employment  is  not 
made  avaiable  to  anyone  outside  the  Department  of  State.  The  prin¬ 
cipal  users  of  the  information  on  formal  complaints  outside  the  De¬ 
partment  of  Stale  are:  Civil  Service  Commission  Complaints  Ex¬ 
aminer;  Civil  Service  Commission  Board  of  Appeals  and  Review; 
U.S.  District  Court.  The  information  may  also  be  released  to  other 
government  agencies  who  have  statutory  or  other  lawful  authority 
to  maintain  such  information.  Also  see  ‘routine  Uses'  paragraphs  of 
Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy 

Retrievahility:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorou^  security  investigation.  Access  to  the  Depart¬ 
ment  of  State  building  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individuals  possessing 
valid  identification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies,  de¬ 
pending  upon  the  specific  kind  of  record  involved.  They  are  retired 
or  destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  (Tenter, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington 
DC  20250. 

System  managerfs)  and  address:  Deputy  Assistant  Secretary  for 
Equal  Employment  Opportunity,  Room  4427,  Department  of  State, 
2201  C  Street  NW,  Washington,  DC  20250. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  Equal  Employment  Opportunity  might  have  records 
pertaining  to  them  should  write  to  Uie  Director,  Foreign  Affairs 
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Document  and  Reference  Center,  Room  1239,  Department  of  State, 
2201  C  Street  NW,  Washington,  DC  20250.  The  individual  must 
specify  that  he  wishes  the  records  of  the  Office  of  Equal  Employ¬ 
ment  to  be  checked.  At  a  minimum,  the  individual  must  ;include:; 
name;  date  and  place  of  birth;  current  mailing  address  and  zip 
code;  signature;  the  approximate  date  upon  which  the  individual 
filed  a  formal  or  informal  complaint  alleging  discrimination  or 
requested  other  services  from  the  Office  of  Equal  Employment  Op¬ 
portunity. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  supervisors  of  the  in¬ 
dividual;  EEO  counselors;  EEO  personnel;  other  employees  or  in¬ 
dividuals  having  knowledge  of  the  facts  involved  in  a  complaint. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (e)  (1).  (e)  (4),  (G)  (H),  and  (I),  and  (f). 
See  Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 
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System  name:  External  Research  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Former  and  cur¬ 
rent  Bureau  of  Intelligence  and  Research  consultants/experts;  in¬ 
dividuals  nominated  to  be  Bureau  of  Intelligence  and  Research  con¬ 
sultant/experts;  consultants/experts  to  other  bureaus  who  have 
been  employed  by  the  Bureau  of  Intelligence  and  Research;  Con- 
sultan  ve  been  employed  by  the  Bureau  principal  investigators  and 
action  officers  of  government  supported  research  on  foreign  affairs. 

Categories  of  records  in  the  system:  Administrative  materials; 
Career  history;  research  papers  by  consultants/experts;  information 
on  contract  research  projects  carried  out  under  government  con¬ 
tracts  and  grants;  copies  of  form  letters  sent  to  authors  requesting 
copies  of  their  research  papers  and  their  responses.  22  U.S.C.  811a 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  this 
system  is  maintained  in  order  to  manage  the  consultant  program 
and  other  external  research  relatcfd  activities.  Information  in  this 
system  is  used  in  the  preparation  of  reports  on  work  performed  by 
consultants/experts  and  in  the  preparation  of  periodic  summaries  of 
financial  commitments  for  approved  projects.  This  information  is 
also  to  insure  that  a  consultant  does  not  work  more  than  the  statu¬ 
tory  number  of  days  allowed  each  service  year.  Information  is 
made  avaiable  on  a  need-to-know  basis  to  personnel  of  the  the  De¬ 
partment  of  State  as  may  be  required  in  Ae  performance  of  their 
official  duties.  The  principal  users  of  this  information  outside  the 
Department  of  State  are:  academic  institutions;  other  Bureau  of  In¬ 
telligence  and  Research  consultants/experts.  The  information  may 
also  be  released  to  other  government  agencies  who  have  statutory 
or  other  lawful  authority  to  maintain  such  information.  The  inven¬ 
tory  of 

Government  Supported  Research  on  Foreign  Affairs 

is  published  annually  in  five  unclassified  volumes  and  one 
classifed  volume.  The  unclassified  volumes  are  widely 
distributed  throughout  the  United  States  Govenunent  and  to 
overseas  posts.  They  are  also  avaiable  to  private  individuals. 
The  classified  volume  is  distributed  to  U.S.  Government 
officials. 

Foreign  Affairs  Research  Papers  Available 

is  distributed  throughout  the  U.S.  Government  and  is  available 
to  private  individuals  through  the  U.S.  Government  Printing 
Office. - 


- (Confidential/No 

Foreign  Dissemination)  is  an  annual  cumulative  listing  of 
classified  and  unclassified  studies  resulting  from 
government-sponsored  research.  It  is  given  limited 
distribution  on  a  complimentary  basis  throughout  the  U.S. 
government.  Also  see  'Routine  Uses'  paragraphs  of 
Prefatory  Statement. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from 
one  to  5  years,  depending  upon  the  specific  kind  of  record  in¬ 
volved.  They  are  retired  or  destroyed  on  accordance  with  published 
scehdules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Director,  Bureau  of  Intelligence 
and  Research,  Room  6531,  Department  of  State  2201  C  Street  NW, 
Washington  EKT  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  External  Research  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Departmnet  of  State,  2201  C 
Street  NW,  Washington,  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Office  of  External  Research  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
a  breif  descirption  of  the  circumstances,  including  the  approximate 
dates,  which  give  the  individual  cause  to  believe  that  the  Office  of 
External  Research  might  have  records  pertaining  to  him  or  her. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Documnet  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individuals;  Office  of  External 
Research  of  the  Department  of  State;  Office  of  Personnel  of  the 
Department  of  State;  educational  institutions;  office  which  employs 
the  consultant;  payroll  office  of  the  Department  of  State. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)(3),  (d),(e)(l),(e)  (4)(G),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 

FEDERAL  REGISTER 
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System  name:  Extradition  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520;.  Department  of  Justice,  Washington,  DC 
20530,  and  its  ancillary  U.S.  Attorneys’  offices;  Copies  of  docu¬ 
ments  may  be  obtained  at  our  embassies  overseas  and  the  Foreign 
Ministries  of  the  countries  from  which  extraditions  are  requested, 
and  vice  versa. 

Categories  of  individuals  covered  by  the  system:  Individuals 
chained  with  or  convicted  of  an  extraditable  crime  who  have  fled 
to  or  from  the  U.S.  and  whose  return  is  sought  by  State  or  Federal 
law  enforcement  agencies  or  by  a  foreign  country;  Individuals 
whose  return  in  sought  by  deportation  when  they  are  in  another 
country  illegally. 

Cat^ories  of  records  in  the  system:  Internal  memoranda;  copies 
of  indictments  and  charges;  criminal  records;  supporting  documen¬ 
tation  for  a  case  against  an  individual;  fingerprints;  physical 
descriptions;  related  correspondence; 

Authority  for  maintenance  of  the  system:  Article  6  pargraph  2  of 
the  Constitution;  22  U.S.C.  846;  18  U.S.C.  3181-3195. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Extradition  requests  are 
sent  to  the  U.S.  embassies  in  the  appropriate  countries  for  trans¬ 
mission  to  the  foreign  government.  Extradition  requests  made  by  a 
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foreign  government  are  transmitted  to  the  U.S.  Department  of 
Justice.  The  purpose  of  releasing  the  information  is  to  obtain  the 
return  of  the  fugitive.  The  information  may  also  may  be  released  to 
other  government  agencies  who  have  statutory  or  other  lawful 
authority  to  maintain  such  information.  Also  see  ‘Routine  uses' 
paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access,  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  manager(s)  and  address:  Executive  Officer,  Office  of  the 
Legal  Adviser,  Room  6421,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  the  Legal  Adviser  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington  DC  20520.  The  individual  must  specify  that 
he  wishes  the  record  of  the  Office  of  the  Legal  Adviser  to  be 
checked.  At  a  minimum,  the  individual  must  include;  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
the  countries  to  and  from  which  he  was  extradited  and  the  approxi¬ 
mate  date. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foriegn  Affairs  Document  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  state  and  local  govern¬ 
ment  agencies,  other  government  agencies,  particularly  the  Depart¬ 
ment  of  Justice;  previous  employers;  neighbors;  neighbors;  law  en¬ 
forcement  agencies;  doctors  and  lab  scientists; 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)(3),  (d),  (e)(1),  (e)(4),  (G),  (H),  and  (I)  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in 

FEDERAL 
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System  name:  Foreign  Service  Employee  Locator/Notification 
Records 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Foreign  Service 
Employeess. 

Categories  of  records  in  the  system:  Employee’s  name;  current 
post  of  assignment;  Washington  area  address  and  telephone 
number;  other  address  in  the  U.S.;  instructions  for  forwarding  mail; 
names  of  dependents;  names  of  contracts  for  employees  for  emer¬ 
gency  purposes. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la,  821, 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  in  these 
files  is  used  for  the  forwarding  of  employee’s  mail  and  for  the 


notification  of  next  of  kin  in  the  event  of  an  emergency  or  death  of 
an  employee.  Information  is  made  available  on  a  need-to-know 
basis  to  personnel  of  the  Department  of  State  as  may  be  required  in 
the  performance  of  their  official  duties.  The  information  may  also . 
be  released  to  other  government  agencies  and  the  general  public  in 
a  need-to-know  basis.  Also  see  ‘Routine  Uses'  paragraphs  of  Prefa¬ 
tory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  The  card  is  maintained  until  the  employee 
updates  it  because  of  a  change  in  address  or  asignment.  The  card  is 
destroyed  2  years  after  the  employee  retires  or  resigns. 

System  manager(s)  and  address:  Chief,  Foreign  Service  Lounge, 
Room  1252,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Employees  Service  Center  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington  DC  20520.  T^e  individual  must  specify  that  they 
wish  the  records  of  the  Employees  Services  Center  to  be  checked. 
At  a  minimum,  the  individual  must  include:  name;  date  and  place 
of  birth;  current  mailing  address  and  zip  code;  signature. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  the  indivdual.  15;motifi 
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System  name:  Foreign  Service  Greivience  Board  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system: 

Foreign  Service  personnel  of  the  Department  of  State,  the 
Agency  for  International  Developemtn  (AID)  and  the  U.S. 
Information  Agency  (USIA)  who  have  filed  a  formal 
greivience  with  the  Foreign  Service  Greivience  Board. 
Categories  of  records  in  the  system:  Case  Files 
Authority  for  maintenance  of  the  system: 

3  FAM  665.2; 

3  FAM  667.3. 

Executive  Order  11636. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  system  of  records  is 
maintained  in  order  to  settle  greiviences  presented  presented  by 
employees  against  the  agencies  which  employ  them.  No  other  than 
the  indivdiual  grievant,  his  represtnatives,,  if  any.  the  representa¬ 
tives,  of  the  Agency  against  whom  the  greiviance  has  been  filed, 
and  the  Foreign  Service  Greivance  Board  may  have  access  to  the 
records  of  proceedings.  However,  when  the  Secretary  of  State,  the 
Administrator  of  (AID),  or  the  Director  of  USIA  are  acting  in  a 
recommendation  by  the  Board  concerning  promotion,  assignment, 
or  disiplinary  action  submitted  under  3  FAM  667.3  only,  the  Record 
will  be  made  avaiable  to  them  alone  upon  request.  Also  see 
‘Routine  Uses'  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  hard  copy. 

Retrievability:  by  individual  name;  by  log  numbers 
Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos- 
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sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retired  or  destroyed  in 
accordance  with  published  schedules  of  the  Department  of  State. 
More  specific  information  may  be  obtained  by  writing  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Executive  Secretary,  Foreign 
Service  Greivance  Board,  Room  341 8A,  Department  of  State  2201 
C  Street  NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  beliee  that 
the  Foreign  Service  Greivance  Board  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  od  State,  2201  C 
Street,  NW,  Washington  DC  20520.  The  indivdiual  must  specify 
that  he  wishes  the  records  of  the  Foreign  Service  Greivance  Board 
to  be  checked.  At  a  minimum,  the  indivdiual  must  include: 
his  name; 

date  and  place  of  birth; 

current  mailing  address  and  zip  code; 

his  signature; 

the  apporximate  date  upon  which  the  indivdiaul  file  a  formal 
greivance  with  the  Foreign  Service  Greivance  Board. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Record  source  categories: 
the  individual; 

the  agency  which  employs  the  indivdiual. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (C)  (3),  (d),  (e)  (1),  (e)  (4)  (G),  (H)  and  (I),  and  (f). 
See  Department  of  State  rules  published  on  this  same  date  in  the  — 


Statel4 

System  name:  Foreign  Service  Institute  Records. 

System  location: 

the  Foreign  Service  Institute,  1400  Key  Boulevard,  Arlington, 
Virginia,  22209 

Departmet  of  State  Annex  015,  1800  N.  Kent  Street,  Arlington, 
Virgina  22209. 

Categories  of  individuals  covered  by  the  system: 

Indivdiuals  who  have  requested  and/or  have  received  training 
from  the  Foreign  Service  Institue; 

Individuals  who  have  studied  at  universites  through  the 
Institue; 

Indivdiual  who  have  served  as  Diplomats  in  Residnece  at 
universities  or  colleges; 

Indviduals  who  provide  professional  services; 

Applicants  for  employment  with  the  Foreign  Service  Institute. 

Categories  of  records  in  the  system: 

Biographic  information; 

Employment  and  educational  history; 

Security  cleamace  data; 

General  coorespondence; 

Travel  vouchers. 

Authority  for  maintenance  of  the  system: 

Title  VII  of  the  Foreign  Servoce  Act  of  1946  (Public  Law  79- 
724); 

Department  of  State  Procurement  Regulations  (DOSPR)  6- 
1.404-2  (8). 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Ths  information  in  this 
system  is  maintained  to  ensure  effiecent  operation  of  the  Institute 
and  to  enable  Fireign  Service  and  Civil  Service  employees  to 
further  theri  formal  education.  Inforamtion  is  made  avaiable  in  a 
need-to-know  basis  to  personnel  of  the  Department  of  State  as  may 
be  required  in  the  perfromance  of  their  official  duties.  Data  may  be 
sent  to  other  government  agencies  whose  employees  are  receiving 
training  from  the  Foreign  Service  Institute.  Information  may  also 
be  released  to  other  government  agencies  whohave  statutory  or 
other  lawful  authority  to  maintain  such  information.  Also  see 
‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  hard  copy;  magnetic  computer  media. 

Retrievability:  by  indivdual  name;  by  social  security  -umber; 
Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Departmnet  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  indivdiuals  under 
proper  escort.  All  records  containing  personal  information  are 
maintained  in  secured  file  cabinets  or  in  a  restricted  area,  access  to 
which  is  limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  form 
three  to  thirty-five  yers,  depending  upon  the  specific  kind  of  record 
involved.  They  are  retired  of  destroyed  in  accordance  with 
published  schedules  of  the  Department  of  State.  More  specific  in¬ 
formation  mat  be  obtained  by  eriting  to  the  Director,  Foreign  Af¬ 
fairs  Document  and  Reference  Center,  Room  1239,  Department  of 
State,  2201  C  Street  NW,  Washington,  DC  20520. 

System  nianager(s)  and  address:  The  Director,  foreign  Service  In¬ 
stitute,  Room  1200,  Department  of  State  Annex  03,  1400  Key  Boul- 
vard,  Arlington,  Virginia  22209. 

Notification  procedure:  Individual  who  have  cuase  to  believe  that 
the  Foreign  Service  Institute  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
REference  Center,  Room  1239,  Department  od  State,  2201  C  Street 
NW,  Washington  DC  20250.  The  indivdiual  must  specify  that  he 
wishes  the  records  of  the  Foreign  Service  Institute  to  be  checked. 
At  a  minimum,  the  indivudia  must  include: 
his  name; 

date  and  place  of  birth; 

current  mailing  address  and  zip  code; 

his  signature; 

a  breif  description  of  the  circumstances,  including  the 
apporximate  dates,  which  are  given  the  indivdual  cause  to 
believe  that  the  Foreign  Service  Institute  might  have  records 
pertaining  to  him. 

Record  access  procedures:  Indivdiuals  who  wish  to  gain  acces  s  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Record  source  categories: 
the  indivduals; 

Personnel  office  of  the  agency  which  employs  the  indivdual; 
Educational  institutions; 

Office  of  Security  of  the  Deaprtment  of  State. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (e)  (1),  (e)  (4)  (G),  (H),nad  (I)  and  (F), 
See  Department  of  State  rules  published  in  this  same  date  on  the  — 
- 1 - . 
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System  name:  Intelligence  and  Research  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees,  con¬ 
tractors,  consultants,  and  persons  detailed  to  the  C^partment  of 
State,  the  Arms  Control  and  Disarmament  Agency,  and  Agency  for 
International  Development  who  have  or  have  had  any  special  intel¬ 
ligence  clearance. 

Categories  of  records  in  the  system:  Clearances  held  by  the  in¬ 
dividual;  Information  relevant  to  special  intelligence  clearances. 

Authority  for  nuiintenance  of  the  system:  18  U.S.C.  798;  22  U.S.C. 
811a 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  is  used 
to  control  access  to  several  highly  sensitive  categories  of  intel¬ 
ligence  materials.  Information  is  made  available  on  a  need-to-know 
basis  to  personnel  of  the  Department  of  State  as  may  be  required  in 
the  performance  of  their  official  duties.  The  principal  users  of  this 
information  outside  the  Department  of  State  are:  Central  Intel¬ 
ligence  Agency;  National  Security  Agency;  Defense  Intelligence 
Agency;  Department  of  Defense;  Energy  Resources  Development 
Agency;  Federal  Bureau  of  Investigation;  Department  of  the  Trea¬ 
sury;  Arms  Control  and  Disarmament  Agency;  Agency  for  Interna¬ 
tional  Development.  The  information  may  also  be  released  to  other 


FEDERAL  REGISTER  VOL  40,  NO.  170— TUESDAY,  SEFTEMBER  2,  1975 


DEPARTMENT  OF  STATE 


40469 


government  agencies  who  have  statutory  or  other  lawful  authority 
to  maintain  such  information.  Also  see  ‘Routine  Uses*  paragraphs 
of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy  Magnetic  computer  media. 

Retrievability:  By  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  anexes  is  controlled  by 
security  guards,  and  adjtnission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  permanently. 
They  arc  retired  or  destoyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Director,  Bureau  of  Intelligence 
and  Research,  Room  6531,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Indivuals  who  have  reason  to  believe  that 
the  Bureau  of  Intelligence  and  Research  might  have  records  per¬ 
taining  to  them  should  write  to  the  Director,  Foreign  Affairs  D^u- 
ment  and  Reference  Cienter,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Bureau  of  Intelligence  and 
Research  to  be  checked.  At  a  minimum,  the  individual  must  in¬ 
clude:  name;  date  and  place  of  birth;  current  mailing  address  and 
zip  code;  signature;  a  brief  description  of  the  circumstances,  in¬ 
cluding  the  approximate  dates  which  give  the  individual  cause  to 
believe  that  the  Bureau  of  Intelligence  and  Research  might  have 
records  pertaining  to  them. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (Address  above.) 

Contesting  record  proceduKs:  (See  above.) 

Record  source  categories:  the  individual;  Office  of  Security  of  the 
Department  of  State. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  u  s  e.  552a  (c)(3),  (d),  (e)(1),  (eX4),  (G),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 
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System  name:  International  Conference  Delegates  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Individuals  serv¬ 
ing  as  members  or  staff  of  a  U.S.  delegation  to  an  international 
conference. 

Categories  of  records  in  the  system:  Delegation  Reports;  delega¬ 
tion  Us’s;  redentials;  temporary  hire  contracts  and  vouchers;  fund¬ 
ing  information;  copies  of  travel  orders;  certifications  of  security 
clearances. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  811a. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  provides 
material  for  reference  research  regarding  credentials  and  support 
requirements  of  particular  delegations.  Information  is  made  avaia- 
ble  on  a  need-to-know  basis  to  personnel  of  the  Department  of 
State  as  may  be  required  in  the  performance  of  their  ofheial  duties. 
The  principal  users  of  this  information  outside  the  Department  of 
State  are:  Department  of  Justice;  Civil  Service  Commission;  Con¬ 
gress;  the  individual.  The  information  may  also  be  released  to  other 
government  agencies  who  have  statutory  or  other  lawful  authority 
to  maintain  such  information.  Also  see  ‘Routine  Uses*  paragraphs 
of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ice 

Storage:  Hard  copy. 


Retrievability:  By  individual  name  only  if  the  travel  was  funded 
by  ICC  Appropriation;  by  name,  site,  and  date  of  conference. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  is  indefinite. 
They  are  retired  or  destroyed  in  accordance  with  published 
sch^ules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  to  the  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520. 

_  System  manager(s)  and  address:  Director,  Office  of  International 
Conferences,  Room  1517,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  International  Conferences  might  have  records  pertain¬ 
ing  to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520.  The  individual  must  spe^-ify' 
that  he  wishes  the  records  of  the  Office  of  International  Con¬ 
ferences  to  be  checked.  At  a  minimum,  the  individual  must  include: 
name;  date  and  place  of  birth;  current  mailing  address  and  zip 
code;  signature;  the  name,  location,  and  approximate  date  of  con¬ 
ference  to  which  the  individual  was  a  member  of  the  staff  or 
delegation. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individuals;  public  media  sources; 
former  employers;  Members  of  Congress;  Federal  agencies. 
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System  name:  International  Organizations  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520;  Department  of  State  Annex  02,  515  22nd 
Street  NW,  Washinton,  DC  20037. 

Categories  of  individuals  covered  by  the  system:  Individuals  em¬ 
ployed  by  or  seeking  employment  with  international  organizations; 
members  of  Congress  who  have  written  to  the  Department  of  State 
in  connection  with  international  oiganization  employment  matters; 
applicants  for  employment  with  international  organizations 
processed  under  Executive  Order  10422;  members  of  the  U.S.  Na¬ 
tional  Commssion  for  UNESCO,  past,  present,  and  prospective. 

Categories  of  records  in  the  system:  biographic  information; 
resumes  and/or  employment  application  forms;  letters  of  recom¬ 
mendation  and  reference  checks;  letters  of  referral;  related  commu¬ 
nications  and  notes,  including  copies  of  letters  from  members  of 
Congress;  letters  from  individuals;  requests  for  EO-l()422 
processing  and  results. 

Authority  (or  maintenance  of  the  system:  Executive  Order  10422 
(Loyalty  Clearance  Program),  entitled  ‘Prescribing  Procedures  for 
Making  Available  to  the  Secretary  General  of  the  United  Nations 
Certain  Information  Concerning  United  Nations  Citizens  Employed 
or  Being  Considered  for  Employment  on  the  Secretariat  of  the 
United  Nations.*  (5  U.S.C.  3343  and  3581-3582.)  Executive  Order 
11552  entitled  ‘Providing  for  Details  and  Transfers  of  Federal  Em¬ 
ployees  to  International. Organizations.* 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Records  of  individuals 
employed  by  or  seeking  employment  with  international  organiza¬ 
tions  are  used  to  determine  qualifications  of  candidates  for  specific 
jobs  with  international  organizations,  to  correspond  with  Missions 
and  Embassies  concerning  candidates,  to  correspond  with  the  in¬ 
dividual  candidates,  or  to  respond  to  a  Congressional  inquiry. 
Records  on  applicants  for  employment  with  international  organiza¬ 
tions  processed  under  Executive  Order  10422  are  used  to  process 
the  Loyalty  Clearance  request  and  to  maintain  a  record  of  the 
clearance  status.  Information  from  this  system  is  used  to  notify  in¬ 
ternational  organizations  of  the  status  and  results  of  EO- 10422 
processing.  Information  is  made  available  on  a  need-to-know  basis 
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to  personnel  of  the  Department  of  State  as  may  be  required  in  the 
performance  of  their  official  duties.  Copies  of  resumes  or  af^lica- 
tions  are  referred  to  international  organizations,  private  founda¬ 
tions,  and  Federal  agencies  involved  in  the  recruitment  of  can¬ 
didates.  In  addition,  information  contained  in  these  records  is 
released  to  other  government  agencies  who  have  statutory  or  other 
lawful  authority  to  maintain  such  information.  Also  see  ‘Routine 
Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ice 

Storage:  Magnetic  computer  media;  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controUed  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  form 
zero  to  10  years,  depending  upon  the  specific  kind  of  record  in¬ 
volved.  They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  to  the  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Executive  Director,  Bureau  of 
International  Organization  Affairs,  Room  6327,  Department  of 
State,  2201  C  Street  NW,  Washington  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Bureau  of  International  Organization  Affairs  might  have 
records  pertaining  to  them  should  write  to  the  Director,  Foreign  Af¬ 
fairs  Document  and  Reference  Center,  Room  1239,  Department  of 
State,  2201  C  Street  NW,  Washington,  DC  20520.  The  individual 
must  specify  that  he  wishes  the  records  of  the  Bureau  of  Interna¬ 
tional  Organization  Affairs  to  be  checked.  At  a  minimum,  the  in¬ 
dividual  must  include:  name,  date  and  place  of  birth;  current  mail¬ 
ing  address  and  zip  code;  signature; 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  public  media  sources; 
previous  employers;  professional  associations  and  educational  in¬ 
stitutions;  international  and  nongovernmental  organizations;  other 
federal  agencies; 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (eKD.  (eK4),  (G),  (H),  and  (1),  and  (f). 
See  Department  of  State  rules  published  in  this  same  date  in  the 
FEDERAL  REGISTER. 
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System  name:  Labor  Attaches  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Labor  attaches; 
applicants  to  be  labor  attaches;  former  labor  attaches. 

Categories  of  records  in  the  system:  personnel  audit  reports;  appli¬ 
cants;  resumes;  correspondence  related  to  appointment,  training, 
assignment,  or  transfer  of  labor  attaches. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  811a. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  made  availa¬ 
ble  on  a  need-to-know  basis  to  personnel  of  the  Department  of 
State  as  may  be  required  in  the  performance  of  their  official  duties. 
The  principal  user  of  this  information  outside  the  Department  of 
State  is  is  the  Department  of  Labor.  This  information  may  also  be 
released  to  other  government  agencies  who  have  statutory  or  other 
lawful  authority  to  maintain  such  information.  Also  see  ‘Routine 
Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 


Retrievahility:  by  indivdual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  security  investigation.  Access  to  the  Depart¬ 
ment  of  State  building  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individuals  possessing  a 
valid  identification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secure 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authorized  personnel. 

Retention  and  disposal:  Retention  of  these  records  varies  from  2 
to  5  years,  depending  upon  the  specific  kind  of  record  involved. 
More  specific  information  may  be  obtained  by  writing  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Special  Assistant  to  the  Secretary 
and  Coordinator  International  Labor  Affairs,  Room  4232,  Depart¬ 
ment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  International  Labor  Affairs  might  have  records  per¬ 
taining  to  them  should  write  to  the  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Office  of  International  Labor  to 
be  checked.  At  a  minimum,  the  indivdual  must  include:  his  name; 
date  and  place  of  birth;  current  mailing  address  and  zip  code;  signa¬ 
ture;  approximate  date  in  which  he  or  she  was  a  labor  attache  or 
applied  to  a  labor  attache. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  ^rite  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  the  individual;  officers  within  the  De¬ 
partment  of  State;  Department  of  Labor. 
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System  name:  Law  of  the  Sea  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Members  of  Con¬ 
gress;  members  of  the  Advisory  Committee  on  the  Law  of  the  Sea. 

Categories  of  reewds  in  the  system:  Correspondence  to  and  from 
members  of  Congress  relating  to  the  Law  of  the  Sea  and  their  par¬ 
ticipation  in  the  Executive  Branch’s  Law  of  the  Sea  program;  infor¬ 
mation  pertaining  to  security  clearances  for  members  of  the  Ad¬ 
visory  Committee  on  the  Law  of  the  Sea;  articles  written  by  mem¬ 
bers  of  the  Advisory  Committee;  corrspondence  received  from 
members  of  the  Advisory  Committee;  administrative  papers  regard¬ 
ing  travel  expenses  and  funding  for  members  of  the  Advisory  Com¬ 
mittee. 

Authority  for  maintenance  of  the  system:  The  records  have  been 
maintained  by  ^e  Office  of  the  Law  of  the  Sea  Negotiations  since 
its  establishment  in  1973,  under  the  authority  granted  to  the  Deputy 
Secretai7  of  State  by  the  National  Security  Council  as  Chairman  of 
the  National  Security  Council  Interagency  Task  Force  on  the  Law 
of  the  Sea. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  records  are  main¬ 
tained  for  the  efficient  handling  of  matters  dealing  with  the  Law  of 
the  Sea.  Information  is  made  available  on  a  need-to-know  basis  to 
personnel  of  the  Department  of  State  as  may  be  required  in  the 
performance  of  their  official  duties.  Information  may  also  be 
released  to  other  government  agencies  who  have  statutory  or  other 
lawful  authority  to  maintain  such  information.  Also  See  ‘Routine 
Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  tice 
Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 
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Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  to  the  Director,  Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

System  manager(s)  and  address:  Deputy  Special  Representative  of 
the  President  to  the  Law  of  the  Sea  Conference  and  Chairman  of 
the  International  Task  Force  on  the  Law  of  the  Sea,  Room  4321, 
Department  of  State,  2201  C  Street,  NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  Law  of  the  Sea  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  the  Law  of  the  ^a  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  place 
and  date  of  birth;  current  mailing  address  and  zip  code;  signature;  a 
brief  description  of  the  circumstances  including  the  approximate 
dates,  which  give  the  individual  cause  to  believe  that  the  Office  of 
the  l.aw  of  the  Sea  might  have  records  pertaining  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  offices  within  the  De¬ 
partment  of  State. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)(3),  (d),  (e)(1),  (eK4),  (G),  (H),  and  (I),  and  (f).  See 
Department  of  Stae  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 


State-20 

System  name:  l,egal  Adviser  Personnel  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  tue  system:  Past,  present  and 
prospective  employees  of  the  Office  of  the  Legal  Adviser. 

Categories  of  records  in  the  system:  Employment  histories;  inter¬ 
view  forms;  personnel  actions;  payroll  actions;  letters  of  recom¬ 
mendation  and  commendation;  training  forms;  travel  messages; 
miscellaneous  administrative  correspondence. 

Authority  for  maintenance  of  the  system:  5  U.S.C  301 ;  22  U.S.C. 
811a. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  used  for 
initiating  personnel  actions,  approving  periodic  step  increases,  ih- 
itiating  and  approving  training  requests  preparing  performance 
ratings,  requesting  employment  processing,  and  other  activities  of 
an  administrative  nature.  Information  is  made  available  on  a  need- 
to-know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  official  duties.  Information  is 
occasionally  used  to  verify  employment  to  financial  institutions 
when  employees  apply  for  loans  in  connection  with  purchasing  a 
home.  Information  is  released  to  the  National  Conference  of  Bar 
Examiners  concerning  admission  to  the  bar  of  current  and  former 
employees.  Information  is  also  released  to  various  legal  directories 
such  as  Martindale-Hubbell.  The  information  may  also  be  released 
to  other  government  agencies  who  have  statutory  or  other  lawful 
authority  to  maintain  such  information.  Also  see  'Routine  Uses' 
paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  tice 
Storage:  Hard  copy. 

Retr|evability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building,  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 


Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  to  the  Director,  Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

System  manager(s)  and  address:  Executive  Officer,  Office  of  the 
Legal  Adviser,  Room  6421,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  the  Legal  Adviser  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  2201  C  Street  NW,  Washington,  DC  20520. 
The  individual  must  specify  that  he  wishes  the  records  of  the  (Of¬ 
fice  of  the  Legal  Adviser  to  be  checked.  At  a  minimum,  the  in¬ 
dividual  must  include:  name;  date  and  place  of  birth;  current  mail¬ 
ing  address  and  zip  code;  signature;  the  dates  in  which  he  was  an 
employee  of  the  Office  of  the  Legal  Adviser  or  the  approximate 
date  on  which  he  applied  for  employment  with  the  Office  of  the 
Legal  Adviser. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  the  Office  of  Personnel; 
educational  institutions;  Office  of  the  Legal  Adviser;  other  offices 
within  the  Department. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (cK3),  (d),  (eKD,  (e)(4),  (G),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 

STATE-21. 

System  name:  Legal  Case  Management  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520;  Department  of  Justice,  Washington,  DC 
20530,  and  its  ancillary  U.S.  Attorneys’  offices. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
have  filed  administrative  grievances  and  Equal  Employment  Oppor¬ 
tunity  complaints;  individuals  involved  in  disciplinary  proceedings; 
individuals  involved  in  alleged  criminal  activity  or  activity  in  viola¬ 
tion  of  regulations;  individuals  who  have  sued  the  Department  of 
State  or  any  officials,  or  who  have  raised  administrative  and 
management  questions  which  require  legal  analysis. 

Categories  of  records  in  the  system:  Employment  histories;  sum¬ 
maries  of  circumstances  surrounding  ^evances.  Equal  Employ¬ 
ment  Opportunity  complaints,  litigation,  or  disciplinary 
proceedings;  internal  memoranda;  copies  of  indictments  and 
charges;  criminal  records  and  reports  of  investigations;  Supporting 
documentation  for  a  case  against  an  individuals;  related  correspon¬ 
dence. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301;  22  U.S.C. 
811a,  842,  846. 

Routine  uses  of  recorils  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  the  Legal 
Adviser’s  Name  Case  Management  Records  is  used  to  provide  legal 
advice  and  opinion  to  the  offices  of  the  Department  of  State.  Infor¬ 
mation  is  made  available  on  a  need-to-know  basis  to  personnel  of 
the  Department  of  State  as  may  be  required  in  the  performance  of 
their  official  duties. 

The  principal  users  of  this  information  outside  the  Department  of 
State  are:  Department  of  Justice;  General  Accounting  Office. 

The  information  may  also  be  released  to  other  government  agen¬ 
cies  who  have  statutory  or  other  lawful  authority  to  maintain  such 
information. 

Also  see  'Routine  Uses’  paragraphs  of  Prefatory  Statement. 
Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos- 
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sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  dispo»l:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  the  specific  kind  of  record  involved.  They  are  retired 
or  destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 

DC  20520. 

System  manager(s)  and  address:  Executive  Officer,  Office  of  the 
Legal  Adviser,  Room  6421,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  the  Legal  Adviser  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Ciepartment  of  State,  2201  C 
Street  NW,  Washington,  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Office  of  the  Legal  Adviser  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  present  mailing  address  and  zip  code;  signature; 
brief  description  of  the  circumstances,  including  the  approximate 
dates,  which  give  the  individual  cause  to  believe  that  the  Office  of 
the  Legal  Adviser  might  have  records  pertaining  to  him  or  her. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to  ' 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Offices  of  the  Depart¬ 
ment  of  State  which  are  clients  of  the  Office  of  the  Legal  Adviser; 
other  government  agencies,  particularly  the  Department  of  Justice; 
previous  employers;  neighbors;  security  investigation  reports;  other 
employees  or  individuals  having  knowledge  of  the  issue  about 
which  a  legal  opinion  is  requested. 

Systems  exempted  from  certain  provisions  of  the  act: 

STATE-22. 

System  name:  Media  Correspondents  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Media  correspon¬ 
dents  accredited  to  the  Department  of  State. 

Categories  of  records  in  the  system:  Correspondence;  applications 
for  accredidation;  memorandums. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  These  records  serve  as 
reference  records  and  lists  of  correspondents  accredited  to  the  De¬ 
partment  of  State.  The  information  is  used  to  reconfirm  renewed 
applications,  to  verify  previous  employment,  and  to  facilitate  the 
granting  of  temporary  clearance  for  a  former  correspondent.  The 
information  is  made  available  on  a  need-to-know  basis  to  personnel 
of  the  Department  of  State  as  may  be  required  in  the  performance 
of  their  official  duties.  The  prinicipal  users  of  this  information  out¬ 
side  the  Department  of  State  are:  the  Executive  Office  of  the  Pre¬ 
sident;  Congress;  Media  Organizations.  The  information  may  also 
be  released  to  other  government  agencies  who  have  statutory  or 
other  lawful  authority  to  maintain  such  information.  Also  see 
'Routine  Uses’  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  ^stem:  tice 

Storage:  Magnetic  computer  media;  Hard  copy;  Microfilm. 
Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  maintained  indefinitely 
because  of  a  need  to  refer  to  former  requests  and  applications  in 
order  to  reconfirm  a  renewed  application,  verify  previous  employ¬ 
ment,  and/or  facilitate  a  former  correspondent’s  request  for  tempo¬ 
rary  clearance. 


System  manager(s)  and  address:  Director,  Office  of  Press  Rela¬ 
tions,  Room  2109,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  ^ess  Relations  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  Press  Relations  to  be  checked. 

At  a  minimum,  the  individual  must  include:  name;  date  and  place 
of  birth;  -  current  mailing  address  and  zip  code;  signature;  -  media 
organization  with  which  he  or  she  was  accredited  and  the  approxi¬ 
mate  dates  of  this  association  with  the  Department  of  State. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  employers;  members  of 
Congress;  members  of  other  government  agencies  corresponding 
with  the  Department;  private  citizens. 

STATE-23. 

System  name:  Media  Personnel  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520 

Categories  of  individuals  covered  by  the  system:  Radio  and  televi¬ 
sion  station  managers  and  news  directors;  newspaper  and  magazine 
publishers;  editors  and  editorial  writers. 

Categories  of  records  in  the  system:  Name,  title,  address,  and 
telephone  number  of  individual. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  in  this 
system  is  used  for  compiling  invitation  lists  to  national  media  con¬ 
ferences  and  seminars  sponsored  by  the  Department  of  State  and 
invitation  lists  for  regional  media  representatives  to  meet  with  the 
Secretary  of  State  and/or  to  attend  regional  press  conferences  given 
by  the  Secretary. 

The  information  is  also  used  to  contact  radio  and  television  sta¬ 
tion  news  directors  to  determine  if  they  wish  to  participate  in 
direct-line  (telephone)  interviews  with  Department  of  State  person¬ 
nel. 

Information  in  the  system  is  also  used  as  a  mailing  list  for  televi¬ 
sion  and  radio  stations  who  have  asked  to  receive  the  Department’s 
audio-visual  materials. 

Information  is  made  available  on  a  need-to-know  basis  to  person¬ 
nel  of  the  Department  of  State  as  may  be  required  in  the  per¬ 
formance  of  their  official  duties. 

Also  see  ‘Routine  Uses’  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  managerfs)  and  address:  Director,  Bureau  of  Public  Af¬ 
fairs,  Room  6805,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Bureau  of  Public  Affairs  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Eiepaitment  of  State,  2201  C  Street, 
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NW,  Washington,  DC  20S20.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Bureau  of  Public  Affairs  to  be  cl.,;cked. 

At  a  minimum,  the  individual  must  include:  name;  date  and  place 
of  birth;  current  mailing  address  and  zip  code;  signature;  approxi¬ 
mate  dates  in  which  the  individual  was  employed  as  a  radio  or 
television  station  manager  or  news  director,  newspaper  or  magazine 
publisher,  or  editor  or  editorial  writer. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Broadcasting  Yearbook; 
Editor  and  Publisher  International  Yearbook;  Radio  Television 
News  Directors  Association;  National  Association  of  Educational 
Broadcasters;  National  Association  of  Broadcasters;  American 
Society  of  Newspaper  Editors;  National  Conference  of  Editorial 
Writers.  1 

STATE-24.  . 

System  name:  Medical  Records 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees  and 
dependents  of  the  Department  of  State,  the  Agency  for  Interna¬ 
tional  Development,  the  U.S.  Information  Agency,  ACTION,  and 
other  agencies  under  the  Medical  Program. 

Categories  of  records  in  the  system:  Reports  of  physical  examina¬ 
tions  and  related  documents;  reports  of  treatments  and  other  health 
services  rendered  to  individuals;  Narrative  summaries  of  hospital 
treatments;  personal  medical  histories;  reports  of  on-the-job  inju¬ 
ries  or  illnesses. 

Authority  for  maintenance  of  the  system:  22  U.S.C  911,  912;  22 
U.S.C.  1156-1159;  42  U.S.C.  4561;  21  U.S.C.  1180;  22  U.S.C.  811a. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  to  effectively  administer  the  em¬ 
ployee  medical  program. 

These  records  are  used  by  the  medical  and  administrative  person¬ 
nel  of  the  Office  of  Medical  Services  on  a  need-to-know  basis  in 
normal  day-to-  day  operations.  The  Medical  Files  are  not  available 
to  other  offices  in  the  Department  of  State,  the  Agency  for  Interna¬ 
tional  Development,  the  U.S.  Information  Agency,  ACTION,  or 
other  participating  agencies.  Records  are  released  only  with  the 
written  permission  of  the  individual  to  private  physicians,  hospitals, 
legal  representatives,  congressional  representatives,  and  others 
under  the  premise  of  the  ‘Prudent  Physician  Rule.’  Also  see 
‘Routine  Uses’  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microfiche. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes,  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  seci’red  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  manager(s)  and  address:  Executive  Officer,  Medical  Ser¬ 
vices,  Room  2909,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  Medical  Services  might  have  records  pertaining  to 
them  should  write  to  the  Director,  ^Foreign  Affairs  Document  2md 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  Medical  Services  to  be  checked. 
At  a  minimum,  the  individual  must  include:  name;  date  and  place 


of  birth;  current  maiUng  address  and  zip  code;  signature;  the  agen¬ 
cy  served  by  the  medical  program  with  which  the  individual  was  or 
is  an  employee  or  a  dependent,  and  the  approximate  dates  of  such 
employment  or  dependency. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  whould  write  to  the  Director, 
Foreign  Affairs  Document  and  Refemece  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  hospitals;  clinics; 
private  physicians. 

STATE-25 

System  name:  Overseas  Records 

System  location:  A  complete  listing  of  the  Department  of  State's 
overseas  records  locations  will  be  published  at  a  later  date. 

Categories  of  individuals  covered  by  the  system:  U.S.  Government 
employees  assigned  to  the  post;  Individu^s  seeking  or  obtaining 
consular  or  passport  services;  Individuals  living  or  visiting  abroad 
who  have  registered  their  place  of  residence  at  the  embassy  or  con¬ 
sulate;  Businessmen  who  have  had  official  contacts  with  embassy 
economic  and  commerical  sections;  Seamen;  Persons  who  are  over¬ 
seas  on  U.S.  cultural  or  educational  grants;  Individuals  working 
overseas  under  U.S.  government  contracts;  Officials  of  federal, 
state,  or  local  governments,  members  of  their  staff  or  delegation, 
travelling  overseas  on  official  business;  Individuals  involved  in  the 
discussion,  establishment,  execution,  or  definition  of  United  States 
foreign  policy;  Military  personnel;  Refugees;  Members  of  legisla¬ 
tive  or  judici^  branches  of  government. 

Categories  of  records  In  the  system:  The  categories  of  records 
maintained  in  the  overseas  records  system  are  primarily  informa¬ 
tion  or  working  copies  of  records  already  on  file  at  the  Department 
of  State  and  are  described  in  the  other  system  notices  published  in 
this  issue  of  the  FEDERAL  RESISTER. 

Among  those  categories  of  records  maintained  at  the  Depart¬ 
ment’s  overseas  establishments  which  may  not  be  on  file  in  the  De¬ 
partment  of  State  are:  Address  registration  lists  of  U.S.  citizens 
visiting  or  residing  overseas;  Visa  applications;  employee  adminis¬ 
trative  records;  a.  travel  files;  b.  shipment,  importation,  licensing, 
registration  and  sale  of  property  files;  c.  customs  duties  files; 

d.  Change  of  address  fUes;  e.  blood  donor  lists;  f.  Bad  check 
files;  g.  Accomondations  Exchange  files;  h.  Personnel  Location 
Files,  i.  Individual  Work  Order  Requests;  employment  appUcations; 
Post  Diplomatic  Personnel  Lists;  Post  Administrators  and  Technical 
Personnel  List;  ‘Visual  Identification‘  Files;  Marriage  Files;  Al¬ 
lowance  Files;  Procurement/Contract  Files;  General  ftoperties  In¬ 
ventory  Files;  Congressional  Delegation  and  Important  Visitor 
Files;  Registration  Lists  of  U.S.  Businessmen;  Trade  Promotion 
Files;  Trade  Complaint  Files;  Lists  of  American  Attorneys  Abroad; 
Registration  Cards  for  refugees  and  migration  programs;  Host 
government  requests  for  jurisdiction  in  leg^  matters  involving  U.S. 
military  personnel;  Records  involving  other  legal  matters 
(deportation,  letters,  rogartory,  subpoenas);  subpoenas;  Grantee 
files;  Trust  fund  files;  Commissary  files;  Selective  Service  Registra¬ 
tion  Files  Clemency  Files  Protection  of  Property  Files  (complaints 
regarding  damage  to  in  seizure  of  property);  Assistance  to  Amer¬ 
icans  files  Headstone  Files  Mutual  Security  Files 

Authority  for  maintenance  of  the  system:  The  authorities  for  main¬ 
taining  the  overseas  records  system  are  described  in  the  other 
system  notices  appearing  in  tWs  issue  of  the  FEDERAL  RE¬ 
GISTER.  For  those  records  which  are  unique  to  the  overseas 
system,  the  authorities  are: 

22  use  811a 
8  use  1101-1503 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  1131-1159 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 
22  use  811a 

22  use  811a  ,  ^ 

22  use  2601-2605 

Statues  of  Forces  Agreements 
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22  use  811a;  28  USC  1781-1784 
22  USC  501,  1431,  2054-57,  2451-58, 

22  USC  811a 
22  USC  1139 
50  App.  USC  453 

Presidential  Proclamation  4313,  September  16,  1974 

22  USC  811a 

22  USC  811a 

22  USC  1621-1643 

22  USC  811a 

22  USC  811a 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpo^  of  such  uses:  These  correspond  to  Ure 
‘Routine  Uses'  appearing  in  the  other  system  notices  appearing  in 
this  issue  of  the  Federal  Register.  Also  See  ‘Routine  Uses*  para¬ 
graphs  in  the  prefatory  statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microform;  magnetic  computer  media. 
Retrievahility:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  and  of 
overseas  posts  have  undergone  a  background  security  investigation. 
All  records  containing  personal  information  are  maintained  in 
secured  files  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retired  or  destroyed  in 
accordance  with  published  schedules  of  the  Department  of  State. 
More  specific  information  may  be  obtained  by  writing  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  The  ambassador,  principal  of¬ 
ficer,  deputy  principal  officer,  or  consular  officer  at  each  overseas 
post. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
an  Overseas  Record  System  might  have  information  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Drcument  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  Dc  20520.  The  individual  must  specify  which  em¬ 
bassy,  consulate,  or  mission,  he  wishes  to  be  checked.  Or,  the  in¬ 
dividual  may  contact  the  overseas  post(s)  directly.  At  a  minimum, 
the  individual  must  include:  name  date  and  place  of  birth  current 
mailing  address  and  zip  code;  suignature;  the  specific  post  which 
the  individual  believes  might  have  a  record  of  him  the  approximate 
dates  when  the  record  might  have  been  created,  a  brief  description 
of  the  circumstances  which  would  have  led  to  the  creation  of  a 
record. 

Examples  of  the  kinds  of  information  which  would  assist  the  De¬ 
partment  of  State  in  determining  whether  or  not  an  overseas  record 
system  contains  a  record  on  an  individual  are:  the  individual’s  ap¬ 
proximate  dates  of  travel  or  residency  in  a  foreign  country  or  the 
approximate  dates  and  nature  of  an  individual’s  contact  with  a  U.S. 
diplomic  or  consular  post. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  specific 
overseas  post  or  to  the  Director,  Foreigh  Affairs  Document  and 
Reference  Center,  (address  above).  Access  to  routine  unclassified 
administrative  records  may  be  granted  at  the  overseas  establish¬ 
ment.  Requests  involving  other  records  will  be  referred  to  the 
Director,  Foreign  Affairs  Eiocument  and  Reference  Center, 
(address  above). 

Contesting  record  procedures:  (See  above) 

Record  source  categories:  These  correspond  to  the  ‘sources* 
described  in  the  other  system  notices  appearing  in  this  issue  of  the 
Federal  Register. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contain^  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (cK3),  (d),  (e)  (1),  (eX4KG),  (H),  and  (I)  and  (0-  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 

State42 

System  name:  Passport  Records 

System  location:  The  Passport  Office,  Department  of  State  Annex 
017,  1425  K  Street  NW,  Washington  DC  20520. 

Categories  of  individuals  covered  by  the  system: 


Individuals  who  have  applied  for  the  issuance,  amendment, 
extension  or  renewal  of  U.S.  passports;  and,  individuals  who 
have  been  issued  U.S.  passports  or  had  passports  amended, 
extended  renewed,  limited,  revoked  or  denied. 

Individuals  who  have  applied  to  have  births  overseas  reposed 
as  births  overseas  of  U.S.  Citizens;  and  individuals  for 
whom  Consular  Reports  of  Birth  Abroad  of  United  States 
Citizens  of  Certifications  of  Birth  have  been  issued. 

Individuals  who  have  applied  at  American  Diplomatic  or 
Consular  Posts  for  Registration  as  U.S.  Citizens,  individuals 
who  have  been  issued  Certificates  or  Cards  of  Registration 
and  Idnetity  as  U.S.  Citizens. 

Individuals  for  whom  the  Department  of  State  has  issued 
Certificates  of  Loss  of  Nationality  of  the  U.S. 

Individuals  who  have  applied  at  American  Diplomatic  or 
Consular  Posts  for  issuance  of  Certificates  of  Witness  to 
Marriage;  and,  individuals  who  have  been  issued  Certificates 
of  Witness  to  marriage. 

Individuals  who  hare  not  or  may  not  be  entitled  under  passport 
laws  and  regulations  to  issuance  or  possession  of  U.S. 
passprts  or  other  documentation  or  service. 

Categories  of  records  in  the  system: 

Application  files  including  applications  for  passports,  or 
applications  for  amendment,  extension  or  renewal  of 
passports;  and  applications  for  registrtaion  at  American 
Diplomatic  and  Consular  Posts  as  United  States  Citizens  or 
for  issuance  of  Certifeates  or  Cards  of  Identity  and 
Registration  as  United  States  Citizens. 

Vital  records  files  including  Consular  Reports  of  Birth  Abroad 
of  United  States  citizens.  Certificates  of  Witness  to 
Marriage,  Certificates  of  Loss  of  United  States  Nationality, 
Certificates  of  Expiration,  and  Oaths  of  Repatriation; 

Master  Index  File  which  consists  consists  of  the  names  of 
persons  who  have  applied  for,  been  issued  passports  or 
related  facilities;  and,  to  the  extent  not  included  in  the 
Application  Vital  Records  or  other  category  of  record 
mianitaned  by  this  agency,  the  names  of  persons  who  have 
been  issued  Consular  Reports  of  Birth,  Certificates  of  Birth, 
Consualr  Certificates  of  Repatraition,  Certificates  of  Witnes 
to  Marriage,  Certificates  of  loss  United  States  Nationality  or 
been  re^stered  ot  issued  Certificates  or  Cards  of  Identity 
and  Registration  as  United  States  citizens; 

Lookout- Files  which  identify  those  persons  whose  cause 
requre  other  than  routine  examination  or  action; 
Miscellaneous  Materials  -  maintained  speeratley,  of  not  in  the 
application,  vital  records  or  master  index  files,  including  but 
not  limited  to:  investigatory  reports  compiled  in  connection 
with  granting  or  denying  passport  and  related  facilities  or 
prosecution  of  violations  of  passport  criminal  statutes; 
transcripts  and  opinion  on  adminstratibe  hearings  and 
appeals;  legal  breifs,  memoranda,  judicial  orders  and 
opinions  arising  from  adminstrative  determinations  with 
regard  to  passports  and  citizenship;  birth  and  baptismal 
certificates;  court  orders;  arrest  warrants;  medical,  personal 
and  financial  records;  affidavits;  inter-agency  and  intra¬ 
agency  memoranda,  telegrams,  caUes,  letters,  and  other 
miscellanous  correspondence. 

Authority  for  maintenance  of  the  system: 

8  U.S.C.  1101-1503; 

18  U.S.C.  1001,1541-1543,  1545  and  1546 

22  U.S.C.  211a,  212-214,  241a,  216,  217,  1172,  2658,  2662; 

Executive  Order  11295; 

Presidential  Proclamation  3004,  January  17,  1953. 

Routiiie  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  llie  primary  purpose  for 
maintaining  Passport  Files  os  to  establish  citizenship;  identity  and 
entitlement  to  issuance  of  United  States  passports  and  related 
facilities; 

The  information  is  made  available  in  a  need-to-know  basis  to 
personnel  of  the  Department  of  State  as  may  be  required  in 
the  performance  of  their  official  duties; 

The  information  is  made  available  pursuant  to  a  subphoena  or 
court  order  directing  the  production  ofpassport  records; 

The  information  also  may  Ire  released  to  other  government 
agencies  who  have  statutory  or  other  lawful  authority  to 
maintain  such  information. 

Also  see  ‘Routine  Uses*  paragraphs  of  the  Prefatory 
Statement.  Routine  Use  ~  National  or  Internal  Security: 
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Pursuant  to  the  provisions  of  8  U SC  II OS.  the  information 
maintained  by  this  agency  in  its  system  records  is  made 
available  as  a  ‘Routine  use‘  on  a  need-  to-know  basis  to 
personnel  of  executive  departments  or  their  subordinate 
elementd,  or  other  lawful  authority  to  maintain  such 
information  in  performing  their  statutory  or  other  lawful 
functions. 

A  record  from  this  system  of  records  may  be  disclosed  as  a 
‘routine  use‘  to  a  federal  agency  in  responce  to  its  request, 
in  connection  with  the  hiring  or  retention  of  an  employee, 
the  issuance  of  a  security  clearance,  the  reporting  of  an 
investigation  of  an  employee,  the  letting  of  a  contract,  or  the 
issuance  of  a  liesence,  grant,  or  other  benefit  by  the 
requesting  agency,  to  the  extent  that  the  information  is 
relevant  and  necessary  to  the  requesting  agency’s  decision 
on  the  matter. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  hard  copy 
magnetic  computer  media 
microfilm 

Retrievability:  by  individual  name,  date,  and  place  of  birth. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individual  under  proper  escort. 
All  records  containing  personal  information  are  maintained  in 
secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees.  Access  to  information  maintained 
to  authorized  ‘Lookout  Files‘  system  of  records  is  limited  to 
authorized  employees  of  the  Passport  Office  and  of  the  Department 
of  State  responsible  for  the  maintenance  of  the  system  of  records. 

Retention  and  disposal: 

Retention  of  these  records  varies  depending  upon  the  specific 
record  involved.  They  are  retired  or  destroyed  in  accordance 
with  published  schedules  of  the  Department  of  State.  More 
specific  information  may  be  obtained  by  writing  the 
Director,  Foreign  Affairs  Document  and  reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

System  nianager(s)  and  address:  Director  of  the  Passport  Office, 
Room  600,  Department  of  State  Annex  017  1425  K  Street,  NW 
Washington,  DC  20524. 

Notification  procedure:  Individuals  who  wish  to  find  out  if  the 
Department  of  State  has  records  pertaining  to  them  should  write  to 
the  Director,  Foreign  Affairs  Etocument  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street,  NW,  Washington, 
DC  20520.  At  a  minimum,  individuals  should  include  their  name, 
date,  and  place  of  birth,  current  mailing  address  and  zip  code,  and 
their  signature.  It  may  be  mecessary  to  request  additional  informa¬ 
tion  to  make  certain  that  the  record  pertains  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Record  source  categories: 

The  individual  himself; 

References; 

Miscellaneous  communications; 

Law  Enforcement  agencies; 

Investigative  intelligence  sources; 

Investigative  security  sources; 

Foreign  governments. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)(3),  (d),  (e)(1),  (e)(4)(G),  (H).  and  (I)  and  (f).  See 
department  of  State  rules  published  on  this  same  date  in  the - 


STATE-27. 

System  name:  Personal  Property  Claims. 

System  location:  Department  of  State  Annex  02,  515  22nd  Street 
NW,  Washington,  DC  20037. 

Categories  of  individuals  covered  by  the  system:  Employees  of  the 
Department  of  State,  the  Agency  for  International  Development, 
and  the  United  States  Information  Agency,  who  have  filed  claims 
for  loss  of  personal  property. 


Categories  of  records  in  the  system:  Claims;  determination  of  the 
claim. 

Authority  for  maintenance  of  the  system:  31  U.S.C.  240-242. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  information  is  used 
to  settle  claims  for  loss  of  Personal  property. 

Information  is  made  available  to  personnel  of  the  Department  of 
State  as  may  be  required  in  the  performance  of  their  official  duties. 

The  principal  users  of  this  information  outside  the  Department  of 
State  are:  Agency  for  International  Development;  United  States  In¬ 
formation  Agency. 

Information  is  released  to  these  agencies  when  the  individual 
who  makes  the  claim  is  employed  by  such  agency. 

This  information  may  also  be  released  to  other  government  agen¬ 
cies  who  have  statutory  or  other  lawful  authority  to  maintain  such 
information. 

Also  see  ‘Routine  Uses’  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  by  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough'  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Generally  these  records  are  retained  for  2 
years.  They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Chief,  Evacuation  and  Relocation 
Staff,  Room  1890,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Office  of  Personal  Property  Claims  might  have  records  pertain¬ 
ing  to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  -Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washingotn,  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Office  of  Personal  Property 
Claims  to  be  checked.  At  a  minimum,  the  individual  must  include: 
name;  date  and  place  of  birth;  current  mailing  address  and  zip 
code;  signature;  the  approximate  date  of  the  claim. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above) 

Record  source  categories:  individual;  personnel  of  the  Department 
of  State;  insurance  companies. 

STATE-28. 

System  name:  Personality  Cross-Reference  Index  to  the  Secretariat 
Automated  Data  Index 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Government  offi¬ 
cials;  members  of  Congress;  business,  academic,  and  public  per¬ 
sons. 

Categories  of  records  in  the  system:  political-military  information; 
intelligence;  medical  information;  legal  information;  personnel  mat¬ 
ters  connected  with  the  Secretary’s  legal  responsibilities. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  81  la;  44 
U.S.C.  3101-3107;  Executive  Order  11652. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpows  of  such  uses:  These  records  are  used 
as  working  or  reference  files  by  principal  officers  of  the  Depart¬ 
ment  of  State  in  making  decisions.  Information  is  made  available  on 
a  need-to-know  basis  to  personnel  of  the  Department  of  State  as 
may  be  required  in  the  performance  of  their  official  duties.  The 
prinicipal  users  of  this  information  outside  the  Department  of  State 
arc:  White  House;  National  Security  Council.  The  information  may 
also  be  released  to  other  government  agencies  who  have  statutory 
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or  other  lawful  authority  to  maintain  such  information.  Also  see 
‘Routine  Uses'  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Magnetic  computer  media;  hard  copy;  microform. 
Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secure 
files  or  in  a  restricted  area,  access  to  which  is  limited  to  authorized 
employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from  1 
to  20  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Director,  Information  Manage¬ 
ment  Section,  Room  7241,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Personality  Cross-Reference  Index  to  the  Secretariat  Auto¬ 
mated  Data  Index  might  have  records  pertaining  to  them  should 
write  to  the  Director,  Foreign  Affairs  and  Reference  Center,  Room 
1239,  Department  of  State,  2201  C  Street  NW,  Washington,  DC 
20520.  The  individual  must  specify  that  he  wistes  the  records  of 
the  Personality  Cross-Reference  Index  to  the  Secretariat  Auto¬ 
mated  Data  Index  to  be  checked.  At  a  minimum,  the  individual 
must  include:  name;  date  and  place  of  birth;  current  mailing  ad¬ 
dress  and  zip  code;  signature;  a  brief  discription  of  the  circsum- 
stances,  including  the  approximate  dates,  which  give  the  individual 
cause  to  believe  that  the  Personality  Cross-Reference  Index  to  the 
Secretariat  Automated  Data  Index  might  have  records  pertaining  to 
him. 

Record  acces  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  Individual;  Government  agencies; 
private  citizens;  private  industry;  International  agencies;  foreign 
leaders. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (cK3),  (d),  (eKl).(eK4KG),  (H),  and  (I),  and  (0-  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 

STATE-29. 

System  name:  Personality  Index  to  the  Central  Foreign  Policy 
Records 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
are  in’  olved  in  the  establishment,  discussion,  or  definition  tA 
foreign  policy;  individuals  who  utilize  the  services  of  the  Depart¬ 
ment  of  State. 

Categories  of  records  in  the  system:  Official  record  copies  of  in¬ 
coming  and  outcoming  communications;  correspondence  with  the 
White  House,  members  of  Congress,  and  other  federal  agencies; 
Significant  correspondence  with  international,  national,  local,  and 
private  organizations  and  irulividuals;  management  studies  and  sur¬ 
veys;  memorandums  of  conversation;  instructions  to  U.S.  represen¬ 
tatives  to  international  confereiKes  a^  organizations. 

AatfaoriCy  (or  maintenance  of  the  qrstem:  22  U.S.C.  811a;  22 
U.S.C.  2658;  44  U.S.C.  3301-3314;  44  U.S.C.  3101-3107. 

Rootine  uses  of  records  maintaiaed  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  nscs:  Information  contained  in 
this  system  of  records  is  maintained  to  ensure  the  effective  ad¬ 
ministration  of  the  Department  of  State’s  foreign  policy  require¬ 
ments.  It  is  to  serve  as  a  centralized  index  to  those  individuals  in¬ 
volved  in  aU  phases  of  foreign  policy  establishment,  discussion,  and 
definition.  This  information  also  serves  as  an  accurate  record  of  in¬ 


dividuals  utilizing  the  Department’s  services,  including  those  over¬ 
seas. 

The  purpose  of  maintaining  this  information  is  to:  implement  the 
foreign  policy  of  the  United  States;  formulate  foreign  policy  recom¬ 
mendations;  evaluate  foreign  policy  performance;  conduct  diplo¬ 
matic  and  consular  activities;  administer  the  Department  of  State 
Foreign  Service,  etc. 

Information  is  made  available  on  a  need-to-know  basis  to  person¬ 
nel  of  the  Department  of  State  as  may  be  required  in  the  per¬ 
formance  of  their  official  duties.  The  principal  users  of  this  infor¬ 
mation  outside  the  Department  of  State  are:  Agency  for  Interna¬ 
tional  Development;  United  States  Information  Agency;  Arms  Con¬ 
trol  and  Disarmament  Agency;  Central  Intelligence  Agency;  Depart¬ 
ment  of  Defense;  National  Security  Council;  Congress;  Department 
of  Treasury;  Department  of  Commerce;  Department  of  Justice; 
White  House,  llie  information  may  also  be  released  to  other 
government  agencies  who  have  statutory  or  other  lawful  authority 
to  maintain  such  information.  Also  see  ‘Routine  Uses’  paragraphs 
of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Microform;  hard  copy;  magnetic  computer  media. 
Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controUed  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retired  or  destroyed  in 
accordance  with  published  schedules  of  the  Department  of  State. 
For  historical  purposes,  many  of  the  records  of  the  Central  Foreign 
Policy  Files  are  transferred  to  the  National  Archives,  where  they 
are  preserved  indefinitely.  More  specific  information  may  be  oIh 
tained  by  writing  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

System  numagerfs)  and  address:  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington,  Dc  20520. 

Notification  procedure:  Individuals  who  wish  to  find  out  if  the 
Personality  Index  to  the  Central  Foreign  Policy  Records  has  infor¬ 
mation  pertaining  to  them  should  write  to  the  Sector,  Foreign  Af¬ 
fairs  Document  and  Refernece  Center,  Room  1239,  Department  of 
State,  ^01  C  Street  NW,  Washington,  DC  20520.  At  a  minimum, 
the  individual  must  inclucte:  name;  date  and  place  of  birth;  current 
mailing  address  and  zip  code;  signature. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Department  of  State 
employees;  employees  of  foreign  affairs  agencies;  members  of  Con¬ 
gress;  officials  of  foreign  governments;  U.S.  and  foreign  publica¬ 
tions. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  fonn 
5  U.S.C.  552a  (cK3),  (d),  (eKl).(eK4KG),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  dame  date  in  the 
FEDERAL  REGISTER. 


State-30 

System  name:  Personnel  Payroll  Records 
System  location:  Department  of  State  Annex  015,  1800  N.  Kent 
StTMt,  Arlington,  Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Employees  of  the 
Department  of  State. 

Categories  of  records  in  the  qrstem:  Personnel  actions;  allotment 
r^uests;  Tax  forms;  death  claims;  bond  requests;  leave  records; 
tiro  arid  attendance  cards;  payroll  name  listings;  income  tax 
witholding  statements;  pay  cards;  health  insurance  forms;  fiscal 
documentation;  travel  authorizations;  Travel  vouchers;  Foreign  Ser¬ 
vice  annuitants;  related  correspondence. 

Authority  (or  maintenance  of  the  system:  22  U.S.C.  811a 
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Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  in  this 
system  is  used  to  prepare  an  accurate  and  complete  biweekly 
payroll  and  related  reports  which  include:  entering  change  data  into 
computerized  personnel/payroll  system;  producing  variety  of 
machine  reports  for  use  by  allotment  accountants;  issuing  biweekly 
pay  checks;  Computing  and  issuing  lump-sum  pay  checks  for  per¬ 
sonnel  seperating;  issuing  terminal  leave  payments;  confirm!^  time 
and  attendance  and  leave  date  to  assist  in  documenting  claims  for 
restored  annual  leave;  providing  leave  data  for  the  personnel  office 
to  facilitate  computing  retirment  cases.  Information  is  made  availa¬ 
ble  on  a  need-to-know  basis  to  personnel  of  the  Department  of 
State  as  may  be  required  in  the  performance  of  their  official  duties. 
The  principal  users  of  this  information  outside  the  Department  of 
State  are:  Federal,  State,  and  city  governments  are  issued  tax  re¬ 
ports;  Internal  Revenue  Service  is  sent  tax  witholding  data  and  W-2 
forms;  Civil  Service  Commission  receives  the  total  record  of 
deductions;  Other  government  agencies  for  which  the  Washington 
Finance  Center  provides  payroll  services  are  sent  payroll  data:  De¬ 
partment  of  Agriculture;  Department  of  Commerce;  Library  of 
Congress;  Department  of  Defense;  Department  of  Treasury; 
Federal  Aviation  Administration;  ACTION;  United  States  Informa¬ 
tion  Agency;  Department  of  Health,  Education,  and  Welfare; 
United  States  Battle  Monuments.  Information  relating  to  GAO 
Direct  Settlement  Travel/Transportation  cases  is  available  to  GAO. 
The  information  may  also  be  released  to  other  government  agencies 
who  have  statutory  or  other  lawful  authority  to  maintain  such  infor¬ 
mation.  Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy  microfiche;  magnetic  computer  media. 
Retrievability:  By  indivdual  name;  By  social  security  number.  * 
Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured,  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from  3 
to  55  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State,  More  specific  information 
may  be  obtained  by  writing  to  the  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520. 

System  managerfs)  and  address:  Director,  Financial  Services  Divi¬ 
sion,  Room  66MD,  Department  of  State  Annex  015,  1800  N.  Kent 
Street,  Arlington,  Virginia  22209. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  Financial  Services  might  have  records  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Elepartment  of  State,  2201  C 
Street  NW,  Washington,  DC  20520.  The  individual  must  specify 
that  he  wishes  the  records  of  the  Office  of  Financial  Services  to  be 
checked.  At  a  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
approximate  dates  of  employment  with  the  Department  of  State. 
Because  the  Personnel  Payroll  Records  are  systematically  arranged 
according  to  Social  Security  Number,  it  is  requested  that  the  in¬ 
dividual  include  his  social  security  number  to  facilitate  a  thorough 
search  of  the  system. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 
Cootestiug  record  procedures:  (See  above.) 

Record  source  categories:  the  individual. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (eKD.  (eK4)  (G),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 


State-31 

System  name:  Personnel  Records. 


System  location:  Department  of  State,  2201  C  St.  NW,  Washing¬ 
ton,  DC  20520;  Department  of  State  Annex  06,  1700  N.  Lynn  St., 
Arlington,  Va.  222(19;  Department  of  State  Annex  012,  1975  Florida 
Ave.,  NW,  Washington,  DC.;  Department  of  State  Annex  015,  1800 
Kent  St.,  Arlington,  Va.  22209;  U.S.  Mission  to  United  Nations, 
799  UN  Plaza,  New  York,  N.Y.  10017;  National  Personnel  Records 
Center,  111  Winnebago  St.  St.  Louis,  Mo.  63118; 

Categories  of  individuals  covered  by  the  system:  Department  of 
State  employees  (current  and  former;  domestic  and  Foreign  Ser¬ 
vice).  applicants  for  employment  with  Department  of  State; 
prospective  alien  spouses  of  Department  of  State  employees;  Em¬ 
ployees  of  other  F^eral  Agencies  on  detail  to  Department  of  State; 
employees  of  U.S.  Mission  to  United  Nations,  UN  specialized 
agencies,  and  other  international  organizations  (including  Depart¬ 
ment  of  State  employees  detailed  or  seconded  to  such  organiza¬ 
tions.) 

Categories  of  recoriis  in  the  system:  Official  personiiel  files 
(including  Civil  Service,  Foreign  Service  and  USUN  employees); 
performance  records  (Foreign  Service  ratings,  development  ap¬ 
praisal  reports,  score  cards,  and  related  correspondence);  career 
development  and  counseling  records  (including  training  and  assign¬ 
ment  records);  technician  file  (travel,  tour  of  duty,  home  leave 
eligibility,  etc.);  informal  greivances  files  (Civil  Service  and  Foreign 
Service);  suitability  files  (Civil  Service  and  Foreign  Service); 
recruitment  and  employment  files  (including  unsuccesful  applicants, 
BEX  and  Junior  Officer  Trainee  candidates,  outside  hires,  reap¬ 
pointments,  processing  records  and  card  files);  promotion,  upward 
mobility,  and  conversion  files  (Civil  Service  merit  promotion, 
threshold.  Mustang,  lateral  entry,  and  FAS  programs);  retirement, 
annuitant,  and  external  placement  files  (Civil  Service  and  Foreign 
Service);  title  and  rank.  Presidential  commission  records;  marriage 
to  foriegn  national  (applications/notices  of  intent  of  Foreign  Service 
employees);  service  record  cards  (Civil  Service  and  Foreign  Ser¬ 
vice);  employee  awards,  blood  donor  records;  computer  printouts 
from  automated  personnel  system  (alphalist,  staffing  patterns.  Per¬ 
sonnel  Audit  Reports  and  abstracts  panel  books,  etc.); 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301-302;  22 
U.S.C.  811a,  986-9%;  E.O.  11264,  January  1,  1966;  E.O.  11434,  Au¬ 
gust  1968;  E.O.  10651,  September  13,  1954. 

Routine  uses  of  records  maintained  in  the  system,  inciuding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  made 
avaiable  on  a  need-to-know  basis  to  personnel  within  the  Depart¬ 
ment  of  State  as  may  be  required  in  the  performance  of  their  offi¬ 
cial  duties,  such  as  reveiw  in  connection  with  appointments,  trans¬ 
fers,  details,  promotions,  training,  reassignments,  disciplinary  or 
adverse  actions,  grievances,  operations  of  the  automated  personnel/ 
payroll  and  Foreign  Service  Anniutant  systems,  and  the  preparation 
of  the  statistical  reports,  analyses,  and  other  by-products  of  these 
systems.  The  principal  users  of  this  information  outside  the  Depart¬ 
ment  of  State  are:  The  Civil  Service  Commission  in  connection 
with  periodic  reviews  or  audits  of  Civil  Service  employee  files  and 
programs,  examination  of  Civil  Service  employee  files  and  pro¬ 
-ams,  examinations  of  Civil  Service  employee  complaints  regard¬ 
ing  the  validity  of  specific  documents  in  an  individual’s  personnel 
record,  providing  data  for  the  automated  Cenral  Personnel  Date 
File  ((i;PDF)  or  to  update  the  Federal  Automated  Career  System 
(FACS)  or  Executive  Inventory  File,  or  other  purposes  under  E.O. 
10561.  Persinnel  offices  on  other  Federal  agencies  as  the  result  of 
the  actual  or  potential  transfer  or  detail  of  Department  of  State  em¬ 
ployees  to  such  ^encies.  Adminstrative  or  personnel  offices  in  in¬ 
ternational  organizations  as  the  result  of  secondment  or  considera¬ 
tion  of  secondment  of  Department  of  State  employees  to  such  or¬ 
ganizations.  Academic  institutions  to  which  Departmet  of  State  em¬ 
ployees  may  be  assigned  for  long-term  training  (profiles  only.)  At¬ 
torneys,  EEO  investigators/counselors  or  union  representatives 
designated  by  employees  to  represent  them  in  grievance,  appeal,  or 
litigation  cases.  Accredited  investigation  agents  of  other  Federal 
agencies.  National  Personnel  Records  Center  and  Washington  Na¬ 
tional  Reoerds  Center  Staffs  upon  retirement  of  inactive  personnel 
records  to  these  centers.  Other  government  agencies  (including 
State  and  local),  and  private  organizations,  institutions  or  indiv- 
duals  to  verify  employment  and  to  request  record  or  credit  checks. 
Representatives  of  medical  organizations  to  review  qualifications  of 
technicians  in  connection  with  accrediting  the  Department’s  medi¬ 
cal  laboratory.  Current  and  former  Department  of  State  employees 
to  review  their  own  personnel  records.  The  President  of  the  United 
States,  the  Executive  Office  of  the  President  and  legislative  and  ap¬ 
propriations  committees  of  theU.S.  Congress  charged  with  con¬ 
sideration  of  legislation  and  appropriations  for  the  Foreign  Service, 
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representatives  duly  authorized  by  such  committees.  Also  “see 
‘Routine  Us?s‘  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microfilm;  magnetic  computer  media. 
Retrievability:  By  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  through  background  security  investigation.  Access  to  the 
Department  of  State  Building  its  annexes,  and  the  U.S.  Mission  to 
the  United  Nations,  is  controlled  by  security  guards,  and  admission 
is  limited  to  those  individuals  possessing  a  v^d  identification  card 
or  individuals  under  proper  escort.  All  records  containing  personal 
information  personal  invormation  are  maintained  in  lockable  metal 
file  cabinets  or  secured  rooms,  access  to  which  is  limited  to 
authorized  employees. 

Retention  and  disposal:  Rentention  of  these  records  varies  from  1 
to  IS  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  General  Records 
Schedules  issued  by  the  National  Archives  and  Records  Service 
and  approved  records  control  schedules  of  the  Department  of  State. 
More  specific  information  may  be  obtained  by  writing  to  the 
Director,  Foreign  Affairs  Document  and  Reference  Center,  Room 
1239,  Department  of  State,  2201  C  Street  NW,  Washington,  DC 
20520. 

System  manager(s)  and  address:  Director  of  Personnel,  Room 
7331,  Department  of  State,  2201  C  Street  NW,  Washington,  DC 
20520. 

Notification  procedure:  Individuals  who  wish  to  find  out  if  the 
Department  of  State  has  personnel  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  At  a  mimimum,  an  individual  should 
include:  name;  date  and  place  of  birth;  approximate  dates  of  emply- 
ment  with  the  Department;  current  mailing  address  and  zip  code; 
signature.  It  may  be  necessary  to  request  additional  information  to 
make  certain  that  the  record  pertains  to  the  individual.  In  the  case 
of  former  Department  of  State  employees  whose  official  personnel 
folders  have  been  retired  to  the  National  Personnel  Records  Center 
in  St.  Louis,  the  individual's  social  security  number  is  the  key 
identifier  for  retrieving  the  folders. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center  (address  above), 
(see  address  above). 

Contesting  record  procedures:  (See  above.) 

Record  source  categories: 

The  individual  employee  or  former  employee;  previous  em¬ 
ployers;  employee  supervisors;  foreign  Service  inspectors;  em¬ 
ployee  counselors,  placement  officers,  personnel  technicians;  per¬ 
sonnel  and  payroll  officers.  Operating  Systems  Division 
(PER/MGT/OS),  and  Information  Systems  Office  (O/ISO);  employ¬ 
ment  Division  ,  Board  of  Examiners  for  the  Foreign  Service,  (Office 
of  Security,  Medical  Division,  Legal  Adviser’s  Office,  Foreign  Ser¬ 
vice  Institute;  Colleges  and  universites.  Armed  Forces  academic  in¬ 
stitutions,  Educational  Testing  Service;  U.S.  Employment  Service 
and  other  authorized  agencies  administering  pre-employment  cleri¬ 
cal  tests;  U.S.  Civil  Service  Commission  smd  other  Federal  agen¬ 
cies;  Prospective  alien  spouses  of  Foreign  Service  employees; 
Hearing  examiners,  grievance  and  appeals  boards,  affidavits, 
testimony  of  witnesses,  etc. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (c)  (3),  (d),  (eXD  (e)  (4)  (G),  (H),  and  (I),  and  (0-  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 


State  32. 

System  lume:  Personnel  Travel  Records. 

System  locatioo:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees  of  the 
Department  of  State. 

Categories  of  records  in  the  system:  Personnel  action  and 
authorizadon  of  official  travel;  correspondence  relating  to  shipment 
and  storage  of  effects;  related  correspondence. 


Authority  for  maintenance  of  the  system:  22  U.S.C.  811a;  22 
U.S.C.  1136-1159. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  purpose  of  maintain¬ 
ing  this  system  of  records  is  to  keep  accurate  accounting  of  person¬ 
nel  travel.  Information  is  made  available  on  a  need-to-know  basis  to 
personnel  of  the  Department  of  State  as  may  be  required  in  the 
performance  of  thier  official  duties.  The  principal  user  of  this  infor¬ 
mation  outside  the  Department  of  State  is  the  General  Accounting 
Office.  The  information  may  also  released  to  other  government 
agencies  who  have  statutory  or  other  lawful  authority  to  maintain 
such  information.  Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory 
Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  ice 
Storage:  Hard  copy. 

Retrievability:  By  indivdual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  valid  identification  card  or  individuals  under  proper  escort. 
All  records  containing  personal  information  are  maintained  in 
secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  approximately 
7  years  depending  upon  the  specific  kind  of  record  involved.  They 
are  retired  or  destroyed  in  accordance  with  published  schedules  of 
the  Department  of  State.  More  specific  information  may  be  ob¬ 
tained  by  writing  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Director,  Office  of  the  Budget, 
Room  1332,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  the  Budget  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  the  Budget  to  be  checked.  At  a 
minimum,  the  individual  must  include:  name;  date  and  place  of 
birth;  current  mailing  address  and  zip  code;  signature;  approximate 
date  of  the  individual’s  travel  with  the  Department  of  State. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  D(Kument  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington,  DC  20520. 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  Personnel  Office  of  the 
Department  of  State;  Central  Accounting  Office  of  the  Department 
of  State;  employment  and  recruiting  officers  of  the  Department  of 
State. 


State33. 

System  name:  Protocol  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Cat^ories  of  individuals  covered  by  the  system:  Individuals 
receiving  gifts/decorations  from  foreign  governments;  individuals 
invited  to  official  state  functions. 

Categories  of  records  in  the  system:  Description  of 
gifts/decorations  received  from  foreign  governments;  donors;  guest 
lists;  type  of  function;  address  and  occupation  of  the  individual; 
sample  invitations. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  2621-2625. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  as  an  accounting  of  those  U.S. 
government  officials  receiving  gifts/decorations  from  foreign 
governments  and  to  record  for  historical  purposes  the  names  of 
those  inctividuals  invited  to  and  attending  official  state  functions. 
Information  is  made  available  on  a  need-to-know  basis  to  personnel 
of  the  Department  of  State  as  may  be  required  in  the  performance 
of  their  official  duties.  The  principal  users  of  this  information  out- 
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side  the  Department  of  State  are:  Executive  Office  of  ^e  Pre¬ 
sident;  Congress;  Media  organizations;  general  public.  The  informa¬ 
tion  may  also  be  released  to  other  government  agencies  who  have 
statutory  or  other  lawful  authority  to  maintain  such  information. 
Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microfilm. 

Retrievability:  by  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  investigation.  Access  to  the  Depart¬ 
ment  of  State  building  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individuals  possessing  a 
valid  indentification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authoricd  employees. 

Retention  and  disposal:  These  records  are  retained  permanently. 
They  arc  retired  in  accordance  with  published  schedules  of  the  De¬ 
partment  of  state.  More  specific  information  may  be  obtained  by 
writing  the  Director,  Foreign  Affairs  Document  and  Reference 
Center,  Rpom  1239,  Department,  2201  C  Street  NW,  Washington, 
IX:  20520. 

System  manager(s)  and  address:  Assistant  Cheif  of  Protocol  for 
Administration,  Room  1238,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  Protocol  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  Protocol  to  be  checked.  At  a 
minimum,  the  individual  must  include:  name;  date  and  place  of 
birth;  current  mailing  address  and  zip  code;  signature  signature;  a 
brief  description  of  the  circumstances,  including  the  approximate 
dates  which  give  the  individual  cause  to  believe  that  the  Office  of 
Protocol  might  have  records  pertaining  to  him  or  her. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  employers;  Public 
references;  Other  officials  in  the  Department  of  State;  Other 
government  agencies;  Other  public  and  professional  institutions 
possessing  relevant  information. 

State33. 

System  name:  Protocol  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Individuals 
receiving  gifts/decorations  from  foreign  governments;  individuals 
invited  to  official  state  functions. 

Categories  of  records  in  the  system:  Description  of 
gifts/decorations  received  from  foreign  governments;  donors;  guest 
lists;  type  of  function;  address  and  occupation  of  the  individual; 
sample  invitations. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  2621-2625. 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  as  an  accounting  of  those  U.S. 
government  officials  receiving  gifts/decorations  from  foreign 
governments  and  to  record  for  historical  purposes  the  names  of 
those  individuals  invited  to  and  attending  official  state  functions. 
Information  is  made  available  on  a  need-to-know  basis  to  personnel 
of  the  Department  of  State  as  may  be  required  in  the  performance 
of  their  orficial  duties.  The  principal  users  of  this  information  out¬ 
side  the  Department  of  State  are:  Executive  Office  of  the  Pre¬ 
sident;  Congress;  Media  organizations;  general  public.  The  informa¬ 
tion  may  also  be  released  to  other  government  agencies  who  have 
statutory  or  other  lawful  authority  to  maintain  such  information. 
Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microfilm. 


Retrievability:  by  individual  name  * 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  investigation..  Access  to  the  Depart¬ 
ment  of  State  building  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individuals  possessing  a 
valid  indentification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authoried  employees. 

Retention  and  disposal:  These  records  are  retained  permanently. 
They  are  retired  in  accordance  with  published  schedules  of  the  De¬ 
partment  of  state.  More  specific  information  may  be  obtained  by 
writing  the  Director,  Foreign  Affairs  Document  and  Reference 
Center,  Room  1239,  Department,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  manager(s)  and  address:  Assistant  Cheif  of  Protocol  for 
Administration,  Room  1238,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Office  of  Protocol  might  have  records  pertaining  to  them 
should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Office  of  Protocol  to  be  checked.  At  a 
minimum,  the  individual  must  include:  name;  date  and  place  of 
birth;  current  mailing  address  and  zip  code;  signature  signature;  a 
brief  description  of  the  circumstances,  including  the  approximate 
dates  which  give  the  individual  cause  to  believe  that  the  Office  of 
Protocol  might  have  records  pertaining  to  him  or  her. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  employers;  Public 
references;  Other  officials  in  the  Department  of  State;  Other 
government  agencies;  Other  public  and  profession^  institutions 
possessing  relevant  information. 

State-34 

System  name:  Public  Affairs  Applicants  Records 
System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
have  participated  or  applied  for  participation  in  Scholar/Executive- 
Diplomat  Seminar  Program;  individuals  who  have  participated  or 
applied  for  participation  in  the  Department’s  work-Study  Program. 

Categories  of  records  in  the  system:  individual’s  name,  address, 
and  telephone  number;  biographic  information;  recommendations; 
evaluations  of  intership. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  811a. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpo^  of  such  uses:  This  system  or  records  is 
maintained  to  select  individuals  for  participation  in  the 
Scholar/Executive-Diplomat  Seminar  Program  and  the  Work-Study 
Program.  Information  is  made  available  on  a  need-to-know  basis  to 
personnel  of  the  Department  of  State  as  may  be  required  in  the 
performance  of  their  official  duties.  A  participant  in  the  Work- 
Study  Program  may  request  that  the  Department  forward  a  copy  of 
his  or  her  evaluation  to  a  potential  employer.  The  information  may 
also  be  released  to  other  government  agencies  who  have  statutory 
or  other  lawful  authority  to  maintain  such  information.  Also  see 
‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  These  records  are  retained  for  approxi¬ 
mately  3  years.  They  are  retired  or  destroyed  in  accordance  with 
published  schedules  of  the  E>epartment  of  State.  More  specific  in- 
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formation  may  be  obtained  by  writing  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  Room  1239,  Department  of  State, 
2201  C  Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address:  Chief,  Conferences  &  Seminars 
Division 

Bureau  of  Public  Affairs  • 

2201  C  St.  NW  Washington,  D  C.  20520 
Notification  procedure:  Individuals  who  has  reason  to  believe  that 
the  Bureau  of  Public  Affairs  have  records  pertaining  to  them 
should  write  to  the  Director.  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street, 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Bureau  of  Public  Affairs  to  be  checked. 

At  a  minimum,  the  individual  must  include:  name;  date  and  place 
of  birth;  current  mailing  address;  signature;  approximate  dates  on 
which  the  individual  applied  for  participation  or  participated  in  the 
Scholar/Executive-Dipiomat  Seminar  Program  or  the  Work  Study 
Program. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  (acuity  members; 
academic  institutions; 

State-35. 

System  name:  Public  Affairs  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520  or;  Department  of  State  Annex  02,  515  22nd 
Street  NW,  Washington,  DC  20037. 

Categories  of  individuals  covered  by  the  system:  Individuals 
receiving  correspondence  drafted  by  the  Bureau  of  Public  Affairs; 
Indviduals  requesting  access  to  Department  of  State  records  or  to 
information  derived  from  these  records;  individuals  requesting  in¬ 
formation  under  the  Freedom  of  Information  Act. 

Categories  of  records  in  the  system:  Correspondence  between  the 
Department  of  State  and  the  individual;  correspondence  between 
the  Department  of  State  and  other  federal  agencies  concerning 
requests  for  information;  Correspondence  between  the  Bureau  of 
Public  Affairs  and  other  bureaus  within  the  Department  concerning 
requests  for  information;  Correspondence  between  the  Bureau  of 
Public  Affairs  and  other  offices  within  the  Department  or  other 
federal  agencies  regarding  required  security  clearances  of  individual 
researchers  or  concerning  the  clearance  of  classified  and  restricted 
material  which  these  researchers  consulted. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  552 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  concerning 
individuals  receiving  letters  drafted  by  the  Bureau  of  Public  Affairs 
is  used  for  reference  in  further  correspondence  with  the  same  sub¬ 
jects.  Information  concerning  individuals  requesting  access  to  (De¬ 
partment  of  State  records  is  used  in  dealing  with  requests  for  ac¬ 
cess  to  classified  or  restricted  material  and  in  making  appropriate 
arrangements  for  such  access  This  information  may  also  be  used  to 
coordinate  decisions  on  access  to  records  with  other  Federal  agen¬ 
cies  which  have  custody  of  Department  of  State  records  or  which 
share  vtth  the  Department  responsibility  for  deciding  on  access  to 
certain  categories  of  records.  Information  concerning  individuals 
requesting  information  under  the  Freedom  of  Information  Act  is 
used  to  provide  information  on  such  requests  as  required  by  Con¬ 
gress,  to  keep  account  of  cases  as  they  circulate  through  the  De¬ 
partment,  and  to  write  reports  to  Congress  and  the  Interagency 
Classification  Review  Committee.  These  records  may  also  be 
requested  by  the  public.  Information  is  made  available  on  a  need- 
to-know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  official  duties.  The  principal 
users  of  this  information  outside  the  Department  of  State  are:  Con¬ 
gress;  Interagency  Classification  Review  Committee.  This  informa¬ 
tion  may  also  be  released  to  other  government  agencies  who  have 
statutory  or  other  lawful  authority  to  maintain  such  information. 
Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  Magnetic  computer  media. 

Retrievability:  By  individual  name. 


Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  depend¬ 
ing  upon  the  specific  kind  of  record  involved.  They  are  retired  or 
destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  managerfs)  and  address:  Director,  Historical  Office,  Bu¬ 
reau  of  Public  Affairs  Dept,  of  State,  Washington,  D.C.  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Bureau  of  Public  Affairs  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Bureau  of  Public  Affmrs  to  be  checked. 
At  a  minimum,  the  individual  must  include:  name;  date  and  place 
of  birth;  current  mailing  address;  signature;  approximate  dates  on 
which  the  individual  requested  information  under  the  Freedom  of 
Information  Act,  requested  access  to  Department  of  State  records 
or  to  information  derived  from  these  records,  received  correspon¬ 
dence  from  the  Department  of  State. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 

Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  indivdual;  offices  within  the  De¬ 
partment  of  State;  other  federal  agencies;  individuals  writing  letters 
of  reference. 


State-36 

System  name:  Security  Records 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  individuals  covered  by  the  system:  Employees  and 
former  employees  of  the  Dep^utment  of  State;  applicants  for  De¬ 
partment  employment  who  have  been  or  are  presently  being  in¬ 
vestigated;  contractors  working  for  the  Department;  recipients  of 
Cultural  Grants;  individuals  requiring  access  to  the  official  Depart¬ 
ment  of  State  premises  who  have  undergone  or  are  undergoing 
security  clearance;  indivdiuals  involved  in  matters  of  passport  and 
visa  fraud,  munitions  control,  unauthorized  access  to  classifed  in¬ 
formation,  and  ahen  prospective  spouses  of  American  personnel  of 
the  Department  of  State;  individuals  whose  activities  have  a  poten¬ 
tial  bearing  on  the  security  of  Departmental  or  Foreign  Service 
operations.  In  addition,  security  files  contain  information  needed  to 
provide  protective  services  for  the  Secretary  of  State  and  visiting 
foreign  dignitaries  and  heads  of  state,  and  to  protect  the  Depart¬ 
ment’s  official  premises.  There  are  also  information  copies  of  in¬ 
vestigations  of  individuals  conducted  abroad  at  the  request  of 
Federal  agencies.  Finally,  security  files  contain  documents  and  re¬ 
ports  furnished  to  the  Department  by  other  agencies  concerning  in¬ 
dividuals  whose  activities  ihe  other  agencies  may  have  a  bearing  on 
U.S.  foreign  policy  interests. 

Categories  of  records  in  the  system:  Investagtory  material  relating 
to  any  category  of  individual  described  above;  appUcations  for  em¬ 
ployment;  intelligence  reports;  fingerprints;  photographs;  internal 
memorandums. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  7311  and  7531- 
33;  8  U.S.C.  1104;  18  U.S.C.  Ill,  112,  201,  202,  1114,  116,  117, 
1541,  1542,  1543,  1544,  1546;  22  U.S.C.  211a,  846,  911,  2454,  and 
2667;  Executive  Order  10450;  Executive  Order  11652;  Executive 
Order  19865:  22  CFR  Subchapter  M. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  made 
available  on  a  need-to-know  basis  to  personnel  of  the  Department 
of  State  as  may  be  required  in  .the  performance  of  their  ofheial  du¬ 
ties.  The  principal  users  of  this  information  outside  the  Department 
of  State  are:  l^partment  of  Treasury;  Civil  Service  Commission; 
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Agency  for  International  Development;  U.S.  Information  Agency; 
Arms  Control  and  Disarmament  Agency;  U.S.  Secret  Service;  Im¬ 
migration  and  Naturalization  Service;  Department  of  Defense;  Cen¬ 
tral  Intelligence  Agency;  Department  of  Justice;  National  Security 
Agency;  Drug  Enforcement  Adminstration;  Any  other  Federal 
agency  inquiring  pursuant  to  law  or  Executive  Order  in  order  r  Ex¬ 
ecutive  Order  in  order  to  make  a  determination  of  general  suitabili¬ 
ty  for  employment  or  retention  in  employment,  for  granting  a  con¬ 
tract  or  issuing  a  license  or  grant,  or  for  issuance  of  a  security 
clearance;  any  other  Federal,  state,  or  municipal  law  enforcement 
agency  for  law  enforcement  purposes;  any  other  agency  or  Depart¬ 
ment  of  the  Federal  government  pursuant  to  statutory  intelligence 
responsibilities  or  other  lawful  purposes;  any  other  agency  or  De¬ 
partment  of  the  Executive  Branch  having  oversight  or  review 
authority  with  regard  to  its  investigative  responsibilites;  to  extent 
necessary  to  identify  the  individual  adequately,  to  any  other  record 
custodian  in  order  to  obtain  information  relevant  to  a  legitimate  in¬ 
vestigative  or  intelligence  interest  of  the  Department  of  State.  The 
information  may  also  be  released  to  other  government  agencies 
who  have  statutory  or  other  lawful  authority  to  maintain  such  infor¬ 
mation.  Also  see  ‘Routine  Uses*  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  microfilm;  microfiche; 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  security  investigation.  Access  to  the  Depart¬ 
ment  of  State  building  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individual  possessing  a 
valid  identification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  restricted  area,  access  to  which  is  limited  to 
authorized  employees,  is  limited  to  authorized. 

Retention  and  disposal:  Retention  of  these  records  varies,  de¬ 
pending  upon  the  specific  kind  of  record  involved.  They  are  retired 
or  destroyed  in  accordance  with  published  schedules  of  the  Depart¬ 
ment  of  State.  More  specific  information,  may  be  obtained  by  writ¬ 
ing  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

System  manager(s)  and  address:  Deputy  Assistant  Secretary  for 
Security,  Room  2513,  Department  of  State,  2201,  C  Street,  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  wish  to  find  out  if  the  the 
Department  of  State,  Office  of  Security,  has  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington,  DC  20520.  At  a  minimum,  the  individual  must  in¬ 
clude:  name;  date  and  place  of  birth;  current  mailing  address  and 
zip  code;  signature. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  persons  having 
knowledge  of  the  indivdual;  persons  having  knowledge  of  incidents 
or  other  matters  of  investigative  interest  to  the  Department;  per¬ 
tinent  .ecords  of  other  federal  state,  or  local  agencies  or  foreign 
governments;  public  sources. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C  552a  (c)  (3),  (d),  (e)(1),  (e)  (4)  (G),  and  (H),  and  (I),  and  (f). 
See  Department  of  State  rules  published  on  this  same  date  in  the  — 

- - .  Pursuant  to  Section  (j)(2)  of  the 

Act,  records  compiled  by  the  Passport  and  Bisa  Fraud  Branch  of 
the  Office  of  Security  may  be  exempted  from  the  requirements  of 
any  part  of  the  Act  except  subsections  (b),  (c)(1)  and  (2),  (eK4)(A) 
through  (F),  (eX6),  (7),  (9),  (10),  and  (11),  and  (i)  to  the  extent 
necessary  to  assure  the  effective  completion  of  the  investigative 
and  judicial  processes.  17;vistin 
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System  name:  Translators  and  Interpreters  Records. 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 


Categories  of  individuals  covered  by  the  system:  Individuals  who 
have  contracted  with  the  Department  of  State  to  provide  various 
linguistic  and  other  services. 

Categories  of  records  in  the  system:  Contract  itself;  biographical 
sketches  of  the  contractors;  other  information  relating  to  contract 
award  and  performance. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  811a 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  on  these 
records  is  maintained  to  facilitate  the  procurement  and  effective 
performance  of  translators  and  interpreters  who  serve  a  vital  func¬ 
tion  in  the  Department’s  foreign  policy  requirements.  Information  is 
made  available  on  a  need-to-know  basis  to  personnel  of  the  Depart¬ 
ment  of  State  as  may  be  required  in  the  performance  of  their  offi¬ 
cial  duties.  The  principal  users  of  this  information  outside  the  De¬ 
partment  of  State  are  potential  employers,  credit  institutions,  rental 
offices,  etc.;  requesting  verification  of  employment  and/or  earnings. 
The  information  may  also  be  released  to  other  government  agencies 
who  have  statutory  or  other  lawful  authority  to  maintain  such  infor¬ 
mation.  Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from  5 
to  6  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20520. 

System  manager(s)  and  address*  Deputy  Assistant  Secretary  for 
Operations,  Room  1417,  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Language  Services  Division  might  have  records  pertaining  to 
them  should  write  to  the  Director,  Foreign  Affairs  D^ument  and 
RefErence  Center,  Room  1239,  Department  of  State  2201  C  Street 
NW,  Washington,  DC  20520.  The  individual  must  specify  that  he 
wishes  the  records  of  the  Language  Services  Division  to  be 
checked.  At  a  minimum,  the  individual  must  include:  name;  date 
and  place  of  birth;  current  mailing  address  and  zip  code;  signature; 
a  brief  description  of  the  circumstances,  including  the  approximate 
dates,  which  give  the  individual  cause  to  believe  that  Language  Ser¬ 
vices  Division  might  have  records  pertaining  to  him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above.) 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  end-users  of  the  con¬ 
tracted  services;  various  employees  of  the  contracting  office. 

State-38 

System  name:  Vendor  Records 

System  location:  Supply  and  Transportation  Division,  Room  532, 
Department  of  State  Annex  06,  17()0  N.  Lynn  Street,  Arlington, 
Virginia  22209. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
have  contracted  with  the  Department  of  State  to  provide  various 
supplies  and  other  services. 

Categories  of  records  in  the  system:  The  contract  itself;  biographi¬ 
cal  sketches  of  the  contractors;  requisitions;  invitations  to  bid; 
specifications;  bids;  Bid  abstracts;  contract  provisions;  award  docu¬ 
ments;  other  information  relating  to  contract  award  and  per¬ 
formance. 

Authority  for  maintenance  of  the  system:  31  U.S.C.  67(b);  41 
U.S.C.  257 
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Routine  uses  of  records  maintained  in  the  system,  incinding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  primarily  for  auditing  and  budgetary 
purposes.  Information  is  made  available  on  a  need-to-know  basis  to 
personnel  of  the  Department  of  State  as  may  be  required  in  the 
performance  of  their  official  duties.  The  principal  users  of  this  in¬ 
formation  outside  the  Department  of  State  are:  General  Accounting 
Office;  Armed  Services  Board  of  Contract  Appeals.  The  informa¬ 
tion  may  also  be  released  to  other  government  agencies  who  have 
statutory  or  other  lawful  authority  to  maintain  such  information. 
Also  see  ‘Routine  Uses*  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  rctainhig, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy 
Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secured  file  cabinets  or  in  a  restricted  area,  access  to  which  is 
limited  to  authmized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from  3 
to  8  years,  depending  upon  the  specific  kind  of  record  involved. 
They  are  retired  or  destroyed  in  accordance  with  published 
schedules  of  the  Department  of  State.  More  specific  information 
may  be  obtained  by  writing  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201  C 
Street  NW,  Washington,  DC  20S20. 

System  managerfs)  and  address:  Deputy  Assistant  for  Operations, 
Room  1417,  Department  of  State,  2201  C  Street  NW,  Washington, 
DC  20520. 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Supply  and  Transportation  Division  might  have  records 
pertaining  to  them  should  write  to  the  Director,  Foreign  Affairs 
Document  and  Reference  Center,  Room  1239,  Department  of  State, 
2201  C  Street  NW,  Washington,  DC  20520.  The  individual  must 
specify  that  he  wishes  the  records  of  the  Supply  and  Transportation 
Division  to  be  checked.  At  a  minimum,  the  individual  must  include; 
name;  date  and  place  of  birth;  current  mailing  address  and  zip 
code;  signature;  the  type  of  supply/service  contracted  to  the  De¬ 
partment  of  State  and  the  approximate  dates  during  which  contrac¬ 
tual  arrangement  was  effective. 

Record  acces  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (Address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individual;  end-users  of  the  con¬ 
tracted  services;  various  employees  of  the  contracting  office. 


State-39 

System  name:  Visa  Records 

System  location:  The  Visa  Office,  Department  of  State  Annex  02, 
Room  713,  515  22nd  Street  NW,  Washington,  DC  20037;  Depart¬ 
ment  of  State,  2201  C  Street  NW.  Washington,  DC  20520;  overseas 
posts. 

Categories  of  individuals  covered  by  the  sysfm:  Individuals  who 
have  applied  for  visas;  aliens  who  may  be  ineligible  to  receive 
visas. 

Categories  of  records  in  the  qrstem:  visa  applications;  letters  from 
interested  parties;  communications  between  the  Visa  Office  and 
consulates,  other  U.S.  Government  agencies,  international  organiza¬ 
tions,  and  foreign  missions  regarding  the  eligibility,  issuance, 
revalidation,  and  extension  of  visas. 

Authority  for  maintenance  of  the  system:  8  U.S.C.  1101-1503 

Routine  uses  of  records  maintained  in  the  system,  incinding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  in  this 
system  is  used  to  assist  consular  officers  overseas  in  dealing  with 
problems  of  a  legal,  technical  or  procedural  nature  that  may  arise  in 
considering  an  application  of  a  U.S.  visa.  Information  is  made 
available  on  a  need-to-know  basis  to  personnel  of  the  Department 
of  State  as  may  be  required  in  the  performance  of  their  x>fficial  du¬ 
ties.  The  principal  users  of  this  information  outside  the  Departmnt 
of  State  are:  Immigration  and  Naturalization  Service  to  coordinate 


the  issuance  of  visas;  Department  of  Justice;  Department  of  Labor; 
Central  Intelligence  Agency;  National  Aeronautics  and  Space  Ad¬ 
ministration;  Department  of  Defense;  Congress.  Unclassified  infor¬ 
mation  is  released  to  interested  persons  inquiring  as  to  the  status  of 
a  particular  visa  case.  The  information  may  also  be  released  to 
other  government  agencies  who  have  statutory  or  other  lawful 
authority  to  mainbun  such  information.  Also  see  ‘Routine  Uses* 
paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Hard  copy;  magnetic  computer  media; 

Retrievability:  By  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  security  investigation.  Access  to  the  Depart¬ 
ment  of  State  budding  and  its  annexes  is  controlled  by  security 
guards,  and  admission  is  limited  to  those  individuals  possessing  a 
valid  identification  card  or  individuals  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authorized  employees. 

Retention  and  disposal:  Retention  of  these  records  varies  from 
one  year  to  an  in^finite  period  of  time,  depending  upon  the 
specific  kind  of  record  involved.  They  are  retired  or  destroyed  in 
accordance  with  pid>lished  schedules  of  the  Department  of  State. 
More  specific  information  may  be  obtained  by  writing  to  the 
Director,  Foreigt.  Affairs  Document  and  Reference  Center,  Room 
1239,  Department  of  State,  2201  C  Street  NW,  Washington,  DC 
20520. 

System  managcr(s)  and  addres:  Director,  Visa  Office,  Room  800, 
Department  of  State  Annex  02,  515  22nd  Street  NW,  Washington, 
DC  20037. 

Notification  procedure:  Individuals  who  have  cause  to  believe  that 
the  Visa  Office  might  have  records  pertaining  to  them  should  write 
to  the  Director,  Foreign  Affairs  Document  and  Reference  Center, 
Room  1239,  Depart^nt  of  State,  2201  C  Street  NW,  Washington, 
DC  20520.  The  individual  must  specify  that  he  wishes  the  records 
of  the  Visa  Office  to  be  checked.  At  a  minimum,  the  individual 
must  iiKlude:  name;  date  and  place  of  birth;  current  mailing  ad¬ 
dress  and  zip  code;  signature;  the  approximate  date  on  which  the 
individual  ai^ed  fm*  a  visa,  and  if  this  application  was  made  over¬ 
seas,  the  U.S.  embassy  cm-  consulate  at  which  the  application  was 
made. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Dooiment  and  Reference  Center,  (address  above). 
Contesting  record  procedures:  (See  above.) 

Record  source  categories:  The  individuals;  members  of  Congress; 
the  public  interested  in  the  visa  applicant’s  case;  U.S.  Government 
agencies;  foreign  missions;  international  organizations;  local 
sources  at  overseas  posts. 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  this  system  of  records  are  exempted  from 
5  U.S.C.  552a  (cX3).  (d),  (e)(1),  (eK4KG),  (H),  and  (I),  and  (f).  See 
Department  of  State  rules  published  on  this  same  date  in  the 
FEDERAL  REGISTER. 
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System  name:  Privacy  Act  Requests  Records 

System  location:  Department  of  State,  2201  C  Street  NW, 
Washington,  DC  20520. 

Categories  of  indhridaals  covered  by  the  system:  Individuals  who 
have  requested  personal  information  from  the  record  systems  of 
the  Department  of  State. 

Categories  of  records  in  the  system: 

Request  from  the  individual; 

Related  correspondence; 

Related  memoranda. 

Authority  for  mamtenaoce  of  the  system:  5  U.S.C.  552a,  sec.  2. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  TUs  system  of  records  is 
maintained  in  order  to  efficiently  process  requests  made  under  the 
Privacy  Act  of  1974.  Information  is  made  available  on  a  need-to- 
know  basis  to  personnel  of  the  Department  of  State  as  may  be 
required  in  the  performance  of  their  offical  duties.  Information  is 
released  to  other  government  agencies  who  have  statutory  or  other 
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lawful  authority  to  maintain  such  information.  Also  see  ‘Routine 
Uses'  paragraphs  of  prefatory  statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  hard  copy. 

Retrievability:  by  individual  name 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Departmemt  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pos¬ 
sessing  a  valid  identification  card  or  individuals  under  proper 
escort.  All  records  containing  personal  information  are  maintained 
in  secure  file  cabinets  or  in  a  restricted  area,  access  to  which  os 
limited  to  authorized  employees. 

Retention  and  disposal:  Rentention  of  these  records  is  indefinite. 
They  will  be  retired  or  destroyed  in  accordance  with  schedules  if 
the  Department  of  State.  More  specific  information  may  be  ob¬ 
tained  by  writing  the  Director,  Foreign  Affairs  Document  and 
Reference  Center,  Room  1239,  Department  of  State,  2201  C  Street 
NW,  Washington  DC  20520. 

System  manager(s)  and  address:  Director,  Foreign  Affairs  Docu¬ 
ment  and  Reference  Center,  Room  1239,  Department  of  State,  2201 
C  Street  NW,  Washington,  DC  20520- 

Notification  procedure:  Individuals  who  have  casue  to  believe  that 
the  Privacy  Act  requests  Records  might  have  information  pertaining 
to  them  should  write  to  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  Room  1239,  Department  of  State,  2201.  C 
Street  NW,  Washington,  DC  20520.  The  indivdual  must  specify  that 
he  wishes  the  records  of  the  Privacy  Act  Requests  to  be  checked. 
At  a  minimum,  the  individual  must  include: 
his  name; 

date  and  place  of  birth; 

current  mailing  address  and  zip  code; 

his  signature; 

approximate  date  on  which  the  individual  requested 
information  under  the  Privacy  Act  of  1974. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
or  amend  records  pertaining  to  them  should  write  to  the  Director, 
Foreign  Affairs  Document  and  Reference  Center,  (address  above). 
Record  source  categories: 
the  individual; 

Officials  of  the  Department  of  State; 

Officials  of  other  government  agencies  who  may  be  involved  in 
the  request.  , 

State41 

System  name:  Berlin  Document  Center  Records 
System  location:  U.S.  Mission  Berlin,  170  Clayallee,  APO  New 
York  09742. 

Categories  of  individuals  covered  by  the  system: 

Individuals  associated  with  former  government,  organization, 
or  party  apparatus,  of  the  Third  Reich,  who  are  now  U.S. 
citizens  or  lawfully  admitted  resident  aliens. 

Categories  of  records  in  the  system: 

Original  documents  of  Third  Recih,  NSDAP,  SS,  and  affiliated 
institutions  and  organizations; 

Biographic  documents; 

NSDAP  membership  records; 

Authority  for  maintenance  of  the  system: 

Executive  Order  10608; 

Allied  Control  Council  Directives  (1946). 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  contained  in 
this  system  of  records  may  be  released  to  any  U.S.  government 
agency  having  statute^  or  other  lawful  authority  to  maintain  such 
ii^ormation.  Information  may  also  be  made  available  to  foreign 
governments,  scholars,  and  other  responce  to  lawful  and  verifed 
requests.  Also  see  ‘Routine  Uses'  paragraphs  of  the  Prefatory 
Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  hard  copy; 

magnetic  computer  media; 

Retrievability:  by  indivdual  name 


Safeguards:  The  Berlin  Document  Center  is  an  enclosed  com¬ 
pound  with  a24-hour  military  guard.  Access  and  admission  is 
limited  to  those  individuals  possessing  a  valid  identification  card  or 
individuals  under  proper  escort.  Records  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authorized  employees. 

Retention  and  disposal:  Retention  of  these  reoerds  is  permanent. 
More  specific  information  may  be  obtained  by  writing  the  Director, 
Foreign  Affairs  Docuemt  and  Reference  Center,  Room  1239,  De¬ 
partment  of  State,  2201  C  Street  NW,  Washington  DC  20520. 

System  manager(s)  and  address:  Director,  Berlin  Document 
Center 

Notification  procedure:  Individuals  who  have  reason  to  believe 
that  the  Berlin  Document  Center  might  have  records  pertaining  to 
them  should  contact  the  Director,  Foreign  Affairs  E)ocument  and 
Reference  Center,  Room  1239,  Department  of  State  2201  C  Street, 
NW  Washington,  DC  20520.  or  the  Director,  Berlin  Document 
Center  (see  LOCATION  above).  At  a  minimum,  the  individual 
must  include:  ' 

his  name; 

date  and  place  of  birth; 

current  mailing  address  and  zip  code; 

his  signature; 

a  breif  description  of  the  circumstances  and  the  approximate 
dates  which  gave  the  indivdual  cause  to  believe  that  the 
Berlin  Document  Center  might  have  records  pertaining  to 
him. 

Record  access  procedures:  Individuals  who  wish  to  gain  access  to 
records  pertaining  to  them  should  write  to  the  Director,  Foreign  Af¬ 
fairs  Document  and  Reference  Center,  (see  address  above).  Proof 
of  Citizenship  or  residnet  alien  status  will  be  required  at  the  time 
access  is  granted. 

Record  source  categories:  (see  above)  (see  CATEGORY  OF 
RECORDS) 

Systems  exempted  from  certain  provisions  of  the  act:  Certain 
records  contained  within  the  system  of  records  are  exempted  from 
5  U.S.C.  532a  (cK3),  (d),(e)  (4KG),  (H),  and  (I),  and  (0.  See  Depart¬ 
ment  of  State  rules  published  on  this  same  date  in  the - 
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System  name:  Munitions  Control  Records 

System  location:  Room  800,  1701  N.  Ft.  Myer  Drive,  Arlington, 
VA  (SA-6) 

Categories  of  individuals  covered  by  the  system:  Persons  of  in¬ 
terest  to  the  Office  of  Munitions  Control  in  connection  with  its 
responsib  affic  in  Arms  Regulations. 

Categories  of  records  in  the  system:  Information  of  activities  re¬ 
lated  to  the  illegal  export  of  Munitions  List  Items. 

Authority  for  maintenance  of  the  system:  22  U.S.C.  1934 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  con¬ 
tained  in  these  records  is  used  to  make  determinations  relative  to 
the  export  of  Munitions  List  items.  Information  may  be  released  to 
other  federal  intelligence  and  law  enforcement  agencies.  See  also 
‘Routine  Uses'  paragraphs  of  Prefatory  Statement. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  e 

Storage:  Hard  copy. 

Retrievability:  By  individual  name. 

Safeguards:  All  employees  of  the  Department  of  State  have  un¬ 
dergone  a  thorough  background  security  investigation.  Access  to 
the  Department  of  State  building  and  its  annexes  is  controlled  by 
security  guards,  and  admission  is  limited  to  those  individuals  pros- 
sessing  a  valid  identification  card  or  those  under  proper  escort.  All 
records  containing  personal  information  are  maintained  in  secured 
file  cabinets  or  in  a  restricted  area,  access  to  which  is  limited  to 
authorized  employees. 

Retention  and  disposal:  Active  records  are  retained  in  the  Office 
of  Munitions  Control.  Inactive  records  are  retired  to  the  Federal 
Records  Center  and  destroyed  17  years  after  such  retirement. 

System  manager(s)  and  address:  Director,  Office  of  Munitions 
Control,  Department  of'State,  Washington,  D.C.  20520 
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Notifkatioii  procedure:  Individuals  who  have  cause  to  believe  that 
the  Munitions  Control  Records  system  might  contain  information 
on  them  should  contact  the  Director,  Foreign  Affairs  Document 
and  Reference  Center,  2001  C  St.,  Washington.  D.C.  20S20.  Tlie  in¬ 
dividual  should  include  his  fuU  name,  date  of  birth,  and  current 
mailing  address  in  the  request. 

Record  access  procedures:  Individual  who  wish  to  gain  access  to 
or  to  amend  records  pertaining  to  them  should  contact  the  Director, 
Foreign  Affairs  Document  and  Reference  Center.  (See  address 


-  above) 

Coutesting  record  procedures:  (See  above.) 

Record  source  categories:  nt  AgeiKies 

Systems  exempted  from  certain  provisioas  of  the  act:  Records  con¬ 
tained  within  this  system  of  records  are  exempted  from  SU.S.C. 
5S2a  (cK3),  (d),  (eKD,  (e)  (4KG),  (H),  and  (I)  and  (f).  See  Depart¬ 
ment  of  State  rules  published  on  this  same  date  in  the  FEDERAL 
REGISTER  /• 
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PANAMA  CANAL  COMPANY 

[35  CFRPart  10] 

ACCESS  TO  INFORMATION 

CONCERNING  INDIVIDUALS 

Proposed  Regulations  Implementing  the 
Privacy  Act  of  1974 

Notice  is  hereby  given  that  the  Pana¬ 
ma  Canal  Company  and  the  Canal  Zone 
Government  propose  to  implement  sec¬ 
tion  3  of  the  Privacy  Act  of  1974  (5  U.S.C. 
552a)  by  establishing  a  new  Part  10  in 
Title  35,  Code  of  Federal  Regulations. 
The  regulations  which  it  is  proposed  to 
include  in  this  new  part  establish  pro¬ 
cedures  under  which  iiersonal  informa¬ 
tion  contained  in  agency  records  systems 
may  be  inspected  by  the  individuals  to 
whom  it  pertains  and  (in  appropriate 
cases)  may  be  amended  or  deleted  at 
their  request.  The  regulations  also  iden¬ 
tify  those  systems  of  records  which  are 
exempt  from  certain  portions  of  the 
Privacy  Act. 

Notice  is  also  given  of  certain  general 
routine  uses  which  may  be  made  of  in¬ 
formation  contained  in  all  agency  sys¬ 
tems  of  records  which  are  subject  to  the 
Privacy  Act.  When  notice  is  given  as  to 
particular  systems  of  records  being  main¬ 
tained,  additional  routine  uses  will  be 
identified. 

Although  the  Panama  Canal  Company 
and  the  Canal  Zone  Government  are 
legally  separate  and  distinct  agencies, 
they  are  closely  interrelated  in  purposes, 
organization  and  operations,  as  is  evi¬ 
denced  by  the  following  considerations: 
that  the  combined  function  of  these 
agencies  is  the  administration  of  the 
Panama  Canal  enterprise  as  a  whole; 
that  the  Canal  Zone  is  required  by  law 
to  be  held,  treated  and  governed  as  an 
adjunct  of  the  Panama  Canal;  that  the 
Panama  Canal  Company  is  charged, 
among  other  things,  with  the  conduct  of 
business  operations  incident  to  the  civil 
government  of  the  Canal  Zone;  that  the 
Governor  of  the  Canal  Zone  is,  ex  officio. 
a  Director  and  President  of  the  Panama 
Canal  Company;  that  the  net  costs  of 
operation  of  the  CTanal  Zone  Government 
are  deemed  by  law  to  form  an  integral 
part  of  the  costs  of  operation  of  the 
Panama  Canal  enterprise  as  a  whole; 
and  that  the  Panama  Canal  Company  is 
obligated  by  law  to  reimburse  the  Treas¬ 
ury  for  the  net  costs  of  operation  of  ttie 
Canal  Zone  Government.  An  interagency 
agreement,  dated  July  1,  1951,  provides 
for  performance  by  the  Panama  Canal 
Company  of  various  functions  and  serv¬ 
ices  for  and  on  behalf  of  the  Canal  Zone 
Government. 

In  view  of  the  foregoing,  notice  is 
given  that  these  two  agencies  will  func¬ 
tion  as  a  single  agency  for  the  purpose 
of  implementing  the  Privacy  Act.  Officers 
and  employees  of  either  agency  who 
have  need  for  a  record  in  the  perform¬ 
ance  of  their  duties  are  deemed  to  be 
employees  of  the  agency  which  main¬ 
tains  the  record,  within  the  meaning  of 
5  U.S.C.  552a(b)(l). 

Implementation  of  the  Privacy  Act  by 
the  Canal  Zone  Government  is  not  in¬ 
tended  to  waive  any  exemption  from 
that  act  to  which  the  agency  may  be 


entitied,  pursuant  to  5  U.S.C.  551(1)  (C) , 
as  the  government  of  a  territory  or  pos¬ 
session  of  the  United  States. 

Inquiries  may  be  addressed,  and  data, 
views  and  arguments  concerning  the 
proposed  regulations  may  be  submitted 
to  the  Secretary,  Panama  Canal  Com¬ 
pany,  425  13th  Street,  NW.  (Room  312) , 
Washington,  D.C.  20004,  or  to  the  Gov¬ 
ernor  of  the  Canal  Zone  (President, 
Panama  Canal  Company),  Box  M, 
Balboa  Heights,  Canal  Zone.  All  material 
received  on  or  before  September  20, 1975 
will  be  considered.  All  comments  in  re¬ 
sponse  to  this  notice  will  be  available 
for  public  inspection  diu-ing  normal 
business  hours  at  the  foregoing 
addresses. 

It  is  anticipated  that  the  new  regula¬ 
tions  will  become  effective  September  27, 
1975,  the  effective  date  of  section  3  of 
the  Privacy  Act. 

Accordingly,  it  is  proposed  to  amend 
35  CPR,  Chapter  I,  by  adding  thereto 
a  new  part  designated  “Part  10 — Access 
to  Information  Concerning  Individuals,” 
reading  as  follows: 

PART  10— ACCESS  TO  INFORMATION 
CONCERNING  INDIVIDUALS 

Sec. 

10.1  Purpoee  and  scope. 

10J2  Definitions. 

10.3  Procedures  for  requests  pertaining  to 

individual  records  in  a  record  sys¬ 
tem. 

10.4  Times,  places,  and  requirements  for 

identification  of  individuals  making 
requests. 

10.5  Disclosure  of  requested  information  to 

individuals. 

10.6  Special  procedures:  Medical  records. 

10.7  Request  for  correction  or  amendment 

to  record. 

10.8  Agency  review  of  request  for  correc¬ 

tion  or  amendment  of  record. 

10.9  Appeal  of  initial  adverse  agency  de¬ 

termination  on  correction  or 
amendment. 

10.10  Disclosure  of  record  to  person  other 

than  the  individual  to  whom  it  per- 
^  tains. 

10.11  Fees. 

10.12  Penalties. 

10.13  General  exemptions. 

10.14  Specific  exemptions. 

Appendix  A — General  Routine  Uses. 

Authoritt  :  5  U.S.C.  552a,  88  Stat.  1897. 

§  10.1  Purpose  and  scope. 

(a)  The  purpose  of  this  part  is  to  es¬ 
tablish  policies  and  procedures  for  im¬ 
plementing  the  Privacy  Act  of  1974  (Pub. 
L.  93-579),  and  particularly  the  provi¬ 
sions  of  5  U.S.C.  552a  as  enacted  thereby. 

(b)  The  procedures 'specified  in  this 
part  apply  only  to  information  concern¬ 
ing  individuals  which  is  maintained  un¬ 
der  the  control  of  the  Panama  Canal 
Company  or  the  Canal  Zone  Government 
or  both,  in  a  system  of  records  the  exist¬ 
ence  and  character  of  which  has  been 
disclosed  by  publication  in  the  Federal 
Register.  Where  another  agency  has 
published  notice  of  the  existence  and 
character  of  a  system  of  records  which  is 


Government,  the  regulations  of  the 
agency  publishing  the  notice  take  prec¬ 
edence  over  these  regulations. 


(c)  For  purposes  of  these  regulations 
and  the  provisions  of  5  U.S.C.  552a,  all 
systems  of  records  maintained  by  either 
the  Panama  Canal  Company  or  the 
Canal  Zone  Government  are  deemed  to 
be  systems  of  records  maintained  by 
both  agencies,  and  officers  or  employees 
of  either  agency  who  have  need  for  a 
record  in  the  performance  of  their  du¬ 
ties  are  deem^  to  be  employees  of  the 
agency  which  maintains  the  record 
within  the  meaning  of  5  U.S.C.  552a(b) 

(1) .  Implementation  of  the  provisions  of 
the  Privacy  Act  by  the  Canal  Zone  Gov¬ 
ernment  is  not  intended  to  waive  any 
exemption  to  which  the  agency  is  entitled 
under  5  U.S.C.  551(1)  (C)  as  the  govern¬ 
ment  of  a  territory  or  possession  of  the 
United  States. 

§  10.2  Definitions. 

(a)  All  terms  used  in  this  part  which 
are  defined  in  5  U.S.C.  552a  shall  have 
the  meanings  set  forth  therein. 

(b)  As  used  in  this  part: 

“Agency  Records  Officer”  means  the 
Chief,  Administrative  Services  Division. 

“System  manager”  means  the  official 
designated  as  such  in  the  most  recent 
Notice  of  Systems  of  Records  published  in 
the  Federal  Register. 

§  10.3  Procedures  for  requests  pertain¬ 
ing  to  individual  records  in  a  record 
system. 

(a)  An  individual  wishing  to  determine 
whether  a  particular  system  of  records 
contains  information  pertaining  to  him 
shall: 

(1)  Apply  either  in  person  or  in  writing 
to  the  system  manager  designated  in  the 
Notice  of  the  System  of  Records  or  to 
the  Agency  Records  Officer,  Administra¬ 
tion  Building,  Balboa  Heights,  Canal 
Zone; 

(2)  Reasonably  identify  the  system  or 
systems  of  records  to  which  the  request 
pertains;  and 

(3)  Adequately  identify  himself  to  the 
official  to  whom  the  request  is  made.  If 
the  request  is  made  in  person,  display  of 
a  proper  employee  identification  card, 
driver’s  license,  or  other  photo  identi¬ 
fication  card  shall  be  sufficient.  If  the  re¬ 
quest  is  made  in  writing,  the  individual 
shall  supply  such  information  as  may 
assist  in  verifying  his  identity  (e.g.,  sig¬ 
nature,  employee  identification  number, 
date  and  place  of  birth)  and  may  be  re¬ 
quired  to  provide  the  certificate  of  a  no¬ 
tary  public  or  other  official  authorized 
to  administer  oaths. 

(b)  An  inquiry  which  is  submitted  in 
writing  shall  be  clearly  marked,  on  the 
envelope  and  in  the  text,  with  the  words 
“Privacy  Act  Inquiry”. 

(c)  The  official  to  whom  an  inquiry  is 
directed  shall  acknowledge  its  receipt 
promptly,  but  in  no  case  later  than  10 
work  days.  The  individual  shall  be  noti¬ 
fied: 


reviewed; 

(2)  That  no  record  is  maintained  on 
him  in  the  system  of  records  specified; 
or 


(1)  That  a  record  is  maintained  on  him 
in  the  system  of  records  specified,  and 
partially  under  the  control  of  the  the  conditions  under  which  it  may  be 
Panama  Canal  Company  or  Canal  Zone 
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(3)  That  no  answer  to  the  inquiry  can 
be  given  because  the  system  of  records  or 
the  individual  has  not  been  adequately 
identified,  the  system  of  records  is  ex¬ 
empt  from  disclosure,  or  the  record  or 
system  of  records  in  question  is  not 
within  the  agency’s  control. 

§  10.4  Times,  places,  and  requirements 
for  identification  of  individuals  mak¬ 
ing  requests. 

(a)  An  individual  who  desires  to  in¬ 
spect  his  record  or  information  pertain¬ 
ing  to  him  shall  present  himself  during 
regular  working  hours  at  the  location 
specified  in  the  Notice  of  the  System 
of  Records  or  at  the  office  of  the  Agency 
Records  Officer,  Administration  Build¬ 
ing,  Balboa  Heights,  Canal  Zone.  He  shall 
identify  himself  to  the  system  manager 
or  the  Agency  Records  Officer  (or  a  per- 
sorf  designated  by  them)  by  displaying  at 
least  one  identification  document  con¬ 
taining  his  picture  (e.g.,  employee  iden¬ 
tification  card,  driver’s  license,  passport) 
or  at  least  two  identification  documents 
containing  his  signature,  or  other  docu¬ 
mentation  suitable  to  the  official  con¬ 
cerned. 

(b)  An  individual  purporting  to  act  on 
behalf  of  another  individual,  as  the  par¬ 
ent  of  a  minor  or  as  the  legal  guardian 
of  an  individual  who  has  been  declared 
to  be  incompetent,  shall  (after  satis¬ 
factorily  identifying  himself)  present 
evidence  that  he  is  entitled  to  act  on  the 
other  individual’s  behalf.  A  parent  shall 
display  a  certified  or  authenticated  copy 
of  the  minor’s  birth  certificate  and  a 
legal  guardian  shall  display  certified  or 
authenticated  copy  of  the  court  order 
establishing  guardianship.  In  addition, 
in  appropriate  cases  the  parent  or  legal 
guardian  of  a  mindr  may  be  requested  to 
provide  evidence  that  the  minor  is  in  his 
custody,  that  the  minor  has  consented 
to  disclosure  of  certain  information  to 
him,  or  otherwise  that  he  has  authority 
to  act  on  the  minor’s  behalf. 

(c)  An  individual  who  desires  to  in¬ 
spect  his  record  or  information  pertain¬ 
ing  to  him  but  who  cannot  appear  in  per¬ 
son  during  regular  working  hours  shall 
contact  the  system  manager  or  the 
Agency  Records  Officer,  by  telephone  or 
by  letter,  to  establish  the  procedures  to 
be  followed  in  verifying  the  individual’s 
identity  and  in  granting  him  access  to 
the  record  or  records  in  question.  An 
individual  who  is  unable  to  appear  in 
person  shall  normally  be  required  to  have 
his  identity  verified  by  a  notary  public 
or  equivalent  officer  empowered  to  ad¬ 
minister  oaths. 

(d)  When  for  any  reason  an  individ¬ 
ual  is  unable  to  establish  his  identity  to 
the  satisfaction  of  the  system  manager 
or  Agency  Records  Officer,  such  individ¬ 
ual  may  be  requested  to  furnish  a  signed 
statement  asserting  his  identity  and  stip¬ 
ulating  that  he  imderstands  that  know¬ 
ingly  and  willfully  requesting  or  obtain¬ 
ing  access  to  any  record  concerning  an¬ 
other  individual  under  false  pretenses  is 
a  misdemeanor  pimishable  by  a  fine  of 
up  to  $5,000. 


§  10.5  Disclosure  of  requested  informa¬ 
tion  to  individuals. 

(a)  When  a  system  manager  has  de¬ 
termined,  in  response  to  a  request,  that 
information  pertaining  to  an  indi^dual 
is  contained  in  a  system  of  records  under 
his  control  and  is  not  exempt  from  dis¬ 
closure  to  that  individual,  and  when  the 
individual  has  satisfactorily  identified 
himself,  immediate  access  to  the  record 
or  records  in  question  will  normally  be 
provided.  When  for  any  reason  immediate 
access  cannot  be  provided,  the  system 
manager  shall  arrange  with  the  individ¬ 
ual  for  access  at  a  mutually  acceptable 
time  and  place  or  for  copying  of  the 
record  or  records  in  question.  In  the 
event  that  access  cannot  be  granted 
within  10  working  days  following  a  re¬ 
quest,  the  individual  shall  be  advised 
in  writing  of  the  circumstances  causing 
the  delay. 

(b)  Illustrative  of  the  circumstances 
that  can  reasonably  be  anticipated  to 
cause  delay  in  granting  an  individual  ac¬ 
cess  to  his  records  or  information  per¬ 
taining  to  him  are:  physical  inaccessi¬ 
bility  of  the  record,  volume  of  material 
involved,  number  of  requests  pending 
with  the  system  manager,  need  to  ex¬ 
tract  from  a  record  information  which 
is  exempt  from  disclosure  or  which  per¬ 
tains  to  other  individuals,  and  need  to 
consult  with  other  agencies  having  a  sub¬ 
stantial  interest  in  determinations  in¬ 
volved  with  the  request. 

(c)  The  decision  by  a  system  manager 
to  deny  an  individual  access  to  his  record 
or  to  information  pertaining  to  him  shall 
not  be  considered  a  final  agency  decision 
unless  it  has  been  reviewed  and  con¬ 
firmed  in  writing  by  the  Agency  Records 
Officer. 

(d)  An  individual  who  is  granted  access 
to  his  record  or  to  information  pertain¬ 
ing  to  him  may,  upon  request,  be  accom¬ 
panied  by  a  person  of  his  choosing  pro¬ 
vided  he  has  furnished  the  system  man¬ 
ager  with  a  written  statement  authoriz¬ 
ing  disclosure  of  the  record  or  informa¬ 
tion  to  such  person. 

(e)  An  individual  may  be  granted  ac¬ 
cess  to  copies  of  a  record  rather  than  to 
the  record  itself  when  such  record  is  not 
maintained  at,  or  cannot  be  transferred 
to,  a  location  which  is  accessible  to  the 
individual.  Copies  prepared  at  the  re¬ 
quest  of  the  individual  are  subject  to  pay¬ 
ment  of  the  fees  prescribed  in  §  10.11. 
No  fee  will  be  charged  the  individual  for 
copies  prepared  at  the  election  of  the 
agency  unless  the  individual  declines  to 
return  such  copies  at  the  agency’s  re¬ 
quest. 

(f)  No  individual  shall  be  permitted 
to  Inspect  original  agency  records  except 
under  the  immediate  supervision  of  the 
system  manager  or  his  designee. 

§  10.6  Special  procedures:  Medical  rec¬ 
ords. 

(a)  Medical  records  pertaining  to  an 
individual,  including  psychological  rec¬ 
ords  which  are  not  subject  to  paragraph 

(b)  of  this  section,  may  be  disclosed  to 
the  individual  only  after  the  Health  Di¬ 


rector  or  his  designee  has  determined 
that  such  disclosure  would  not  be  likely 
to  have  an  adverse  effect  upon  the  in¬ 
dividual  to  whom  they  pertain.  Upon 
written  request  from  an  individual,  how¬ 
ever,  medical  records  which  are  not 
otherwise  exempt  from  disclosure  may  be 
reviewed  by  a  licensed  medical  practioner 
designated  by  the  individual. 

(b)  Psychological  records  which  are 
maintained  on  students  by  the  Division 
of  Schools  may  be  disclosed  to  the  in¬ 
dividual  to  whom  they  pertain,  or  to  the 
parent  or  legal  guardian  of  such  individ¬ 
ual,  only  to  the  extent  that  the  Superin¬ 
tendent  of  Schools  or  his  designee  deter¬ 
mines  that  such  disclosure  would  not  be 
likely  to  have  an  adverse  affect  upon  the 
individual  to  whom  they  p>ertain. 

§  10.7  Request  for  correction  or  amend¬ 
ment  to  record. 

After  an  individual  has  inspected  a  rec¬ 
ord  pertaining  to  him,  he  may  apply  in 
writing  to  the  Agency  Records  Officer, 
Box  M,  Balboa  Heights,  Canal  Zone,  for 
the  correction  or  amendment  of  any  por¬ 
tion  of  such  record  which  he  believes  is 
not  accurate,  timely,  relevant,  or  com¬ 
plete.  The  envelope  and  the  letter  con¬ 
taining  such  request  shall  be  clearly 
marked  with  the  words  “Privacy  Act  Re¬ 
quest  for  Amending  Records”  and  the 
letter  shall  set  forth  with  reasonable 
specificity  the  record  or  portion  of  the 
record  concerned,  the  correction  or 
amendment  desired,  and  the  reasons 
therefor,  together  with  any  other  infor¬ 
mation  which  may  be  necessary  for  pro¬ 
per  processing  of  the  request. 

§  10.8  Agency  review  of  requests  for 
correction  or  amendment  of  record. 

(a)  Within  10  working  days  after  re¬ 
ceipt  of  a  request  for  correction  or 
amendment  of  a  record,  the  Agency  Rec¬ 
ords  Officer  or  his  designee  shall  ack¬ 
nowledge  receipt  of  the  request  and  ad¬ 
vise  the  individual  making  the  request 
of  either  (1)  the  initial  agency  decision 
or  (2)  the  date  by  which  an  initial  agency 
decision  can  be  expected. 

(b)  When  all  or  part  of  the  individ¬ 
ual’s  request  is  approved,  the  Agency 
Records  Officer  or  the  system  manager 
will  so  advise  the  individual.  The  system 
manager  will  be  responsible  for  correct¬ 
ing  the  record  and,  where  an  accoimting 
of  disclosures  has  been  maintained,  for 
advising  all  previous  recipients  of  the 
record  that  the  correction  has  been  made. 

(c)  Where  after  initial  review  all  or 
part  of  the  individual’s  request  is  dis¬ 
approved,  the  Agency  Records  Officer  or 
the  system  manager  will: 

(1)  Advise  the  individual  of  this  deter¬ 
mination  and  the  reasons  therefor,  in¬ 
cluding  any  criteria  for  determining  ac¬ 
curacy  which  were  employed  in  the 
review; 

(2)  Inform  the  individual  that  he  may 
request  a  further  review  by  the  Lieuten¬ 
ant  Governor  of  the  Canal  Zone  (Vice 
President,  Panama  Canal  Company)  or 
by  some  other  specified  official  in  cases 
where  the  initial  determination  is  based 
upon  advice  from  another  agency;  and 
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(3)  Describe  the  procedures  to  be  fol¬ 
lowed  in  obtaining  such  review. 

§  10.9  Appeal  of  initial  adverse  agency 
determination  on  correction  or 
amendment. 

(a)  An  individual  whose  request  for 
correction  or  amendment  of  a  record  has 
been  denied  in  whole  or  in  part  may  ob¬ 
tain  review  of  such  denial  by  the 
Lieutenant  Governor  of  the  Canal  Zone 
(Vice  President,  Panama  Canal  Com¬ 
pany).  Requests  for  review  must  be  in 
writing  and  must  be  clearly  marked  on 
the  exterior  and  in  the  text  with  the 
words  “Privacy  Act  Appeal”. 

(b)  Following  receipt  of  a  request,  the 
Lieutenant  Governor-Vice  President 
shall  direct  such  review  as  he  deems  ap¬ 
propriate  and  shall  make  a  final  agency 
determinatiMi  within  30  working  days 
from  the  date  of  the  request. 

(c)  If  the  Lieutenant  Governor-Vice 
President  concurs  in  the  refusal  to 
amend  the  record,  he  will  advise  the  in¬ 
dividual  of  such  refusal  and  the  rea¬ 
sons  therefore,  and  that; 

(1)  Such  determination  is  a  final 
agency  action; 

(2)  The  individual  may  file  a  concise 
statement  setting  forth  his  reasons  for 
disagreeing  with  the  determination,  and 
any  procedures  to  be  followed  in  sub¬ 
mitting  such  a  statement; 

(3)  Such  statement,  if  submitted,  will 
be  made  available  to  anyone  to  whom 
the  record  is  subsequently  disclosed  and 
to  any  prior  recipients  of  the  disputed 
record  (to  the  extent  that  an  accounting 
of  disclosures  has  been  maintained) ,  to¬ 
gether  with  any  summary  of  the  agency’s 
position  which  is  considered  appropriate; 
and 

(4)  The  individual  may  seek  judicial 
review  of  the  agency’s  refusal  to  amend 
a  record,  in  accordance  with  5  U.S.C.  552 
a(g). 

(d)  If  the  Lieutenant  Governor- Vice 
President  determines  that  the  record 
should  be  amended  in  accordance  with 
the  individual’s  request,  he  will  so  advise 
the  individual.  The  system  manager  will 
be  responsible  for  correcting  the  record 
and,  where  an  accounting  of  disclosures 
has  been  maintained,  for  advising  all 
previous  recipients  of  the  record  that 
such  correction  has  been  made. 

(e)  The  30-day  period  specified  in 
paragraph  (b)  of  this  section  may  be  ex¬ 
tended  by  the  Governor  for  good  cause 
shown.  V^en  additional  time  is  required, 
the  individual  shall  be  advised  in  writ¬ 
ing  of  the  reason  for  the  delay  and  the 
approximate  date  on  which  the  review 
will  be  completed. 

(f)  When  an  individual  elects  to  file 
with  the  agency  a  statement  of  disagree¬ 
ment  with  the  denial  of  his  request  for 
amendment  of  a  record,  the  system  man¬ 
ager  shall  cause  the  disputed  portion  of 
the  record  to  be  clearly  marked.  There¬ 
after,  copies  of  the  statement  of  disagree- 

.  ment  shall  be  provided  to  anyone  to 
whom  the  record  is  subsequently  dis¬ 
closed  and  to  any  prior  recipients  of  the 
disputed  record  (to  the  extent  that  an 
accounting  of  disclosures  has  been  main¬ 
tained),  together  with  any  summary  of 
the  agency  position  which  is  deemed 
appropriate. 


§  10.10  Disclosure  of  record  to  person 
other  than  the  individual  to  whom  it 
pertains. 

(a)  Except  as  provided  in  this  section 
or  as  required  by  other  applicable  law, 
information  on  an  individual  which  is 
maintained  in  a  system  of  records  under 
the  control  of  the  Panama  Canal  Com¬ 
pany  and  Canal  Zone  Government  may 
not  be  released  to  anyone  other  than  the 
individual  to  whom  it  pertains  without 
the  prior  written  consent  of  that  in¬ 
dividual. 

(b)  Pursuant  to  5  U.S.C.  552a,  infor¬ 
mation  pertaining  to  an  individual  may 
be  disclosed: 

(1)  Upon  written  request  by  the  indi¬ 
vidual  (5  U.S.C.  552a(b) ) ; 

(2)  To  the  parent  of  any  minor,  or  the 
legal  guardian  of  any  individual  who  has 
been  declared  to  be  incompetent  due  to 
physical  or  mental  incapacity  or  age  by 
a  court  of  competent  jiuisdiction,  where 
such  person  is  acting  on  the  individual’s 
behalf  (5  U.S.C.  552a(h) ) ; 

(3)  To  officers  and  employees  of  the 
Panama  Canal  Company  and  Canal  Zone 
Government  having  a  need  for  such  in¬ 
formation  in  the  performance  of  their 
duties  (5  U.S.C.  552a(b)  (1) ) ; 

(4)  As  required  under  the  Freedom  of 
Information  Act  (5  U.S.C.  552)  (5  U.S.C. 
552a(b)(2)) ; 

(5)  For  a  routine  use  as  described  for 
all  systems  of  records  in  Appendix  A  and 
for  specific  systems  of  records  in  the  No¬ 
tice  of  Systems  of  Records  published  in 
the  Federal  Register  (5  U.S.C.  552a(b) 
(3)); 

(6)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  pur¬ 
suant  to  the  provisions  of  title  13,  U.S. 
Code  (5  U.S.C.  552a(b)  (4) ) ; 

(7)  To  a  recipient  who  has  provided 
advance  adequate  written  assurance  that 
the  record  will  be  used  solely  as  a  statis¬ 
tical  research  or  reporting  record,  and 
the  record  is  to  be  transferred  in  a  form 
that  is  not  individually  identifiable  (5 
U.S.C.  552a(b)  (5) ) ; 

(8)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of  Gen¬ 
eral  Services  or  his  designee  to  deter¬ 
mine  whether  the  record  has  such  value 
(5  U.S.C.  552a(b)  (6)); 

(9)  To  another  agency  or  to  an  instru¬ 
mentality  of  any  governmental  jurisdic¬ 
tion  within  or  under  the  control  of  the 
United  States  for  a  civil  or  criminal  law 
enforcement  activity  if  the  activity  is 
authorized  by  law,  and  if  the  head  of  the 
agency  or  instrumentality  has  made  a 
written  request  specifying  the  particu¬ 
lar  portion  desired  and  the  law  enforce¬ 
ment  activity  for  which  the  record  is 
sought  (5  U.S.C.  552a(b)  (7) ) ; 

(10)  To  a  person  pursuant  to  a  show¬ 
ing  of  compelling  circumstances  affect¬ 
ing  the  health  or  safety  of  an  individual 
if  upon  such  disclosure  notification  is 
transmitted  to  the  last  known  address  of 
such  individual  (5  U.S.C.  552a(b)  (8) ) ; 

(11)  To  either  House  of  Congress,  or, 
to  the  extent  of  matter  within  its  juris¬ 
diction,  any  committee  or  subcommittee 


thereof,  any  joint  committee  of  Con¬ 
gress  or  subcommittee  of  any  such  joint 
committee  (5  U.S.C.  552a(b)  (9) ) ; 

(12)  To  the  Comptroller  (General,  or 
any  of  his  authorized  representatives,  in 
the  course  of  the  performance  of  the 
duties  of  the  General  Accounting  Office 
^5  U.S.C.  552a(b)(10)); 

(13)  Pursuant  to  the  order  of  a  court 
of  competent  jurisdiction  (5  U.S.C.  552a 
(b)(ll)). 

(c)  The  system  manager  or  his  des¬ 
ignee  shall  maintain  an  accounting  of 
each  disclosure  of  personal  information 
from  a  system  of  records  under  his  con¬ 
trol,  except  where  such  disclosure  is 
made  pursuant  to  paragraphs  (b)  (3)  or 
(b)  (4)  of  this  section.  Such  accoimting 
shall  include  the  date,  nature,  and  pur¬ 
pose  of  each  such  disclosure  and  the 
name  and  address  of  the  person  or  agency 
to  whom  the  disclosure  is  made.  Tliis  ac¬ 
coimting  shall  be  retained  for  the  life 
of  the  record,  but  in  no  instance  for  less 
than  five  years  following  the  disclosure. 
Except  with  respect  to  disclosures  made 
pursuant  to  paragraph  (b)  (9)  of  this 
section,  the  accounting  shall  be  made 
available  to  an  individual  named  in  the 
record  to  which  it  pertains,  in  accordance 
with  the  procedures  specified  in  §  10.5, 
unless  the  record  is  exempt  from  dis¬ 
closure  pursuant  to  §  10.13  or  §  10.14. 

§  10.11  Fees. 

(a)  The  fee  for  the  first  copy  of  a  rec¬ 
ord  or  any  portion  thereof  furnished  an 
individual  pursuant  to  a  request  under 
this  p>art  shall  be  that  provided  in  §  9.5 
(a)(1)  of  this  title  for  copies  of  docu¬ 
ments  furnished  imder  the  Freedom  of 
Information  Act.  Additional  copies  of  a 
record  or  any  portion  thereof  shall  be 
provided  at  the  photocopy  reproduction 
rate  set  forth  in  the  official  tariff  of  the 
Panama  Canal  Company  and  the  Canal 
Zone  Government. 

(b)  The  cost  of  regular  or  airmail 
postage,  insurance,  and  special  delivery 
or  certified  mail  fees  may  also  be  charged 
to  the  individual  where  transmission  of 
records  to  places  off  the  Isthmus  is  re¬ 
quired  and  where  such  cost  exceeds  $1.00. 

(c)  A  request  for  copies  of  records  or 
portions  thereof  which  is  expected  to  in¬ 
volve  fees  in  excess  of  $50  will  not  be 
deemed  to  have  been  received  until  the 
requester  has  been  advised  of  the  antic¬ 
ipated  cost  and  has  agreed  in  writing 
to  pay  it. 

§  10.12  Penalties. 

Subsections  (g)  and  (i)  of  5  U.S.C. 
552a  provide  civil  remedies  and  criminal 
penalties  for  noncompliance  with  provi¬ 
sions  of  the  Privacy  Act  of  1974  (Pub.  L. 
93-579)  or  regulations  promulgated 
thereunder.  Adverse  or  disciplinary  ac¬ 
tion  also  may  be  taken  against  any  of¬ 
ficer  or  employee  who  willfully  or  negli¬ 
gently  fails  to  comply  with  the  require¬ 
ments  of  the  act  or  the  regulations  in 
this  part. 

§10.13  General  exemptions. 

(a)  Activities  pertaining  to  the  en¬ 
forcement  of  criminal  laws  are  performed 
as  the  principal  function  of  the  Internal 
Security  Office  and  the  following  com¬ 
ponents  of  the  Civil  Affairs  Bureau: 
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Canal  Protection  Division,  Customs  Di¬ 
vision,  Police  Division,  and  Probation  and 
Parole  Unit.  Identification  of  individuals 
who  are  (or  are  not)  the  subjects  of  in¬ 
vestigative  files,  disclosure  to  such  indi¬ 
viduals  of  the  contents  of  such  files  and 
of  the  persons  or  agencies  to  whom  such 
contents  may  have  been  transmitted,  and 
the  imposition  of  certain  restrictions  on 
the  manner  in  which  investigatorj’  data 
is  collected,  verified,  or  retained  could  be 
expected  to  preclude  the  apprehension  or 
the  successful  prosecution  of  persons  en¬ 
gaged  in  criminal  activity.  Accordingly, 
the  following  systems  of  records  main¬ 
tained  by  the  aforementioned  agency 
components  shall  be  exempt,  pursuant  to 
5  U.S.C.  552a(J) ,  from  subsections  (c)  (3) 
and  (4),  (d),  (e)  (1)  through  O),  (e) 

(4)  (G)  through  (I),  (e)(5).  (e)(8),  (f) 
through  (h) ,  and  (o)  of  5  U.S.C.  552a  and 
from  the  procedures  for  access  and  con¬ 
test  set  forth  in  §§  10.3  through  10.9  of 
this  part: 

(1)  Vital  Installation  Access  Piles, 
PCC-CZG/CACP-l; 

(2)  State  Department  Visa  Lookout 
Book.  PCC-CZG/CACU-1; 

(3)  Immigration  and  Naturalization 
Service  Lookout  Book,  PCC-CZG/CA<JU- 
2; 

(4)  (histoms  Fugitive  Records,  PCC- 
GZG/CACU-3: 

(5)  Cardex  File — Smuggling:  Narcot¬ 
ics;  Violators  or  Suspects  and  Fugitives, 
PCC-CZG/CACU-4: 

(6)  Cardex  Pile — ^Vehicle  Exporters, 
PCC-CZG/CACU-5: 

(7)  Cardex  Pile — Contraband  Viola¬ 
tions.  PCC-CZG/CACU-6: 

(8)  Seamen’s  Locator  List,  PCC-CJZG/ 
CACU-7; 

(9)  Law  Enforcement  Case  Report 
FUes,  PCC-CZG/CAPL-1 ; 

(10)  Police  Headquarters  Confidential 
PUes,  PCC-CZG/CAPL-2 ; 

(11)  Detective  Confidential  Piles, 
PCC-CZG/CAPD-3 , 

(12)  Convict  PUes,  PCC-CZG/CAPL-4; 

(13)  Prisoner  Record  CTards,  PCC- 
CZG/CAPL-5: 

(14)  Police  Photo  Piles,  PCC-CZG/ 
CAPL-6: 

(15)  Rngerprint  Pile,  PCC-CZG/ 
CAPL-7; 

(16)  Pending  Detective  Investigation 
Records,  PCC-C?ZG/CAPL-8 ; 

(17)  Informant  Name  PUe,  PCC-CZG/ 
CAPL-9: 

(18)  Master  Name  PUe,  PCC-CZG/ 
CAPL-10; 

(19)  Youth  Unit  Drug  Abuse  PUe,  PCC- 
CZG/CAPL-1 1; 

(20)  Youth  Unit  Name  Index  PUe, 
PCC-CZG/ CAPL-12 : 

(21)  Probation  and  Parole  Unit  Child 
Chistody  Reports,  PCC-CZG/CAPR-1 ; 

(22)  Presentence  and  Pre-parole  In¬ 
vestigative  Reports,  P<X;-CZG/CAPR-2 ; 

(23)  Probation  and  Parole  Unit  Statis¬ 
tical  PUe,  PCC-CZG/CAPR-3: 

(24)  Personnel  Security  PUes,  PCC- 
CZG/ISG-1; 

(25)  Confidential  Sources  and  Con¬ 
tacts.  PCC-CZG/ISO-2; 

(26)  Card  Index  System,  PCC-CZG/ 
ISO-3; 

(27)  Index  of  Contractor  Employees, 
PCC-CZG/ISO-4; 


(28)  Biographical  Data  Cards,  PCC- 
CZG/ISO-5; 

(29)  Biographical  Data  Piles,  P<X!- 
CZG/ISO-6; 

(b)  Individuals  may  not  obtain  access 
under  this  part  to  information  contained 
in  any  system  of  records  when  such  in¬ 
formation  is  identified  as  having  been 
obtained  from  a  system  of  records  that 
has  been  exempted  by  any  agency  from 
the  provisions  of  5  U.S.C.  552a(d)  by  au¬ 
thority  of  5  U.S.C.  552a(j) . 

§  10.14  Specific  exemptions. 

(a)  The  foUowing  systems  of  records 
shall  be  exempt,  pursuant  to  5  U.S.C.  552 
a(k),  from  subsections  (c)(3),  (d),  (e) 
(1),  (e)(4)  (G)  through  (I),  and  (f) 
of  5  U.S.C.  552a  and  from  the  proce¬ 
dures  for  access  and  contest  set  forth  in 
§§  10.3  through  10.9  of  this  part; 

( 1 )  Systems  containing  material  which 
has  been  properly  classified  in  accordance 
with  Part  60  of  this  title,  because  its  dis¬ 
closure  could  reasonably  be  expected  to 
cause  damage  to  the  national  security: 

(1)  Personnel  Security  Piles,  PCC- 
CZG/ISO-l; 

(u)  Confidential  Sources  and  Con¬ 
tacts,  PCC-CZG/ISO-2; 

(hi)  Card  Index  System.  PCC-CZG/ 
ISO-3: 

(iv)  Biographical  Data  Files,  PCC- 
CZG/ISO-6. 

(2)  Systems  consisting  of  investigatory 
material  compiled  for  law  enforcement 
purposes,  because  disclosure  could  be  ex¬ 
pected  to  impede  the  investigatory  proc¬ 
ess,  reveal  the  identities  of  confidential 
sources,  or  prevent  the  detection  of  \m- 
lawful  actions: 

(i)  Board  of  Registration  for  Arclii- 
tects  and  Professional  Engineers  Refer¬ 
ence  PUes,  PCC-CZG/BRAE-l; 

(ii)  Vital  InstaUation  Access  Files, 
PCC-CZG/CACP-l; 

(ui)  State  Department  Visa  Lookout 
Book.  PCC-CZQ/CACU-l; 

(iv)  Immigration  and  Naturalization 
Service  Lookout  Book,  PCC-CZG/CACU- 
2; 

(v)  Customs  Fugitive  Records,  PCC- 
CZG/CACU-3; 

(vi)  Cardex  PUe — Smuggling;  Nar¬ 
cotics;  Violators  or  Suspects  and  Fugi¬ 
tives,  PCC-CZG/CACU-4; 

(vU)  Cardex  Pile — ^Vehicle  Exporters, 
PCC-CZG/CACU-5: 

(viii)  Cardex  PUe — Contraband  Viola¬ 
tions,  PCC-CZG/CACU-6 : 

(ix)  Seamen’s  Locator  List,  PCC- 
CZG /CACU-7; 

(x)  Driver’s  License  Investigatory  Pile, 
PCC-CZG/CALS-7; 

(xi)  Law  Enforcement  Case  Report 
Piles.  PCC-CZG/CAPL-1: 

(xii)  Police  Headquarters  Confidential 
PUes,  PCC-CZG/CAPL-2: 


(xviii)  Pending  Detective  Investigation 
Records,  PCC-CZG/CAPIr-8 ; 

(xix)  Informant  Name  PUe,  PCC- 
CZG/CAPL-9: 

(XX)  Master  Name  PUe,  PCC-CZG/ 
CAPL-10: 

(xxi)  Youth  Unit  Drug  Abuse  Pile, 
PCC-CZG/CAPL^ll : 

(xxU)  Youth  Unit  Name  Index  Pile, 
PCC-CZG /CAPL-12: 

(xxiii)  Probation  and  Parole  Unit 
ChUd  Custody  Reports,  PCC-CZG/ 
CAPR-1; 

(xxiv)  Presentence  and  Pre-parole  In¬ 
vestigative  Reports,  PCC-CZG/CAPR-2: 

(XXV)  Probation  and  Parole  Unit 
StatisUcal  File,  PCC-CZG/CAPR-3: 

(xxvi)  Mail  Covers,  PCC-CZG/CAPS- 

1; 

(xxvU)  Claims  Investigation  PUes, 
PCC-CZG/CAPS-2: 

(xxvUi)  Personnel  Investigation  Rec¬ 
ords,  PCC-CZG/CZPB-3; 

(xxix)  Embezzlements,  Burglaries,  and 
Cash  Shortages,  PCC-CZG/PVAC-1 ; 

(XXX)  Claims  Files,  PCC-CZG/FVAK- 

1: 

(xxxi)  Cash  Audit  Files,  PCC-CZG/ 
FVGA-1: 

(xxxii)  EEO  Counselling  and  Investi¬ 
gation  Pile,  PCC-CZG/GVEC)-2; 

(xxxiii)  Medical  Administration  Sys¬ 
tem — Exempt,  PCC-CZG/ HL-2; 

(xxxiv)  Personnel  Security  PUes, 
PCC-CZG/ISO-1; 

(XXXV)  Confidential  Sources  and  Con¬ 
tacts,  PCC-CZG/ISO-2; 

(xxxvi)  Card  Index  System,  PCC- 
CZG/ISO-3; 

(xxxvii)  Index  of  Contractor  Em¬ 
ployees.  PCC-CZG/ISO-4: 

(xxxviii)  Biographical  Data  Cards, 
PCC-CZG/ISO-5: 

(xxxix)  Biographical  Data  FUes, 
PCC-CZG/ISO-6; 

(xl)  Housing  Complaint  Pile,  PCC- 
CZG/SC-2. 

(3)  [Reserved! 

(4)  Systems  used  only  for  statistical 
research  or  reporting  purposes  and  not 
used  in  making  any  determinations 
about  identifiable  individuals; 

(i)  Minority  Group  Designator  Rec¬ 
ords,  PCC-CZG/PR-11. 

(5)  Systems  consisting  of  investiga¬ 
tory  material  compiled  to  determine 
suitabUity,  eligibility  or  qualifications  for 
employment,  security  clearance,  or  par¬ 
ticipation  in  Federal  contracts,  to  the 
extent  that  disclosure  would  reveal  the 
identity  of  confidential  sources: 

(i)  Merit  System  Recruiting,  Examin¬ 
ing,  and  Placement  Records,  PCX7-CZG/ 
CZPB-1; 

(ii)  Appeals,  Grievances,  Complaints, 
and  Requests  for  Assistance,  PCC-CZG/ 
CZPB-2; 

(iU)  Personnel  Investigation  Records, 
PCC-CZG/CZPB-3: 

(iv)  Embezzlements,  Burglaries,  and 
Cash  Shortages,  PCC-CZG/PVAC-1; 

(V)  Personnel  Security  PUes,  PCJC- 
CZG/ISO-1; 

(vi)  Confidential  Sources  and  Con¬ 
tacts,  PCC-CZG/ISO-2: 

(vii)  Card  Index  System,  PCC-CZG/ 
ISO-3; 

(viU)  Index  of  Contractor  Employees, 
PCC-CZG/ISO-4; 


(xiii)  Detective  Confidential  Piles, 
PCC-CZG/CAPL-3; 

(xiv)  Convict  FUes.  PCC-CZG/CAPL- 
4; 

(XV)  Prisoner  Record  Cards,  PCC- 
CZG/CAPL-5: 

(xvi)  Police  Photo  Files,  PCC-CZG/ 
CAPD-6: 

(xvii)  Fingerprint  Pile,  PCC-CZG/ 
CAPL-7: 
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(ix)  Biographical  Data  Piles,  PCC- 
CZG/ISO-6. 

(6)  Systems  containing  testing  or  ex¬ 
amination  material  used  to  determine 
individual  qualifications  for  appointment 
or  promotion,  the  disclosure  of  which 
would  compromise  the  objectivity  or  fair¬ 
ness  of  the  testing  or  examination 
process; 

(i)  Board  of  Registration  for  Archi¬ 
tects  and  Professional  Engineers  Refer¬ 
ence  PUes,  PCC-CZG/BRAE-1; 

(ii)  Merit  System  Recruiting,  Examin¬ 
ing,  and  Placement  Records,  PCC-CZG/ 
CZPB-1; 

(iii)  Marine  License  Piles,  PCC-CZG/ 
MRBLI-1; 

(iv)  Admeasmer  Examination  Pile, 
PCC-CZG/MRPA-1. 

(b)  Information  in  any  other  system 
of  records  which  meets  one  or  more  of 
the  criteria  for  exemption  sF>ecified  in 
paragraph  (a)  of  this  section  or  in  sub¬ 
section  (k)  of  5  U.S.C.  552a  shall  be 
deemed  to  be  part  of  a  system  of  records 
which  is  exempt  from  disclosiu-e  pursu¬ 
ant  thereto. 

(c)  Information  contained  in  a  system 
of  records  listed  under  paragraph  (a)(2) 
of  this  section  which  is  used  to  deny  to 
an  individual  any  right,  privilege,  or  ben¬ 
efit  to  which  he  would  otherwise  be  en¬ 
titled  by  law  or  for  which  he  would  other¬ 
wise  be  eligible  shall  be  disclosed  to  such 
individual  pursuant  to  §§  10.5  or  10.6  ex¬ 


cept  to  the  extent  that  such  disclosure 
would  reveal  the  identity  of  a  confiden¬ 
tial  source. 

Appendix  A — General  Routine  Uses 

Information  pertaining  to  individuals 
which  is  maintained  in  any  system  of  records 
under  the  control  of  the  Panama  Canal  Com¬ 
pany  or  Canal  Zone  Government  is  subject 
to  disclosure,  as  a  routine  use  of  such  infor¬ 
mation,  to  any  of  the  following  persons  or 
agencies  under  the  circumstances  described ; 

1.  Information  indicating  a  violation  or  po¬ 
tential  violation  of  law  (whether  civil,  crim¬ 
inal,  or  regulatory  in  nature,  and  whether 
involving  a  statute  or  regulation  or  a  rule 
or  order  issued  pursuant  thereto)  may  be 
referred  to  the  federal,  state,  local,  foreign, 
or  international  agency  charged  with  inves¬ 
tigating  or  prosecuting  such  violations  or 
charged  with  implementing  or  enforcing  the 
particular  statute,  or  regulations,  rule,  or 
order,  which  is  pertinent  thereto. 

2.  Information  which  has  a  bearing  on 
matters  which  may  be  in  dispute  may  be 
disclosed  in  the  course  of  presenting  evidence 
or  argument  to  a  court  or  administrative 
tribunal,  a  Judicial  official,  or  counsel  for  a 
party  in  connection  with  litigation  or  ad¬ 
ministrative  proceedings  in  which  the 
agency,  or  its  officers  or  employees,  are  or 
may  become  involved. 

3.  Information  may  be  provided  to  persons 
or  agencies  from  whom  information  is  soli¬ 
cited,  to  the  extent  necessary  to  elicit  facts 
which  may  be  relevant  to  a  financial  audit 
or  an  agency  decision  to  hire  or  retain  an 
employee,  issue  a  security  clearance,  award 
a  contract,  grant  a  license,  or  otherwise  pro¬ 
vide  a  benefit  or  incur  an  obligation. 


4.  Information  may  be  disclosed  to  a  fed¬ 
eral  agency,  in  response  to  its  request  in  a 
particular  case  or  in  a  category  of  cases,  in 
connection  with  that  agency’s  (a)  decision 
in  a  personnel  matter;  (b)  financial  audits 
and  accounting;  (c)  issuance  of  a  security 
clearance;  (d)  investigation  of  an  individual 
employed  or  formerly  employed  by  the  Pan¬ 
ama  Canal  Company  or  Canal  Zone  Govern¬ 
ment;  or  (e)  decision  to  award  a  contract, 
grant  a  license,  or  otherwise  provide  a  bene¬ 
fit  or  incur  an  obligation. 

5.  Information  may  be  supplied  in  re¬ 
sponse  to  an  inquiry  from  a  Member  of  Con¬ 
gress  on  behalf  of  an  individual  or.  at  any 
stage  of  the  legislative  coordination  and 
clearance  process,  to  the  Office  of  Manage¬ 
ment  and  Budget  in  connection  with  the 
review  of  private  relief  legislation. 

6.  Information  which  has  a  bearing  on 
the  qualifications  of  professional  personnel 
(such  as  architects,  attorneys,  engineers, 
medical  practitioners,  pilots,  and  teachers) 
who  have  been  employed  by  the  agency  or 
have  had  professional  dealings  with  the 
agency  may  be  provided  to  the  appropriate 
authorities  such  as  professional  licensing  and 
certifying  boards  and  grievance  committees. 

Effective  Date.  These  regulations  shall 
be  effective  September  27,  1975. 

(2  C.Z.C.  §§  33.  66,  76A  Stat.  7,  11;  5  US.C. 
552a) 

Dated:  August  26, 1975. 

[seal]  H.  R.  Parfitt, 

Governor  of  the  Canal  Zone. 
President.  Panama  Canal  Company. 

|FB  t)oc.75-23096  Piled  8-29-75;8:46  am] 
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DEPARTMENT  OF 
TRANSPORTATION 
Office  of  the  Secretary 
PRIVACY  ACT  OF  1974 

Notice  of  Systems  of  Records;  List  of 
System  Names 

Following  is  a  list  of  names  of  systems 
of  records  maintained  by  the  Depart¬ 
ment  of  Transportation.  The  notices  de¬ 
scribing  these  systems  appear  in  the  Au¬ 
gust  27  Federal  Register  (40  FR  38803) . 


Custody  and  Safekeeping -  CO  531 

D.C.  Motor  Vehicle  Dlagn _  NHTSA  448 

Data  Automation  Program _  SLS  152 

Debarred  Bidderws  List _  NHTSA  405 

Defense  Mobilization  Erne _  FAA  817 

Departmental  Advisory  Co _  OST  008 

Departmental  Personnel  M _  OST  010 

Diagnostic  Demonstration _  NHTSA  440 

Diagnostic  Inspection  De _  NHTSA  406 

Discrimination  Complaint _  PAA  810 

Discrimination  Investiga -  OST  Oil 

Docket . . -  NHTSA  401 

Drinking  Driver  Tracking _  NHTSA  447 

Driver  Accident  Record  C _  FHWA  209 

Driver  W al ver  File _  FHW A  2 1 3 


The  components  of  the  Department  of 
Transportation  appear  at  the  following 
pages : 

Coast  Guard  ( CG >—38806-38829 . 

Federal  Aviation  Administration  (FAA)  — 
38829-38839. 

Federal  Highway  Administration  (FHWA) 
—38839-38844 

Federal  Railroad  Administration  (FRA)  — 
38844-38851. 

Office  of  the  Secretary  (OST) — 38852; 
38868-38886. 

National  Highway  Traffic  Safety  Adminis¬ 
tration  (NHTSA)— 38852-38868. 

Saint  Law'rcnce  Seaway  Development  Cor¬ 
poration  (SLS)— 38887-38895. 

Transportation  Svstems  Center  (TSC)  — 
38888-38895. 


Drug  and  Alcohol  Abuse  P _  CG  638 

Dynamic  sled  tests  of  hu _  NHTSA  407 

EEO  Counseling  Program  a _  NHTSA  432 

Employee  Health  Record  S _  FAA  811 

Employee  Management  File _  OST  013 

Employee  Payroll — Manpo _  TSC  713 

Employee  Travel  Records _  FR.4, 105 

Employee  Travel  Records _  TSC  701 

Employee  Utilization _  FHWA  219 

Employee’s  Compensation _  SLS  153 

Employment  Applications _  OST  014 

Enlisted  Personnel  Recor _  CG  629 

Enlisted  Recruiting  Reco _  CG  627 

Environmental  Litigation _  FAA  827 

Equal  Employment  Opportu _  FAA  814 

Executive  Team  Cadre  Lis _  OST  050 

Experts  and  Consultants _  NHTSA  408 

Fed.  Motor  Vehicle  Safet _  NHTSA  409 

Federal  Aviation  Admin _  FAA  806 


Offerors  Data  Bank -  NHTSA  416 

Offerors  Mailing  List _  NHTSA  424 

Office  of  Chief  Counsel -  FRA  107 

Office  of  Policy  and  Pro _  FRA  117 

Office  of  Research  and  D _  FRA  1P8 

Office  of  Safety  Past  Em _  FRA  109 

Office  of  Safety  Perform -  FRA  110 

Office  of  Safety  Personn _  FRA  111 

Officer  Selection  and  Ap -  CG  625 

Officer,  Enlisted,  and  R _  CQ  628 

Official  Coast  Guard  Res _  CG  676 

Official  Officer  Service _  CG  626 

Operating  Management  Per _  OST  023 

Outside  Employment  of  Act _  CG  640 

Park  Security  Card  Syste _  CG612. 

Parking  Permit  Applicatl _  OST  024 

Parking  Permit  Managemen —  QST  025 

Payroll  Administration _  FHWA  220 

Payroll  Management  Syste -  OST  026 

Pending  Legislation _  PAA  820 

Personal  Affairs _  CG  636 

Personnel  and  Pay  Manage _  FRA  112 

Personnel  Convenience  Pi _  OST  028 

Personnel  Convenience  Fi^ _  OST  047 

Personnel  Convenience  Pi -  SLS  154 

Personnel  (Convenience  FI _  UMTA  175 

Personnel  Data  Convenien _  OST  027 

Personnel  Management  Con _  OST  030 

Personnel  Management  Con _  TSC  710 

Personnel  Management  Inf _  CG  624 

Personnel  Management  Ope _  OST  032 

Personnel  Operating  Mana _  OST  033 

Personnel  Records _  OST  034 

Personnel  Security  Recor _  OST  035 


Urban  Mass  Transportation  Administra¬ 
tion  (UMTA)— 38895-38896. 


Accounts  Receivable _  FHWA  217 

Active  Contract  Run _  NHTSA  403 

Active  Duty  Military  Pay _  CG  525 

Adjudication  and  Settlem _  CG  526 

Air  Traffic  Controller  H _  PAA  819 

Aircraft  Registration  Sy _  FAA  801 

Airman  Certification  Sys _  FAA  802 

Alaska  RR  Security  and  F _  FRA  102 

Alaskan  Railroad  Examina _  FRA  100 

Alaskan  Railroad  Personn _  FRA  101 

Alcohol  Safety  Action  Pr _  NHTSA  404 

Allegations  of  Infrlngem _  OST  003 

Allotment  System _  CG  527 

Application  for  Operator _  FRA  103 

Application  for  U.S.  Gov _  FHWA  208 

Appointment  of  Trustee  o _  CG  637 

Automated  Management  Info..  TSC  700 

Automated  Manpower  Distr _  TSC  707 

Automated  Payroll,  Person _  TSC  712 

Automated  Personnel  Skil _  TSC  705 

Automated  Planning  Syste _  TSC  706 

Auxiliary  Management  Inf _  CG  501 

Aviation  Medical  Indentif.. _  PAA  800 

Basic  Supervisory  Person _  CG  631 

Bi-Weekly  Personnel  Stat _  TSC  715 

Biographical  Files _  SLS  150 

Biographical  Statement _  CG  671 

Blood  Donor  File _  UMTA  176 

Blood  Donor  Information _  TSC  711 

Board  for  Correction  of _  OST  004 

Centralized  Reserve  Pay _  CG  528 

Chemical  Transportation _  CG  586 

Citizens’  Advisory  Comml _  OST  005 

Civil  Aviation  Security _  FAA  813 

Civil  Penalty  Enforcemen _  NHTSA  431 

Civilian  Payroll  System _  CG  529 

Claimants  Under  Federal _  SLS  151 

Claims  and  Litigation _  CG  508 

Closed  Out  Military  Pay _  CG  530 

(3oast  Guard  Family  Housl _  CG  630 

Coast  Guard  Military  Dls _  CG  516 

Coast  Guard  Motor  'Vehicl _  CG  686 

Coast  Guard  Personnel  Se _  CG  633 

Coast  Guai'd  Reserve  Pers _  CO  677 

Coa.st  Guard  Supplement  t _  CG  507 

Coast  Guard  Welfare _  CG  635 

Ckimtalned  Federal  Campaign..  TSC  708 

Complalnt.s  of  Utsciimlna _  CG  517 

Confidential  Statement  o _  FRA  104 

Confidential  Statement  o _  OST  006 

Contract  and  Real  Proper _  CG  536 

Contract  Grievance  Recor _  NHTSA  436 

(Contract  Information  Sys _  OST  007 

Cost  Effectiveness  Study _  NHTSA  443 


Files  Relating  to  Person _  OST  012 

Funds  Management  Record _  OST  015 

General  Aviation  Alrcraf _  FAA  804 

General  Aviation  Medical _  FAA  803 

General  Employee  Records _  OST  001 

<]leneral  Investigations  R _  OST  016 

General  Personnel  Manage _  OST  017 

General  Public  Correspon _  NHTSA  411 

General  Public  Inquiries _  NHTSA  410 

Goveriunent  Driver  Llcens _  NHTSA  434 

Habitual  Offender  Analys _  NHTSA  446 

Health  Unit  Employee  Med _  TSC  714 

Highway  Safety  Lit.  Pers _  NHTSA  402 

Idaho  Traffic  Records  Sy _  NHTSA  438 

Identification  Media  Rec _  OST  0 1 8 

Imprest  Fund  System _  FAA  808 

In-depth  Accident  Invest _  NHTSA  441 

Individual  Personal  Inte _  OST  019 

Information  Systems  Div _  OST  020 

Injuries,  Illnesses,  Mot _  NHTSA  433 

Intelligence  &  Security _  CG  611 

Investigations  and  Secur _  NHTSA  435 

Investigations  Case  File _  FHWA  214 

Investigative  Rcord  Sys -  FAA  815 

Legal  Assistance  Case  Fi _  CG  511 

Legal  Counsel  Informatio _  TSC  702 

Legal  Enforcement  System _  FAA  805 

Litigation,  Claims _  FAA  821 

Management  personnel  Fll _  OST  031 

Manpower  Training  File _  NHTSA  412 

Marine  Pollution  Case  FI _  CG  563 

Master  Chief  Petty  Offle.. _  CG  691 

Medals  of  Honor  Pile _  FHWA  212 

Medical  Exemption _  FAA  824 

Medical  Records  and  Rese _  NHTSA  541 

Memorandum  of  Monthly  Pe..  FHWA  218 

Merchant  Vessel  Casualty _  CG  590 

Military  Training  and  Ed _  CG  622 

Minority  Information  Fll -  TSC  709 

Minority  Recruitment  Fll _  UMTA  r/8 

Motor  Carrier  Accident  F _  FHW  A  2 1 1 

Motor  Carrier  Safety  Pro _  FHWA  204 

Motor  Vehicle  Accident  a -  NHTSA  445 

Motor  Vehicle  Defects -  NHTSA  415 

Motor  Vehicle  Operator/E _  FAA  809 

Motorboat  Registration _  CG  503 

National  Defense  Executi _  OST  022 

National  Driver  Register _  NHTSA  417 

National  Highway  Safety -  NHTSA  400 

National  Motor  Vehicle  S -  NHT.SA  418 

Non-Judiclal  Punishment _  CG  509 

Nonapproprlated  Fund  Sys -  CG  535 

Occupational  Safety  &  He -  TSC  703 

Occupational  Safety  and -  FHV.’A  210 

Occupational  Safety  and _  FRA  106 

Odometer  Rollback _  NHTSA  41 3 


Petitions  for  Exemption _  FAA  826 

Petitions  for  Rulemaking _  FAA  825 

Physical  Disability  Sepa -  CG  571 

Planning  Officials  for  E -  OST  036 

Police  Warrant  File  and _  FAA  807 

Port  Safety  Reporting  Sy -  CG  561 

Prisoners  Log _  CG  621 

Puget  Sound  Vessel  Traff _  CG  562 

Records  of  Confirmation -  OST  037 

Recreational  Boating  Law _  CG  506 

Regional  Personnel  Conve -  FRA  113 

Registered/ Application  P _  CG  592 

Request  for  Permission  o _  CG  639 

Reserve  Master  Personnel _  CG  678 

Reserve  Pay  and  Points  S -  CG  679 

Restraint  System  Effect! -  NHTSA  442 

Retired  Pay  and  Personne _  CG  533 

Safety  Management  INform _  OST  039 

Safety  Related  Defects  I _  NHTSA  450 

Secretariate  Inf.  Retlev _  OST  041 

Security  Management  reco _  OST  040 

Special  Adjudication  for _  NHTSA  452 

Special,  General  and  Sum -  CG  510 

Stand-By  Personnel  infer _  TSC  704 

Statement  of  Employment _  CG  512 

Statement  of  Employment _  FAA  818 

Statement  of  Employment _  NHTSA  427 

Subjects  for  Accident  Av _  NHTSA  439 

Survey  of  Recreational  V _  NHTSA  421 

System  Error  Reporting  P _  FAA  812 

Technical  Pipeline  Safet _  OST  042 

Telephone  Directory  and _  OST  043 

Temporary  Exemption  Petl _  NHTSA  422 

Tort  Claims  and  Personal _  PAA  816 

TRAIS _ _ _  OST  048 

Transportation  Test  Cent _  FRA  114 

Travel  &  Transportation  M _  OST  044 

Travel  Advance  Pile _  FHWA  215 

Travel  Advance  Records _  FRA  115 

Travel  and  Transportatlo _  CG  534 

Travel  Voucher — Change _  FHWA  216 

Trls-on-lone.-- _ _  OST  049 

U.S.  Merchant  Seamen’s  R _  CG  689 

U.S.  Public  Health  Servl _  CG  573 

UMTA  Sponsored  Reports  A _  UMTA  177 

Uniformed  Services  Ident _  CG  632 

Univ.  and  Industry  Progr _  FHWA  202 

USCG  Military  Personnel. .  CG  572 

Unsolicited  Contract  or  R....  OST  045 

Vehicles  Defect  Program _  NHTSA  449 

Vendor  Edit  Table  Listln _  NHTSA  423 

Visit  Control  Records  Sy _  OST  046 

Volunteer  Pool _  NHTSA  444 

Wage  and  Tax  System _  CO  532 

Work  Measurement  System _  FRA  116 

Working  Level  Personnel _  PAA  823 

Youth  Highway  Safety  Adv -  NHTSA  414 
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DEPARTMENT  OF 
TRANSPORTATION 
Office  of  the  Secretary 
PRIVACY  ACT  OF  1974 
Notice  of  Systems  of  Records 
Correction 

In  FR  Doc.  75-22441  appearing  at  page 
38803  in  the  issue  for  W^nesday,  August 
27,  1975,  the  signature  “Jules  B.  duPeza, 
(Acting)  Chief,  Information  Systems  Di¬ 
vision"  should  be  deleted. 


DEPARTMENT  OF  HEALTH, 
EDUCATION.  AND  WELFARE 
Office  of  the  Secretary 
PRIVACY  ACT  OF  1974 

Systems  of  Records  and  Notice  of  Proposed 
Routine  Uses  Therefor 

Correction 

In  FR  Doc.  75-22353  appearing  at  page 
38391  of  the  issue  for  Wednesday,  August 
27,  1975,  the  following  changes  should 
be  made: 

1.  On  page  38391  the  date  “September 
26,  1975”  should  be  inserted  in  the  fifth 
line  after  the  phrase  “comments  which 
are  submitted  in  writing  on  or  before”. 

2.  The  Appendices  which  appear  at 
p>ages  38671-38683  should  be  inserted  im¬ 
mediately  after  the  last  SSAZ  system 
notice,  on  page  38557,  above  the  line 
reading  “SES  PLS”. 
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NOTICES 


•  NUCLEAR  REGULATORY 
COMMISSION 
PRIVACY  ACT  OF  1974 

Notices  of  Systems  of  Records — Proposed 
Routine  Uses 

Correction 

In  FR  Doc.  75-22428,  appearing  at 
page  38997,  in  the  issue  for  Wednesday, 
August  27,  1975,  the  file  line  and  the  last 
portion  of  the  preamble  were  inadvert¬ 
ently  omitted.  The  file  line  should  read: 
“[FR  Doc.  75-22428  Filed  8-27-75;  8:45 
ami”.  The  omitted  material  should  ap¬ 
pear  immediately  following  page  38997 
as  set  forth  below. 

Prefatory  Statement  of  General 
Routine  Uses 

The  following  routine  uses  apply  to 
each  system  of  records  notice  set  forth 
below  which  specifically  references  this 
Prefatory  Statement. 


1.  In  the  event  that  a  system  of  rec¬ 
ords  maintained  by  the  NRC  to  carry 
out  its  functions  indicates  a  violation  or 
potential  violation  of  law,  whether  civil, 
criminal  or  regulatory  in  nature,  and 
whether  arising  by  general  statute  or 
particular  program  statute,  or  by  regu¬ 
lation,  rule  or  order  issued  pursuant 
thereto,  the  relevant  records  in  the  sys¬ 
tem  of  records  may  be  referred,  as  a 
routine  use,  to  the  appropriate  agency, 
whether  Federal,  State,  or  local,  charged 
with  the  responsibility  of  investigating 
or  prosecuting  such  violation  or  charged 
with  enforcing  or  implementing  the  stat¬ 
ute,  or  rule,  regulation  or  order  issued 
pursuant  thereto. 

2.  A  record  from  this  system  of  records 
may  be  disclosed,  as  a  routine  use,  to  a 
Federal,  State  or  local  agency  maintain¬ 
ing  civil,  criminal  cr  other  relevant  en¬ 
forcement  information  or  other  pertinent 
information,  such  as  current  licenses, 
if  necessary  to  obtain  information  rele¬ 


vant  to  a  NRC  decision  concerning  the 
hiring  or  retention  of  an  employee,  the 
issuance  of  a  security  clearance,  the  let¬ 
ting  of  a  contract,  or  the  issuance  of  a 
license,  grant  or  other  benefit. 

3.  A  record  from  this  system  of  records 
may  be  disclosed,  as  a  routine  use,  to  a 
federal  agency,  in  response  to  its  re¬ 
quest,  in  connection  with  the  hiring  or 
retention  of  an  employee,  the  Issuance  of 
a  security  clearance,  the  reporting  of  an 
investigation  of  an  employee,  the  letting 
of  a  contract,  or  the  issuance  of  a  license, 
grant,  or  other  benefit  by  the  requesting 
agency,  to  the  extent  that  the  informa¬ 
tion  is  relevant  and  necessary  to  the  re¬ 
questing  agency’s  decision  on  the  matter. 

4.  A  record  from  this  system  of  records 
may  be  disclosed  as  a  routine  use,  in  the 
course  of  discovery  and  in  presenting 
evidence  to  a  court,  magistrate  or  ad¬ 
ministrative  tribunal,  including  dis¬ 
closures  to  opposing  counsel  in  the  comse 
of  settlement  negotiations. 
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OFFICE  OF  MANAGEMENT  AND 
BUDGET 

PRIVACY  ACT  OF  1974 
Proposed  Notices  of  Systems  of  Records 

Notice  is  hereby  given  that  the  Office  of  Management  and 
Budget  proposes  to  adopt  the  following  notices  of  the  existence  and 
character  of  the  systems  of  records  which  it  maintains  which  con¬ 
tain  information  about  individuals.  Public  comment  is  invited  on 
these  notices  on  or  before  September  28,  1975.  addressed  to  the 
Assistant  to  the  Director  for  Administration,  Office  of  Management 
and  Budget,  17th  and  Pennsylvania  Avenue.  NW.,  Washington, 
D.C.  20503. 

Velma  N.  Baldwin 
Assistant  to  the  Director 
for  Administration 


TABLE  OF  CONTENTS 
l.ibrary  Circulation  System 
Payroll  and  Leave  Records 
Personnel  Summary 
Private  Relief  Legislation 
Researcher  Request  File 
Staff  Directory  Card 
Staff  Parking  Application  File 
Staff  Travel  Records 

Veterans  Education  and  Training  Load  Model 

Velma  N.  Baldwin 
Certifying  Officer 

OMB/LIBRY/01 

System  name:  Library  Circulation  System 
Security  classification:  None 

System  location:  Office  of  Management  and  Budget  Library,  New 
Executive  Office  Building,  726  Jackson  Place,  N.W.,  Washington, 
D  C.  20503. 

Categories  of  individuals  covered  by  the  system:  Employees  of  the 
Executive  Office  of  the  President. 

I  Categories  of  records  in  the  system:  These  records  contain  titles 

and  other  identifying  data  on  materials  borrowed  from  the  OMB 
Library;  name,  room  number,  organization,  and  telephone  number 
of  borrower;  and  the  return  date  for  each  item  borrowed. 

Authority  for  maintenance  of  the  system:  Eederal  Property  and 
I  Administrative  Services  Act.  Title  11,  Sec.  202(b)(1),  40  U.S.C. 
483(b)(1). 

Routine  u.ses  of  records  maintained  in  the  system,  including  catego- 
[  ries  of  users  and  the  purposes  of  such  uses:  Except  for  disclosures  to 

I  officers  or  employees  of  OMB  in  connection  with  the  performance 

of  their  official  duties  for  the  agency  (see  ‘Retrievability*)  there  are 
I  no  routine  uses. 

^  Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 

I  and  disposing  of  records  in  the  system: 

)  Storage:  These  records  are  stored  at  the  circulation  desk  of  the 

f  OMB  Library.  . 

Retrievability:  Records  arc  arranged  alphabetically  by  last  name 
of  borrower,  by  title  of  item  borrowed,  by  organization  to  which 
borrower  belongs,  and  by  order  of  input  into  the  system. 

Safeguards:  Access  to  records  is  under  constant  surveillance  by 
Head  of  Reference  and  Loan  Section  during  normal  working  hours. 
Secured  in  locked  room  after  work  hours. 

;  Retention  and  disposal:  Records  are  retained  on  individual  library 

loans  only  until  the  item  is  returned  to  the  Library.  Reports  on  the 
^  status  of  loans  are  generated  daily;  current  and  preceding  day's  re¬ 
ports  are  retained. 

System  manager(s)  and  address:  Librarian,  Office  of  Management 
;  and  Budget,  New  Executive  Office  Building,  726  Jackson  Place, 
^  N.W.,  Washington,  D.C.  20503. 

1  Notification  procedure:  Requests  to  be  notified  whether  or  not  the 

i  system  contains  a  record  pertaining  to  an  individual  should  be  ad- 
'  dressed  to  Assistant  to  the  Director  for  Administration,  Office  of 
[  Management  and  Budget,  Old  Executive  Office  Building,  17th  & 
Pennsylvania  Avenue,  N.W.,  Washington,  D.C.  20503.  (See  also 


Chapter  III,  Part  1302  of  Title  5,  Code  of  Federal  Regulations  (40 
F.R.  34165).) 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  obtained  from  individual  to 
whom  it  pertains  and  from  physical  examination  of  materials  bor¬ 
rowed. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 

OMB/BUDGO/01 

System  name:  Payroll  and  l.eave  Records 
Security  classification:  None 

System  location:  Office  of  Management  and  Budget,  New  Execu¬ 
tive  Office  Building,  726  Jackson  Place,  N.W.,  Washington,  D.C. 
20503. 

Categories  of  individuals  covered  by  the  system:  Former  and  cur¬ 
rent  employees  of  the  Office  of  Management  and  Budget,  the 
Domestic  Council,  and  the  Council  of  Economic  Advisers. 

Categories  of  records  in  the  system:  These  records  contain  infor¬ 
mation  relating  to  the  individuals  name.  Social  Security  number, 
age,  sex,  marital  status,  appointment,  tenure,  employment  status, 
and  occupation  series.  These  records  also  contain  data  as  of  the 
year  to  date  and  the  most  recent  pay  period  with  regard  to  leave 
earned,  used,  and  balances,  withholdings,  and  allotments  to  finan¬ 
cial  institutions. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301,  31  U.S.C. 
66a,  44  U.S.C.  3101,  3309. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  ‘Retrievability*) 
the  routine  uses  and  category  of  users  for  each  are  as  follows; 

(a)  To  a  Federal  agency,  in  response  to  its  request,  in  connection 
with  the  hiring  or  retention  of  an  employee,  the  issuance  of  a 
security  clearance,  the  reporting  of  an  investigation  of  any  em¬ 
ployee.  the  letting  of  a  contract,  or  the  issuance  of  a  license,  grant, 
or  other  benefit  by  the  requesting  agency,  to  the  extent  the  infor¬ 
mation  is  relevant  and  necessary  to  the  requesting  agency's  deci¬ 
sion  on  the  matter. 

(b)  To  a  Federal,  State,  or  local  agency  maintaining  civil, 
criminal,  or  other  relevant  enforcement  information  or  other  per¬ 
tinent  information,  such  as  current  licenses,  if  necessary  to  obtain 
information  relevant  to  an  OMB  decision  concerning  the  hiring  or 
retention  of  an  employee,  the  issuance  of  a  security  clearance,  the 
letting  of  a  contract,  or  the  issuance  of  a  license,  grant,  or  other 
benefit. 

(c)  To  the  appropriate  agency,  whether  Federal,  State,  local,  or 
foreign,  that  is  charged  with  the  responsibility  of  investigating  or 
prosecuting  violations  or  charged  with  enforcing  or  implementing 
the  statute,  or  rule,  regulation,  or  order  issued  pursuant  thereto, 
when  the  system  of  records  maintained  by  OMB  to  carry  out  its 
functions  indicates  a  violation  or  potential  violation,  whether  aris¬ 
ing  by  general  statute  or  particular  program  statute,  or  by  regula¬ 
tion,  rule,  or  order  issued  pursuant  thereto. 

(d)  To  the  Treasury  Department,  Internal  Revenue  Service  and 
those  States  and  municipalities  that  are  signatories  to  an  agreement 
with  the  Federal  Government  regarding  tax  withholding  data. 

(c)  To  the  Civil  Service  Commission  concerning  pay,  benefits, 
retirement  deductions,  and  other  information  necessary  for  the 
Commission  to  carry  out  is  government-wide  personnel  manage¬ 
ment  functions. 

Policies  and  practices  for  storiiw,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  filed  in  a  file  cabinet  in  the  Payroll  Office 
or  in  Federal  Records  Center  Boxes  in  the  OMB  Records  Deposito¬ 
ry 

Retrievability:  Records  are  filed  in  chronological  order  by  calen¬ 
dar  year  and  by  name.  Access  is  limited  to  the  staff  of  the  Budget 
and  Management  Office  and  the  Records  Unit,  and  the  appropriate 
supervisory  officials,  the  Assistant  to  the  Director  for  Administra¬ 
tion,  the  Eieputy  Director,  and  the  Director. 

Safeguards:  Only  Budget  and  Management  Office  staff  and  the 
Records  Unit  staff  have  access  on  a  regular  basis.  Both  the  Budget 
and  Management  Office  and  the  Records  Depositoi^  are  locked 
during  nonworking  hours  and  under  visual  surveillance  during 
working  hours. 
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Retention  and  disposal:  Temporary  records  subject  to  General 
Accounting  Office  audit  are  retained  until  completion  of  the  audit 
which  generally  occurs  every  2-4  years.  Permanent  records,  Com¬ 
prehensive  Listing  of  Employee  Master  File  (Form  TUS  4()4),  are 
retired  to  National  Archives  after  6  years. 

System  manager(s)  and  address:  Budget  and  Management  Officer, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  726  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Requests  to  be  notified  whether  or  not  the 
system  contains  a  record  pertaining  to  an  individual  should  be  ad¬ 
dressed  to  Assistant  to  the  Director  for  Administration,  Office  of 
Management  and  Budget,  Old  Executive  Office  Building,  17th  & 
Pennsylvania  Avenue,  N.W.,  Washington,  D.C.  20503.  (See  also 
Chapter  III,  Part  1302  of  Title  5,  Code  of  Federal  Regulations  (40 
F.R.  34165).) 

Record  access  procedures:  .Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  obtained  from  employees  v 
application  for  employment,  and  withholding  statements  prepared 
by  the  employee. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble 

OMB/BLDGO/03 
System  name:  Personnel  Summary 
Security  classification:  None 

System  location:  Budget  and  Management  Office,  Office  of 
Management  and  Budget,  New  Executive  Office  Building, 
Washington,  D  C.  20503. 

Categories  of  individuals  covered  by  the  system:  Current  em¬ 
ployees  of  the,  Office  of  Management  and  Budget,  regardless  of 
their  type  of  appointment.  A  record  of  the  employment  as  of  the 
end  of  the  preceding  fiscal  year  is  also  maintained.  . 

Categories  of  records  in  the  system:  These  records  contain  the  fol-  ' 
lowing  information  on  each  employee:  (a)  name,  (b)  date  of  birth, 

(c)  sex,  (d)  minority  status,  (c)  degree,  (f)  date  employee  entered  on 
duty  with  OMB  or  BOB,  (g)  type  of  appiointment,  (h)  status  of  em¬ 
ployment,  (i)  division  and  branch  where  employed,  (j)  occupational 
classification,  (k)  professional  or  nonprofessional  identification,  (1) 
grade  and  step,  (m)  annual  salary,  (n)  daily  rate,  (o)  service  compu¬ 
tation  date,  (p)  date  of  last  promotion,  and  (q)  person  years  of  em¬ 
ployment. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301  and  44 
C.SC.  3101 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Except  for  disclosures  to 
officers  or  employees  of  OMB  in  connection  with  the  performance 
of  their  official  duties  for  the  agency  (see  ‘Retrievability*)  there  are 
no  routine  uses. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Record  is  maintained  on  a  computer  from  a  commercial 
time-sharing  firm  under  contract  with  OMB. 

Retrievability:  Access  from  the  computer  is  restricted  by  an  ac¬ 
cess  code  and  is  limited  to  two  employees  in  the  Budget  and 
Management  Office.  The  record,  which  is  updated  monthly  is  dis¬ 
tributed  to  the  Assistant  to  the  Director  for  Administration  and  the 
staffs  of  the  Budget  and  Management  f)fficc  and  the  Personnel  Of¬ 
fice.  Upon  request  a  copy  is  made  available  to  OMB’s  Equal  Em¬ 
ployment  Opportunity  Officer  or  his/her  designee. 

Safeguards:  Access  and  distribution  is  limited  as  described  above. 

In  addition  the  terminals  by  which  access  can  be  obtained  are 
located  in  the  Budget  and  Mana^tment  Office  which  is  locked  dur¬ 
ing  nonworking  hours.  Copies  of  the  record  that  are  distributed  in¬ 
ternally  as  specified  above  are  secured  in  a  locked  room  or  locked 
file  cabinet  during  nonworking  hours. 

Retention  and  disposal:  The  record  covering  the  most  recent  pay 
period  and  a  record  as  of  the  end  of  the  fiscal  year  are  maintained. 
Prior  copies  are  destroyed. 

System  managerfs)  and  address:  Budget  and  Management  Officer, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  Washington,  D.C.  20503. 

Notification  procedure:  Requests  to  be  notified  whether  or  not  the 
system  contains  a  record  pertaining  to  an  individual  should  be  ad¬ 
dressed  to  Assistant  to  the  Director  for  Administration,  Office  of 
Management  and  Budget,  Old  Executive  Office  Building,  17th  & 


Pennsylvania  Avenue,  N.W.,  Washington,  D.C.  20503.  Must  pro¬ 
vide  building  pass  or  some  other  form  of  verification  that  the  in¬ 
dividual  is  current  or  former  employee  of  OMB.  (See  also  Chapter 
III,  Part  1302  of  Title  5,  Code  of  Federal  Regulations,  (40  F.R. 
34165).) 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  is  obtained  from  employees 
application  (SF  171)  and  subsequent  Notification  of  Personnel  Ac¬ 
tions  (SF  50). 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 

OMB/LEGIS/01 

System  name:  Private  Relief  Legislation 
Security  classification:  Generally  none. 

System  location:  Legislative  Information  Center,  Office  of 
Management  and  Budget,  New  Executive  Office  Building,  726 
Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Categories  of  individuals  covered  by  the  system:  Individuals  who 
are  the  subject  of  proposed  or  enacted  private  relief  legislation. 

Categories  of  records  in  the  system:  The  information  contained  in 
these  records  consists  of  only  those  private  relief  bills  requiring  Of¬ 
fice  of  Management  and  Budget  review  as  specified  in  OMB  Circu¬ 
lar  No.  A-19,  Revised.  The  information  maintained  may  include  co¬ 
pies  of  a  draft  bill  proposed  by  an  agency  as  defined  in  the  Circu¬ 
lar,  copies  of  bills  introduced  in  the  Congress,  and,  if  applicable. 
Congressional  committee  reports,  agency  memorandums  and  let¬ 
ters,  OMB  memorandums  and  letters,  and  other  documents  as  may 
be  needed  in  connection  with  the  legislative  coordination  and 
clearance  process.  Certain  individual  records  may  also  contain  cor¬ 
respondence  from  and  to  the  individual  about  whom  the  informa¬ 
tion  is  maintained. 

Authority  for  maintenance  of  the  system:  Office  of  Management 
and  Budget  Circular  No.  A-19,  Revised  July  31,  1972. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  internal 
uses  in  connection  with  the  performance  of  official  business  (see 
■Retrievability')  the  routine  uses  and  categories  of  users  are  as  fol¬ 
lows: 

The  information  may  be  disclosed  to  the  appropriate  officials  of 
any  executive  branch  agency  in  order  to  obtain  their  views  in  con¬ 
nection  with  the  legislative  coordination  and  clearance  process  as 
set  forth  in  OMB  Circular  No.  A-19. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  The  records  are  stored  in  an  electronically  powered  ro¬ 
tary  file. 

Retrievability:  Information  is  retrieved  by  name  of  individual,  bill 
number,  or  private  law  number.  Access  is  limited  to  the  Director, 
Deputy  Director,  General  Counsel,  staff  of  the  Legislative 
Reference  Division,  OMB  program  analysts  and  their  supervisors. 

Safeguards:  Rotary  power  file  is  locked  during  nonworking  hours 
and  under  visual  surveillance  during  working  hours. 

Retention  and  disposal:  Permanent  records  are  maintained  on 
private  relief  bills  introduced  during  the  current  and  prior  two  ses¬ 
sions  of  Congress  and  then  transferred  to  the  National  Archives. 

System  managerfs)  and  address:  Supervisor,  Legislative  Informa¬ 
tion  Center,  Office  of  Management  and  Budget,  New  Executive 
Office  Building,  726  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Assistant  to  the  Director  for  Administra¬ 
tion,  Office  of  Management  and  Budget,  Old  Executive  Office 
Building,  17th  &  Pennsylvania  Avenue,  N.W.,  Washington,  D.C. 
20503.  (See  also  Chapter  III,  Part  1302  of  Title  5,  Code  of  Federal 
Regulations  (40  F.R.  34165).  State  name,  date  of  birth,  private  relief 
bill  number,  if  known,  or  the  approximate  date  the  bill  was  in¬ 
troduced  and  a  general  statement  of  the  relief  requested  or  granted. 
Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  See  item  06. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 

OMB/PERSL/01 

System  name:  Recruiting  and  Applicant  Records. 


FEOEBAl  REGISTER  VOL.  40,  NO.  170— TUESDAY,  SEPTEMBER  7,  1975 


OFFICE  OF  MANAGEMENT  AND  BUDGET 


40495 


Security  classifioitioii:  None 

System  location:  Personnel  Office,  Office  of  Management  and 
Budget,  New  Executive  Office  Building,  726  Jackson  Place,  N.W., 
Washington,  D.C.  20503. 

Categories  of  individuals  covered  by  the  system:  Persons  who  have 
applied  for  employment  consideration  or  otherwise  seeking  an  as¬ 
sociation  with  the  Office  of  Management  and  Budget;  individuals 
referred  for  consideration  by  a  variety  of  organizations  and  per¬ 
sons;  and  current  and  former  college  or  university  students  explor¬ 
ing  placement  opportunities  with  the  Office. 

Categories  of  records  in  the  system:  These  records  contain  infor¬ 
mation  relating  to  the  education  and  training;  employment  history 
and  earnings;  appraisal  of  past  performance;  convictions  for  offen¬ 
ses  against  the  law;  results  of  written  tests;  appraisal  of  potential; 
honors,  awards,  or  fellowships;  military  service,  veterans 
preference,  birthplace;  birth  date;  social  security  number;  names  of 
relatives  who  are  employed  in  the  Federal  service;  legal  residence; 
and  home  address  of  persons  who  have  applied  for  employment 
with  the  Office  of  Management  and  Budget  or  have  been  referred 
for  employment  consideration  by  the  Office  of  Management  and 
Budget. 

Authority  for  maintenance  of  the  system:  Title  5  U.S.C.,  Section 
3109,  3301,  3302,  3304,  3309,  3318,  3319,  and  Executive  Orders 
10577  and  11103. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  'Retrievabihty') 
the  routine  uses  and  category  of  users  for  each  are  as  follows: 

(a)  To  refer  applicants  to  officials  of  Federal  government  agen¬ 
cies  or  to  State  and  local  governments  with  permission  of  an  appli¬ 
cant  for  the  purpose  of  employment  consideration. 

(b)  To  provide  information  or  disclose  to  a  Federal  agency,  in 
response  to  its  request,  in  connection  with  the  hiring  or  considera¬ 
tion  of  an  applicant,  the  letting  of  a  contract,  or  issuance  of  a 
license,  grant  or  other  benefit  by  the  requesting  agency  to  the  ex¬ 
tent  that  the  information  is  relevant  and  necessary  to  the  requesting 
agency’s  decision  on  that  matter. 

(c)  For  litigation  in  a  Federal  court  by  the  Civil  Service  Commis¬ 
sion  or  an  agency. 

(d)  To  respond  to  requests  from  Members  of  Congress  regarding 
applicants'  status  and  prospects  for  employment  with  the  Office  of 
Management  and  Budget. 

(e)  To  refer,  where  there  is  an  indication  of  a  violation  or  poten¬ 
tial  violation  of  law,  whether  civil,  criminal,  or  regulatory  in  nature, 
to  the  appropriate  agency,  whether  Federal,  State,  or  local  charged 
with  the  responsibility  of  investigating  or  prosecuting  such  violation 
or  charged  with  enforcing  or  implementing  the  statute,  or  rule, 
regulation,  or  order  issued  pursuant  thereto. 

(f)  To  request  information  from  a  Federal,  State,  or  local  agency 
maintaining  civil,  criminal,  or  other  relevant  enforcement  or  other 
pertinent  information,  such  as  licenses,  if  necessary  to  obtain  rele¬ 
vant  information  to  an  agency  decision  concerning  the  hiring  or  re¬ 
tention  of  an  employee,  the  issuance  of  a  security  clearance,  the 

I  letting  of  a  contract,  or  the  issuance  of  a  license,  grant,  or  other 
I  benefit. 

i  (g)  To  provide  an  educational  institution  with  information  on  an 

appointment  of  a  recent  graduate  at  certain  grade  levels. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

_  Storage:  Records  are  maintained  in  file  folders  and  on  cards, 
lists,  and  forms. 

Retrievability:  Records  arc  indexed  by  the  names  of  the  in- 
'  dividuals  on  whom  they  are  maintained. 

I  Safeguards:  Access  to  and  use  of  these  records  are  limited  to 

i  those  persons  whose  official  duties  require  such  access.  Personnel 
I  screening  is  employed  to  prevent  unauthorized  disclosure.  Applica- 
[  tions  are  located  in  metal  rile  cabinets  in  a  secured  room. 

[  Retention  and  disposal:  The  records  are  maintained  in  the  Person¬ 

nel  Office  up  to  two  years  and  are  retired  to  the  Records  Section 
for  retention  for  three  additional  years  and  then  disposed  under  the 
GSA  general  records  schedule  1 . 

System  manager(s)  and  address:  Personnel  Officer,  Office  of 
Management  and  Budget,  New  Executive  Office  Building,  726 
f  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Individuals  should  contact  the  Assistant  to 


the  Director  for  Administration,  Office  of  Management  and  Budget, 
Old  Executive  Office  Building,  17th  &  Pennsylvania  Avenue, 
N.W.,  Washington,  D.C.  20503.  (See  also  Chapter  III,  Part  1302  of 
Title  5  Code  of  Federal  Regulations  (40  F.R.  34165).)  The  request 
should  be  made  in  writing,  giving  full  name,  date  of  birth,  social 
security  number,  the  approximate  date  of  most  recent  application, 
or  when  and  where  contact  with  an  OMB  representative  was  most 
recently  made,  if  appropriate. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  in  this  system  of  records 
either  comes  from  the  individual  to  whom  it  applies  or  is  derived 
from  information  he  or  she  supplied,  except  reports  from  medical 
personnel  on  physical  qualifications;  results  of  examination  which 
are  made  known  to  applicants  and  vouchers  supplied  by  references. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 


OMB/RECDS/01 

System  name:  Researcher  Request  File 
Security  classification:  None 

System  location:  Office  of  Management  and  Budget,  New  Execu¬ 
tive  Office  Building,  726  Jackson  Place.  N.W.,  Washington,  D.C. 
20503. 

Categories  of  individuals  covered  by  the  system:  Persons  who  have 
requested  to  examine  official  records  or  reference  materials 
prepared  by  the  Bureau  of  the  Budget  or  the  Office  of  Management 
and  Budget. 

Categories  of  records  in  the  system:  This  system  of  records  con¬ 
tains  the  initial  letter  submitted  by  individuals  asking  to  examine 
the  official  agency  records,  including  a  statement  as  to  the  nature 
and  purposes  of  the  research,  their  present  occupation,  home 
and/or  place  of  employment.  Brief  descriptions  and  locations  of  the 
records  reviewed,  examined  and  copied  are  also  maintained  in  the 
file. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301,  Title  44, 
U  .S.C.  3101-3103,  3105,  3106. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  'Retrievability') 
the  routine  uses  and  category  of  users  for  each  arc  as  follows: 

(a)  To  respond  to  requests  from  Committees  of  the  Congress  for 
statistical  reports  relating  to  requests  received  by  OMB  under  5 
U.S.C.  552  (Freedom  of  Information  Act). 

(b)  To  prepare  statistical  reports  for  declassification  of  specific 
records  under  Executive  Order  11652. 

(c)  To  respond  to  researchers  inquiries  on  record  descriptions  for 
citing  reference  and  record  sources. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  maintained  in  file  folders  and  on 
index  cards  located  in  the  OMB  Records  Depository. 

Retrievability:  The  records  are  indexed  and  alphabetically  ar¬ 
ranged  by  names  of  individuals  and  cross-referenced  by  record  or 
research  subject.  Access  is  restricted  to  the  Assistant  to  the 
Director  for  Administration  and  the  Records  Unit. 

Safeguards:  Records  Depository  is  locked  during  nonworking 
hours  and  is  under  the  visual  surveillance  of  Records  Unit  staff 
during  working  hours. 

Retention  and  disposal:  Files  are  retained  for  a  period  of  eight 
years  and  then  destroyed. 

System  manager(s)  and  address:  Records  Officer,  Office  of 
Management  and  Budget,  726  Jackson  Place,  Washington,  D.C. 
20503. 

Notification  procedure:  Requests  to  be  notified  whether  or  not  the 
system  contains  a  record  pertaining  to  ah  individual  should  be  ad¬ 
dressed  to  Assistant  to  the  Director  for  Administration,  Office  of 
Management  and  Budget.  Old  Executive  Office  Building,  1 7th  & 
Pennsylvania  Avenue,  N.W.,  Washington,  D.C.  20503.  See  also 
Chapter  III,  Part  1.302  of  Title  5,  Code  of  Federal  Regulations  (40 
F.R.  34165). 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 
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Record  source  categories:  Personal  information  is  received  only 
from  the  individual.  No  additional  data  concerning  the  individual  is 
added  to  the  file. 

Svstems  exempted  from  certain  provisions  of  the  act;  Not  applica¬ 
ble.' 

OMB/ADSER/01 

System  name:  Staff  Directory  Card 
Security  classification:  None. 

System  location:  Administrative  Services,  Office  of  Management 
and  Budget,  New  Executive  Office  Building,  726  Jackson  Place, 
N.W.,  Washington,  D.C.  20503. 

Categories  of  individuals  covered  by  the  system:  Current  OMB  em¬ 
ployees. 

Categories  of  records  in  the  system:  This  system  of  records  con¬ 
tains  information  on  each  employee  consisting  of  name,  address, 
person  to  notify  in  an  emergency,  home  address,  residence 
telephone  number,  office  room  number.  Division  or  unit  symbol, 
and  office  telephone  extension. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301,  44  U.S.C. 
3101 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  ‘Retrievability*) 
the  routine  uses  and  category  of  users  for  each  are  as  follows; 

To  provide  the  Executive  Office  of  the  President  switchboard 
with  current  office  telephone  extension  numbers  of  OMB  staff  in 
order  to  properly  direct  incoming  calls. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Forms  are  maintained  in  a  metal  file  cabinet  specially 
adapted  for  directory  cards. 

Retrievability:  Records  arc  filed  in  alphabetical  order.  Access  to 
the  record  is  restricted  to  Administrative  Services  Office  and 
Budget  and  Management  Office  employees.  In  emergency  situa¬ 
tions.  the  records  may  be  accessed  by  the  employee's  supervisor. 

Safeguards:  The  Administrative  Services  Office  is  locked  during 
nonoffice  hours. 

Retention  and  disposal:  Record  is  destroyed  when  employee  ter¬ 
minates  employment  with  OMB. 

System  manager(s)  and  address:  Administrative  Services  Officer, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  726  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Assistant  to  the  Director  for.  Administra¬ 
tion,  Office  of  Management  and  Budget,  Old  Executive  Office 
Building.  17th  &  Pennsylvania  Avenue,  N.W.,  Washington.  D.C. 
20503.  See  also  Chapter  III,  Part  1302  of  Title  5,  Code  of  Federal 
Regulations  (40  F.R.  34165).  Supply  name  and  building  pass. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  contained  in  the  system  is 
obtained  from  the  employee. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 

OMB/ADSER/02 

System  name:  Staff  Parking  Application  File 
Security  classification:  None 

System  location:  Administrative  Services,  Office  of  Management 
and  Budget,  New  Executive  Office  Building,  726  Jackson  Place, 
N.W.,  Washington,  D  C.  20503. 

Categories  of  individuals  covered  by  the  system:  OMB  employees 
who  have  applied  for  parking  permits  during  the  previous  year  and 
individuals  employed  by  other  agencies  and  private  concerns  who 
are  riders  in  their  carpools. 

Categories  of  records  in  the  system:  The  system  contains 
completed  OMB  Forms  73  submitted  by  OMB  employees  who 
desire  a  parking  permit.  The  form  contains  the  following  informa¬ 
tion  on  person  making  the  application:  name,  GS  grade,  office  or 
divison,  room  number,  telephone  extension,  years  of  Federal  ser¬ 
vice,  home  address,  home  telephone  number,  zip  code,  make  of  car 
and  for  each  rider,  name,  home  address,  employer,  and  years  of 
Federal  service,  if  applicable. 


Authority  for  maintenance  of  the  system:  General  Services  Ad¬ 
ministration  Federal  Management  Circular  74-1,  Suppl.  2  dated 
November  15,  1974  and  Office  of  Management  and  Budget  Office 
Memorandum  No.  75-23. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Except  for  disclosures  to 
officers  or  employees  of  OMB  in  connection  with  the  performance 
of  their  official  duties  for  the  agency  (see  ‘Retrievability')  there  are 
no  routine  uses. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Forms  are  maintained  in  a  three-ring  binder. 

Retrievability:  Records  are  kept  in  numerical  order  by  parking 
permit  number  and  by  name.  Access  is  limited  to  the  Assistant  to 
the  Director  for  Administration,  staff  of  the  Administrative  Ser¬ 
vices  Office,  and  upon  request,  the  individual  to  which  the  infor¬ 
mation  pertains. 

Safeguards:  Administrative  Services  Office  is  locked  during  non¬ 
working  hours. 

Retention  and  disposal:  The  file  is  maintained  for  one  year  fol¬ 
lowing  the  close  of  the  parking  year  (March  1). 

System  manager(s)  and  address:  Administrative  Services  Officer, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  726  Jackson  Place.  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Assistant  to  the  Director  for  Administra¬ 
tion,  Office  of  Management  and  Budget,  Old  Executive  Office 
Building,  17th  &  Pennsylvania  Avenue,  N.W.,  Washington,  D.C. 
20503.  (See  also  Chapter  III,  Part  1302  of  Title  5  Code  of  Federal 
Regulations  (40  F.R.  34165).) 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  contained  in  the  system 
was  obtained  from  the  individual  to  whom  record  pertains. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 

OIVlB/BUDGO/02 

System  name:  Staff  Travel  Records 
Security  classification:  None. 

System  location:  Office  of  Management  and  Budget,  New  Execu¬ 
tive  Office  Building,  726  Jackson  Place,  N.W.,  Washington,  D.C. 
20503. 

Categories  of  individuals  covered  by  the  system:  Employees 
(current  and  former)  of  the  Office  of  Management  and  Budget,  the 
Domestic  Council,  and  the  Council  of  Economic  Advisers  re¬ 
gardless  of  type  of  appointment,  and  other  individuals,  who  have 
performed  travel  at  government  expense  on  official  business. 

Categories  of  records  in  the  system:  These  records  contain  the  ap¬ 
proved  travel  authorization,  the  travel  vouchers  submitted  by  the 
individual,  memos  of  approval  for  special  conveyance  or  actual 
subsistence,  and  receipts  as  may  be  required  by  the  Federal  Travel 
Regulations  (FPMR  101-7). 

Authority  for  maintenance  of  the  system:  31  U.S.C.  66a,  44  U.S.C. 
3101,  3102,  3301,  3309,  and  General  Accounting  Office  Policy  and 
Procedures  Manusil  for  Guidance  of  Federal  Agencies,  Title  8, 
Chapter  2.  Sections  4  and  5. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  ‘Retrievability') 
the  routine  uses  and  category  of  users  for  each  are  as  follows: 

To  refer  to  the  appropriate  agency,  whether  Federal,  State,  local, 
or  foreign,  that  is  charged  with  the  responsibility  of  investigating  or 
prosecuting  violations  or  charged  with  enforcing  or  implementing 
the  statute,  or  rule,  regulation,  or  order  issued  pursuant  thereto, 
when  the  system  of  records  maintained  by  OMB  to  carry  out  its 
functions  indicates  a  violation  or  potential  violation,  whether  aris¬ 
ing  by  general  statute  or  particular  program  statute,  or  by  regula¬ 
tion,  rule,  or  order  issued  pursuant  thereto.. 

Polkies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Current  records  are  maintained  in  folders  in  metal  file 
cabinets.  Noncurrent  records  are  filed  in  Federal  Records  Center 
Boxes  in  the  OMB  Records  Depository. 
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RetrievabilHy:  Records  are  alphabetically  arranged  by  name  ac¬ 
cording  to  fiscal  year.  Access  to  the  records  described  herein  is 
restricted  to  staff  of  the  Budget  and  Management  Office,  the  ap¬ 
propriate  supervisory  officials,  the  Assistant  to  the  Director  for  Ad¬ 
ministration,  the  General  Counsel,  or  his  designee,  the  Deputy 
Director,  Director,  Executive  Director,  Domestic  Council,  and 
Chairman,  Council  of  Economic  Advisers. 

Safeguards:  Only  Budget  and  Management  Office  staff  and  the 
Records  Unit  staff  have  access  on  a  regular  basis.  Both  the  Budget 
and  Management  Office  and  the.  Records  Depository  are  locked 
during  nonworking  hours  and  under  visual  surveillance  during 
working  hours. 

Retention  and  disposal:  Current  records  are  maintained  in  the 
Budget  and  Management  Office  until  they  have  been  audited  by  the 
General  Accounting  Office.  Noncurrent  records  are  maintained  by 
the  Records  Unit  for  6  years  following  which  time  they  are 
disposed  of  in  accordance  with  the  Records  Disposition  Schedules 
established  by  the  General  Services  Administration  General 
Schedule  No.  9. 

System  maiuiger(s)  and  address:  Budget  and  Management  Officer, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  726  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Requests  to  be  notified  whether  or  not  the 
system  contains  a  record  pertaining  to  an  individual  should  be  ad¬ 
dressed  to  Assistant  to  the  Director  for  Administration,  Office  of 
Management  and  Budget,  Old  Executive  Office  Building,  Washing¬ 
ton,  D.C.  20503.  (See  iso  Chapter  III,  Part  1302  of  Title  5,  Code  of 
Federal  Regulations,  (40  F.R.  34165).) 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Content  of  records  is  obtained  from  the 
individual  to  whom  the  information  pertains.  Additional  information 
may  be  added  by  the  Budget  and  Management  Office  staff  as  a 
result  of  an  internal  audit.  ^ 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble. 


OMB/CAVAD/01 

Sy.stem  name:  Veterans  Education  and  Training  l.oad  Model 
Security  classification:  None 

System  location:  Office  of  Management  and  Budget  Computer 
Center.  New  Executive  Office  Building,  726  Jackson  Place.  N.W.. 
Washington.  D.C.  20503. 

Categories  of  individuals  covered  by  the  system:  Veterans  and 
other  eligibles  using  VA  GI  Bill  education  benefits. 

Categories  of  records  in  the  system:  These  records  contain 
beneficiary  name,  address,  identification  number,  as  well  as  the 


name  and  address  of  the  training  institution,  type  of  training, 
amount  of  training,  and  number  of  dependents,  date  of  separation 
from  the  armed  forces,  remaining  eligibility,  remaining  entitlement, 
and  other  accounting  data. 

Authority  for  maintenance  of  the  system:  Budget  and  Accounting 
Act.  1921  (31  U.S.C.  1-24) 

Routine  u.ses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  In  addition  to  disclosures 
to  officers  or  employees  of  OMB  in  connection  with  the  per¬ 
formance  of  their  official  duties  for  the  agency  (see  ‘Retrievability*) 
the  routine  uses  and  category  of  users  for  each  arc  as  follows: 

These  records  arc  not  disclosed  within  the  agency  in  identifiable 
form.  They  are  only  used  to  provide  a  capability  to  extract  nonper¬ 
sonal  data  on  a  random  sample  basis,  aggregated  and  arrayed  to 
portray  and  education  training  load  for  statistical  analysis. 

Pulicies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  These  records  are  on  magnetic  tape,  provided  by  the 
VA,  and  when  not  being  used  on  the  computer  for  the  extract  run, 
arc  in  a  tape  storage  area. 

Retrievability:  Records  are  arranged  in  numerical  sequence  by 
identification  number,  usually  Social  Security  number. 

Safeguards:  Data  is  on  tape,  therefore  there  is  no  direct  access. 
The  tapes  are  locked  in  the  computer  room  when  not  actually  being 
used  by  the  machine  and  are  accessible  only  to  one  computer  job. 
The  tapes  are  removed  from  NEOB  back  to  VA  when  the  job  is 
completed. 

Retention  and  disposal:  Upon  completion  of  the  extract  run,  the 
tapes  are  returned  to  the  VA. 

System  manager(s)  and  address:  Veterans  Unit,  CVA  Division, 
Office  of  Management  and  Budget,  New  Executive  Office  Build¬ 
ing,  726  Jackson  Place,  N.W.,  Washington,  D.C.  20503. 

Notification  procedure:  Since  this  file  is  only  a  duplicate  of  the 
VA  Master  Education  File,  no  changes  can  be  made  at  this  site 
which  will  affect  the  utility  of  any  of  the  records.  For  notification 
of  whether  the  system  contains  data  on  a  particular  individual, 
inquiry  should  be  made  to  the  Assistant  to  the  Director  for  Ad¬ 
ministration.  Office  of  Management  and  Budget,  Old  Executive  Of¬ 
fice  Building.  17th  &  Pennsylvania  Avenue,  N.W..  Washington, 
D.C.  20503.  (See  also  Chapter  III,  Part  1302  of  Title  5.  Code  of 
Federal  Regulations  (40  F.R.  34165).) 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Information  obtained  from  individual 
applicant  for  training,  the  training  institution,  and  the  appropriate 
branch  of  the  armed  services. 

Systems  exempted  from  certain  provisions  of  the  act:  Not  applica¬ 
ble.  /* 
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PENSION  BENEFIT  GUARANTY 
CORPORATION 

PRIVACY  ACT  OF  1974 
Notices  of  Systems  of  Records 

The  Privacy  Act  of  1974,  Pub.  L.  93- 
479,  amends  Title  5,  United  States  Code, 
by  adding  after  §562a,  effective  Sepitem- 
ber  27,  1975.  5  U.S.C.  552a(e)  (4)  requires 
that  each  agency  publish  at  least  an¬ 
nually  a  notice  of  the  existence  and  char¬ 
acter  of  each  ‘system  of  records,’  as  that 
term  is  defined  in  5  U.S.C.-552a(a)  (5), 
which  it  maintains,  such  notice  to  con¬ 
tain,  inter  alia,  a  description  of  each 
routine  use  of  the  records  contained  in 
the  system.  5  U.S.C.  552a (e)  (11)  requires 
that  each  agency,  at  least  30  days  prior 
to  publication  of  a  new  routine  use  de¬ 
scription,  publish  notice  of  such  new  use 
and  allow  opportunity  for  public  com¬ 
ment  thereon. 

Accordingly,  interested  persons  are  in¬ 
vited  to  submit  written  data,  views,  or 
arguments  on  the  routine  uses  proposed 
in  these  notices  to  the  Office  of  the  Gen¬ 
eral  Counsel,  Pension  Benefit  Guaranty 
Corporation,  Post  Office  Box  7119,  Wash¬ 
ington,  D.C.  20044.  Each  person  submit¬ 
ting  comments  should  include  his  name 
and  address,  identify  this  notice,  and 
give  reasons  for  any  recommendations. 
Comments  must  be  submitted  within  30 
days  after  the  publication  of  these  no¬ 
tices  and  will  be  considered  before  the 
routine  uses  are  made  final.  Copies  of 
written  comments  will  be  available  for 
examination  by  interested  persons  in  the 
Office  of  Communications  of  the  Pension 
Benefit  Guai-anty  Corporation,  Room  No. 
1431,  8757  Georgia  Avenue,  Silver  Spring, 
Maryland. 

These  notices  have  been  prepared  pur¬ 
suant  to  the  recommendations  for  im- 


plemenitation  of  the  Privacy  Act  pub¬ 
lished  by  the  Office  of  Management  and 
Budget  (49  FR  28949,  JlUy  9,  1975). 

Issued  in  Washington,  D.C.,  this  27th 
day  of  August  1975. 

John  T.  Dunlop 
Chairman,  Board  of  Directors 
Pension  Benefit  Guaranty 
Corporation. 

Alphabetical  List  op  System  Names 
Maintained  by  the  Pension  Benefit 
Guaranty  Corporation  (“PBGC”) 

1.  Correspondence  between  PBGC  and 
persons  outside  PBGC — ^PBGC. 

2.  Disbursements — PBGC. 

3.  Employee  payroll  and  leave  and  at¬ 
tendance  records — ^PBGC. 

4.  Employee  travel  records — PBGC. 

5.  Personnel  records— PBGC. 

6.  Plan  participant  and  beneficiary 
data— PBGC. 

Prefatory  Statement  of  General 
Routine  Uses 

The  following  routine  uses,  except  for 
number  3, apply  to  and  are  incorporated 
by  reference  into  each  system  of  records 
set  forth  below.  Routine  use  number  3 
applies  to  and  is  incorporated  by  refer¬ 
ence  into  systems  1-5  set  forth  below. 

1.  Routine  Use — Law  Enforcement. 

In  the  event  that  a  system  of  records 
maintained  by  the  PBGC  to  carry  out  its 
functions  indicates  a  violation  or  poten¬ 
tial  violation  of  law,  whether  criminal, 
civilor  regulatory  in  nature,  and  whether 
arising  by  general  statute  or  particular 
program  pursuant  thereto,  the  relevant 
records  in  the  system  of  records  may  be 
referred  to  the  appropriate  agency, 
whether  federal,  state,  local  or  foreign, 
charged  with  the  responsibility  of  inves¬ 
tigating  or  prosecuting  such  violation  or 
charged  with  enforcing  or  implementing 


the  statute,  or  rule,  regulation  or  order 
issued  pursuant  thereto. 

2.  Routine  Use — Disclosure  When  Re- 
questing  Information. 

A  record  from  this  system  of  records 
may  be  disclosed  as  a  routine  use  to  a 
federal,  state  or  local  agency  maintain¬ 
ing  civil,  criminal  or  other  relevant  en¬ 
forcement  information  or  other  pertinent 
information,  if  necessary  to  obtain  infor¬ 
mation  relevant  to  a  PBGC  decision  con¬ 
cerning  the  hiring  or  retention  of  an  em¬ 
ployee,  the  issuance  of  a  security  clear¬ 
ance,  or  the  letting  of  a  contract. 

3.  Routine  Use — Disclosure  of  Re¬ 
quested  Information. 

A  record  from  this  system  of  records 
may  be  disclosed  to  a  federal  agency,  in 
response  to  its  request,  in  connection 
with  the  hiring  or  retention  of  an  em¬ 
ployee,  the  issuance  of  a  security  clear¬ 
ance,  the  reporting  of  an  investigation 
of  an  employee,  the  letting  of  a  contract, 
or  the  issuance  of  a  license,  grant,  or 
other  benefit  by  the  requesting  agency,  to 
the  extent  tiiat  the  information  is  rele¬ 
vant  and  necessary  to  the  requesting 
agency’s  decision  on  the  matter. 

4.  Routine  Use — Disclosure  During 
Litigation. 

A  cecord  from  this  system  of  records 
may  be  disclosed  in  the  course  of  pre¬ 
senting  evidence  to  a  court,  magistrate 
or  administrative  tribunal,  including  dis¬ 
closures  to  opposing  counsel  in  the  course 
of  settlement  negotiations. 

5.  Routine  Use — Disclosure  to  OMB. 

A  record  contained  in  this  system  of 
records  will  be  disclosed  to  the  Office  of 
Management  and  Budget  in  connection 
with  the  review  of  private  relief  legisla¬ 
tion  as  set  forth  in  OMB  Circular  No.  A- 
19  at  any  stage  of  the  legislative  coordi¬ 
nation  and  clearance  process  as  set  forth 
in  that  Circular. 
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PBGC— 1 

System  name:  Correspondence  between  PBGC  and  persons  outside 
PBGC-PBGC. 

Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Cat^ories  of  individuals  covered  by  the  system:  Individuals 
receiving  replies  in  response  to  their  correspondence  with  the 
PBGC. 

^Categories  of  records  in  the  system:  Correspondence  containing 
the  name,  address  and  other  information  relevant  to  an  individual's 
eligibility  for  coverage  under  Title  IV  of  the  Employee  Retirement 
Income  Security  Act  of  1974. 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  for  regulatory  pur¬ 
poses  including  use  in  evidence  in  proceedings  before  the  PBGC 
and  the  courts. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  maintained  manually  in  file  folders. 
Retrievability:  Indexed  by  name. 

Safeguards:  Records  are  kept  in  lockable  file  cabinets  in  areas  of 
restricted  access  which  are  locked  after  office  hours. 

Retention  and  disposal:  Records  will  be  retained  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC’s  program  of  management  authorized  by  the  General  Ser¬ 
vices  Administration. 

System  managerfs)  and  address:  Office  Directors,  Pension  Benefit 
Guaranty  Corporation,  2020  K  Street,  N.W.,  Washington,  D.C. 
20006. 

Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  Title  29,  Code  of 
Federal  Regulations,  September  25,  1975. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Individuals  writing  to  the  PBGC  and  the 
PBGC  responses. 

PBGC— 2 

System  name:  Disbursements— PBGC 
Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Categories  of  individuals  covered  by  the  system:  Consultants  and 
vendors  to  PBGC. 

Categories  of  records  in  the  system:  Payment  vouchers,  including 
SF  1081. 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Transmittal  of  data  to 
United  States  Department  of  Treasury  to  effect  payments  to  con¬ 
sultants  and  vendors. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Stonge:  Records  are  maintained  manually  in  file  folders. 
Retrievability:  Indexed  by  name. 

Safeguards:  Records  are  kept  in  lockable  fUe  cabinets  in  areas  of 
restricted  access  which  are  locked  after  office  hours. 

Retention  and  diqiosal:  Records  will  be  retained  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC’s  program  of  management  authorized  by  the  General  Ser¬ 
vices  Administration. 

System  managerfs)  and  addres:  Chief,  Division  of  Accounting, 
Office  of  Finance  and  Administration,  Pension  Benefit  Guaranty 
Corporation,  2020  K  Street,  N.W.,  Washington,  D.C.  20006. 

Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  Title  29,  Code  of 
Federal  Regulations,  September  25,  1975. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Subject  consultant  or  vendor. 
1  PBGC— 3 


System  name:  Employee  payroU  and  leave  and  attendance 
records— PBGC. 

Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Categories  of  individuals  covered  by  the  system:  Employees  of 
PBGC. 

Categories  of  records  in  the  system:  Name;  address;  social  securi¬ 
ty  number  and  employee  number;  earnings  records;  leave  status 
and  data;  jury  duty  data;  military  leave  data;  tinie  and  attendance 
records,  including  number  of  regular,  overtime,  holiday,  Sunday, 
and  other  hours  worked;  co-owner  and/or  beneficiary  of  bonds, 
marital  status  and  number  of  dependents;  and  “Notification  of  Per¬ 
sonnel  Action’’.  The  individual  records  listed  herein  are  included 
only  as  pertinent  or  applicable  to  the  individual  employee.  , 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Transmittal  of  data  to 
United  States  Department  of  Labor  to  effect  issuance  of  paychecks 
to  employees  and  distribution  of  pay  according  to  employee 
directions  for  savings  bonds,  allotments,  financial  institutions,  and 
other  authorized  purposes  and  to  effect  tax  withholdings  and  other 
authorized  deductions. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Manual  and  machine  readable. 

Retrievability:  Indexed  by  name  and/or  employee  or  social  securi¬ 
ty  number. 

Safeguards:  Records  are  kept  in  lockable  file  cabinets  in  areas  of 
restricted  access  which  are  locked  after  office  hours. 

Retention  and  disposal:  Records  will  be  retained  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC’s  pro^am  of  management  authorized  by  the  General  Ser¬ 
vices  Admnistration. 

System  managerfs)  and  address:  Chief,  Division  of  Accounting, 
Office  of  Finance  and  Administration,  Pension  Benefit  Guaranty 
Corporation,  2020  K  Street,  N.W.,  Washington,  D.C.  20006. 

Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  Title  29,  Code  of 
Federal  Regulations,  September  25,  1975. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above 
Record  source  categories:  Subject  individual  and  Civil  Service 
Commission. 

PBGC— 4 

System  name:  Employee  travel  records— PBGC. 

Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Categories  of  individuals  covered  by  the  system:  Employees  of 
PBGC  who  have  filed  travel  vouchers  and  related  documents. 

Categories  of  records  in  the  system:  Travel  vouchers  and  related 
documents  filed  by  employees  of  PBGC. 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Transmittal  of  data  to 
United  States  Elepartment  of  Treasury  to  effect  reimbursement  to 
emfdoyees  for  travel  expenses. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  maintained  manually  in  file  folders. 
Retrievability:  Indexed  by  name. 

Safeguards:  Records  are  kept  in  lockable  file  cabinets  in  areas  of 
restricted  access  which  are  locked  after  office  hours. 

Retention  and  disposal:  Records  will  be  retained  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC’s  program  of  management  authorized  by  the  General  Ser¬ 
vices  Administration. 

System  manager(s)  and  address:  Chief,  Division  of  Accounting, 
Office  of  Finance  and  Administration,  Pension  Benefit  Guaranty 
Corporation,  2020  K  Street,  N.W.,  Washington,  D.C.  20006. 
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Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  Title  29,  Code  of 
Federal  Regulationsn  September  25,  1975. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  PBGC  employees  executing  vouchers. 
PBGC— 5 

System  name:  Personnel  records — PBGC. 

Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Categories  of  individuals  covered  by  the  systcna:  Employees  and 
Applicants  for  employment  with  PBGC. 

Categories  of  records  in  the  system:  Personnel  records  that  the 
PBGC  maintains. 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  These  records  are  used 
to  carry  out  authorized  personnel  programs. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  arc  maintained  manually  in  file  folders. 
Retrievability:  Indexed  by  name. 

Safeguards:  Records  are  kept  in  lockable  file  cabinets  in  areas  of 
restricted  access  which  are  locked  after  ofGce  hours. 

Retention  and  disposal:  Records  will  be  retailed  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC's  program  of  management  authorized  by  the  General  Ser¬ 
vices  Administration. 

System  manager(s)  and  address:  Director,  Office  of  Finance  and 
Administration,  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street.  N.W.,  Washington,  D.C.  20006. 

Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  .Title  29,  Code  of 
Federal  Regulations,  September  25,  1975. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Subject  individuals;  present  and  prior 
employers;  references  given  by  subject  individuaJs;  and  responses 
to  security  investigations. 


PBGC— 6 

System  name:  Plan  participant  and  beneficiary  data— PBGC. 

Security  classification: 

System  location:  Pension  Benefit  Guaranty  Corporation,  2020  K 
Street,  N.W.,  Washington,  D.C.  20006. 

Categories  of  individuals  covered  by  the  system:  Participants  and 
beneficiaries  in  terminated  pension  plans  covered  by  Title  IV  of  the 
Employee  Retirement  Income  Security  Act  of  1974. 

Categories  of  records  in  the  system:  Name;  address;  sex;  social 
security  num^r  and  other  socitd  security  data;  date  of  birth;  date 
of  hire;  salary;  marital  status;  time  of  plan  participation;  participant 
status;  pay  status;  benefit  data;  health  data;  insurance  information 
where  plan  benefits  are  guaranteed  by  private  insurers.  The  in¬ 
dividual  records  listed  herein  are  included  only  as  pertinent  or  ap¬ 
plicable  to  the  individual  plan  or  participant. 

Authority  for  maintenance  of  the  system:  29  U.S.C.  1302,  1322  and 
1341. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Disclosed  to  third 
parties,  such  as  banks,  insurance  companies  or  trustees,  for  the 
purpose  of  paying  benefits  to  plan  participants  and  beneficiaries. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  niaintained  manually  in  file  folders. 
Retrievability:  Indexed  by  plan  and  participant  name. 

Safeguards:  Records  are  kept  in  lockable  file  cabinets  in  areas  of 
restricted  access  which  are  locked  after  office  hours. 

Retention  and  disposal:  Records  will  be  retained  for  such  periods 
of  time  and  disposed  of  in  the  manner  to  be  prescribed  by  the 
PBGC’s  program  of  management  authorized  by  the  General  Ser¬ 
vices  Administration. 

System  managerfs)  and  address:  Director,  Office  of  Program 
Operations,  Pension  Benefit  Guaranty  Corporation,  2020  K  Street, 
N.W.,  Washington,  D.C.  20006. 

Notification  procedure:  Procedures  are  detailed  in  PBGC 
proposed  regulations:  Part  2607,  Chapter  XXVI,  Title  29,  Code  of 
Federal  Regulations,  September  25,  1^5. 

Record  access  procedures:  Same  as  above. 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Plan  administrators  and  Social  Security 
Administration. 
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